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Introduction

EIDM User Guide for Approvers

1. Introduction

The Centers for Medicare & Medicaid Services (CMS) is a federal agency that ensures health
care coverage for more than 100 million Americans. CMS administers Medicare and provides
funds and guidance for all of the 50 states in the nation, for their Medicaid programs and
Children’s Health Insurance Program (CHIP). CMS works together with the CMS community and
organizations in delivering improved and better coordinated care.

What is EIDM?

CMS has established the Enterprise ldentity Management (EIDM) system to provide our
Business Partners with a means to apply for, obtain approval, and receive a single User ID they
can use to access one or more CMS applications.

What is the EIDM User Guide for Approvers?

The EIDM Guide for Approvers is for individuals who have Approver authority. This guide
provides basic step-by-step instructions on how to approve and manage users.
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2. Before You Begin

The following steps are recommended to optimize computer settings and ensure proper access to the
CMS system:

1. Screen Resolution: CMS screens are designed to be viewed at a minimum resolution of 800 x
600. Your resolution is the number of pixels your monitor displays horizontally and vertically and
is generally expressed as width times height (e.g., 800 pixels wide x 600 pixels high or 800 x
600). The more pixels that display, the better your on-screen text and images will look.

2. Plug-Ins: Verify that your computer has the latest version of JAVA and ActiveX installed.

You should verify the latest versions of JAVA or ActiveX by going to the JAVA website (www.java.com)
and Adobe website (www.adobe.com), or by contacting your internal IT Help Desk.

3. Pop-up Blockers: Verify that your browser’s pop-up blockers are disabled.
4. Supported Browsers: EIDM supports Internet Explorer versions 8-11, Firefox, Google Chrome,
and Safari.

Verify Your Computer Settings

This section outlines the steps to verify your computer settings.

ST MM Verify your screen resolution.

Windows XP:
Select the Start button, select Control Panel, and select Display.

You will see a horizontal Resolution slider with your current setting below it.

Windows Vista:
Select the Start button, select Control Panel, find Appearance and Personalization, and
select Display Settings.

Ensure the correct monitor is currently selected. Note your settings below the horizontal
Resolution slider and select Cancel to leave your settings as they are.

Windows 7 and 8:
Select the Start button, select Control Panel, find Appearance and Personalization, and
select Adjust Screen Resolution.

Ensure the correct monitor is selected in the Display drop-down list. Below that list, the
Resolution drop-down list displays your setting. Note this setting and select Cancel to
leave your settings as they are.

m Install the latest version of JAVA and ActiveX.

JAVA:
Open your browser, navigate to java.com, select Free Java Download, select Agree and
Start Free Download, open the download, accept the terms, and select Install, select
Next, wait for the program to install, and select Close.
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ActiveX:
Open your browser, navigate to get.adobe.com/flashplayer, select Adobe® Flash® Player
system plug-in, select Install Now, open the download, select Run, accept the terms,
and select Next, wait for the program to install, and select Finish.

m Disable you browser’s pop-up blockers.

Internet Explorer 8:
Open your browser, select the Tools button, point to Pop-up Blocker, and select Turn
Off Pop-up blocker.

Internet Explorer 9, 10, and 11:
Open your browser, select the Tools icon, select Internet options, open the Privacy tab,
uncheck the Turn on Pop-up blocker checkbox, and select OK.

Firefox:
Open your browser, select the Menu icon, select Content in the navigation pane, find
the Pop-ups section, and uncheck the Block Pop-up windows checkbox.

Chrome:
Open your browser, select the Menu icon, select Settings, select Show Advanced
Settings, find the Privacy section, select Content Settings, find the Pop-Ups section,
select Allow all sites to show pop-ups, and select Done.

Safari:
Open your browser, select the Safari button, select Preferences, open the Security tab,
find the Web content section, and uncheck the Block pop-up windows checkbox.

What you may need before you begin
Prior to requesting access, you should have received instructions from your organization or
CMS contact. The instructions should include application specific information you may need
to complete the request, such as:

e Social Security Number (SSN)/Taxpayer Identification Number (TIN)

e Legal Business Name (LBN) or Organization

e Application Name

e Application Role

e Other information specific to your application, for example, Contract Number, Gentran
Mailbox, National Provider Identifier (NPI), Organization number.

e You will have to create a User ID and password of your choosing if you do not
already have a User ID and password. EIDM allows you to create a User ID up to 74
characters; however, some applications have restrictions on the number of
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characters, and special characters, you can have in the User ID you create. Check
with your CMS point of contact to identify restrictions for your application.

e Not every CMS application requires the same information, so it is important to get
the specifics directly from your organization or CMS contact.

Logging into the CMS Enterprise Portal

This section provides information on how to Login using your user name and password. The
following are the basic step-by-step instructions.

If you do not have an EIDM User name and password or a role please refer to the CMS EIDM
User Guide for details on how to register in EIDM to create your User ID and request a role.

(%Ml Navigate to https://portal.cms.gov. The CMS Enterprise Portal page is displayed, as

illustrated below.

CMS.QOV |En1&rprlse Portal st | Mt S35 | s | 6D e | 0\ | 2t
Centers for Madicare & Madicald Services Lewrm abot you hesfixare cotions T
s

% Portl = Welcome 1o CMS Portal

Welcome to CMS Enterprise Portal 3

To leg ietn e CME Prrisl 3 CMS usar necoum s
requre:

the public 10 access a number of systems refated to Medicars -
X 8 Login 1o CMS Secure Portl
Advantage, Frescription Drug, and odher CMS programs
¥ 4 { Ecvant Uoer 107

Ergst Pagpworg?

The CMS Enterprise Portal i a gMeway Deing offerad 1o allow

e Uses Rctigticn

£

e ey e £ e £
WCU | PECOS | Quality Reporting | CHIC Get E-Mail Alerts Non- Production
Environments

CMS Provides Health Coverage for 100 Million People... E <5 004 400 s

Areacy n subscribert

Uanage iy Subneigrnry
Ersmgy Polcy
through Medicare, Medicald, and the Children's Health insurance Program And
"y
e e e L S e B S e Lo sk You! =

m Select Login to CMS Secure Portal.
CMS Secure Portal

To log into the CMS Portal a CMS user account is
required

» 8 Login to CMS Secure Portal

Forgot User ID?

Forgot Password?
New User Registration
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Action

Step 3 Read the Terms and Conditions and select | Accept to continue.

OMB N0.0938-1236 | Expiration Date: 04/30/2017 | Paperwork Reduction Act

You are accessing a U.S. Government information system, which includes (1) this computer, (2) this computer network, (3) all computers connected to this network,
and (4) all devices and storage media attached to this network or to a computer on this network. This information system is provided for U.S. Government-authorized
use only.

Unauthorized or improper use of this system may result in disciplinary action, as well as civil and criminal penalties.

By using this information system, you understand and consent to the following:

You have no reasonable expectation of privacy regarding any communication or data transiting or stored on this information system.

At any time, and for any lawful Government purpose, the government may monitor, intercept. and search and seize any communication or data transiting or stored
on this information system.

Any communication or data transiting or stored on this information system may be disclosed or used for any lawful Government purpose.

To continue, you must accept the terms and conditions. If you decline, your login will automatically be cancelled

m Enter your User ID and select Next to continue.
Welcome to CMS Enterprise Portal

- User ID
=) GEZHD

Forgot User ID?
Need an account? Click the link - New user registration
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Action

Step 5 Enter your Password, MFA Device Type, and Security Code. Select Log In.

Welcome to CMS Enterprise Portall

Enter Security Code
A Security Code is required to complete your login

To retrieve a Security Code, please select the Phone, Computer, or E-mail that you registered as your Multi-Factor Authentication(MFA) device when you originally
requested access, from the MFA Device Type dropdown menu below.

Security Codes expire, be sure to enter your Security Code promptly
Unable to Access Security Code?

If you are unable to access a Security Code, you may use the "Unable To Access Security Code?” link. To use this link you will be directed away from this page. For
security purposes, you will be prompted to answer your challenge questions before the Security Code is generated. The Security Code will be sent to the email
address in your profile. You will be required to login again with your User ID, Password and Security Code

You may also call your Application Help Desk to obtain a Security Code

After you receive the Security Code using this link or from your Help Desk, you must select the ‘One-Time Security Code’ option from the MFA Device Type
dropdown menu

Need to Register an MFA Device?

If you have not registered an MFA device and would like to do so now, you may use the "Register MFA Device™ link. For security purposes you will be prompted to
login again and answer your challenge questions before registering an MFA device

Password:

MFA Device Type:
[Phone.’TabIeWClLaptop E
The Security Code for the Phone/TabletPC/Laptop will expire in 10 minutes.

Security Code:

902774

For more information on Multi-Factor Authentication (MFA) please refer to the
CMS EIDM User Guide.

After logging in, the Welcome to CMS Enterprise Portal page is displayed.
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@ Poctal Holp R FAGs b Print

[# logOut Welcomse start v

CMS| it Pos
“gov Enterprise Portal
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CMS Porlad > My Portal

‘Weleome to CMS Enterprise Portal

3

The Enterprse Foral combings and displays content and 1ormns from multiple applcalions, Suppods users wilh navigation and cross

enterprss search toods, SUpPOrs SIMpliiied Sign-on, and uses role-based access and persanalization 10 present each user with only
relevant content and applications. The viskon of the Enterprise Portal |s to provide "one-stop shopping™ capabdities to improve customer

expenience and satistaction
Application Access

There are several ways to manage access to applications in the CMS Enterprise
Portal

1. Toged access fo appications supporied by EUA go to the Enteronss User AJMIMSIRNON site

2. Toged access to applicalions suppened by EIUM and IACS, chok the Hequest Access Now ink on the
right

3. To review spphcal you have siready
RN in the Lop right comer of the page.

|, click the My Access’ link on the Welcome

My At

My Prafi

Request Ac

Usiax Byl sk B0 resquest e to SystemedApplications:

Request Access N

‘ontact Help Desk

FFE [ HIOS | Agents & Rrokiss Help Desk - Contact e
Exchunge Operations Support Cendor [XOSC) al
CMS FEPSEm: hns ooy of 1-055-CMS-1515

Physician Value | PORS Help Desk - Confact the PYIPORS
Information Cemer at 1-863-734-5433.

ACC Hetp Desk - Contact the ACC Informaticn Center at
T-B88-734-6433 (select cotion 2} i you have any questions
athoul using the ACO Portiet Seatures. TTY users
1.288 T34-A563

‘Open Payments Felp Desk - Comact the Open Payments Help
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3. Approval

This section provides information on how the approval process works, the approval structure for
each application, and detailed steps on how to find, review, approve, reject or defer a pending
request.

How the approval process works (quick overview)

The following is a quick overview of the key steps in the process of locating, reviewing, and
approving submitted requests.

1. After a request has been submitted for approval, an E-mail notification is sent to
every approver authorized to review and approve this request.

2. The request is also sent to, and listed on, the My Pending Approvals page for every
approver, authorized to review and approve this request.

To reach the My Pending Approvals page, navigate to https://portal.cms.gov.

On the CMS Portal page, select the Login in to CMS Secure Portal link.

Accept the Terms and Conditions.

o v ok~ w

Log in with your User ID and password.

After logging in, EIDM will check to see if you are an approver for one or more
applications.

7. On the Welcome to CMS Enterprise Portal page, select the down arrow icon that
appears next to your name at the top of page. Then, select My Access from the drop
down menu to continue.

Alternatively, you may select Request Access Now to continue.

8. After the Access Catalog, My Access and My Pending Requests sections are
displayed, select Other Actions in the My Access section.

9. On the View and Manage My Access page, select My Pending Approvals.
10. The Pending Approvals page is displayed.

11. By default, all of the pending approvals you are authorized to review and approve
are listed on your Pending Approvals page. Only authorized approvers for the
application can view and approve submitted requests for the application. You
cannot view the pending approvals of other applications, unless you have also been
approved to be an authorized approver in those applications. Authorized approvers
of other applications cannot view or approve your application’s pending requests.

12. The “Search Requests” feature may be used to search for and locate specific
pending requests. For example, the Search Requests feature may be used to search
for pending requests by first name, last name, partial first name, partial last name,
request number, date the request was submitted, or even using the “Keywords”
search option. The search results will only list pending approvals the approver is
authorized to review and approve.
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13. Select and view one of the pending requests.

14. After reviewing the information submitted with the request, you can approve,
reject, or defer the request. If you approve or reject the request, you will have to
provide a justification for the approval or rejection. If you defer the request, no
action is taken, and the pending request will remain on the My Pending Approvals
page. Pending requests will expire after 60 days unless they are approved or
rejected.

15. After a pending request is approved or rejected by an approver, an E-mail
notification is sent to the person that submitted the request. The E-mail will include
the justification the approver submitted with the approval or rejection.
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Using the Pending Approvals Feature

The following are the basic step-by-step instructions on how to use the Pending Approvals
feature to find, review, approve, reject, or defer a pending request.

The My Pending Approvals link is located on the View and Manage My Access page and can
be accessed by EIDM users that have Approval authority.

To approve a pending request for one of the applications
listed belowBEGIN HERE.

e ASETT e MCU

e ASP e MLMS

e EPPE e Open Payments

e ESD e SHIM

o |IC e T-MSIS

e DHD e zONE

e MACPro

For all other applications, please FOLLOW THESE STEPS.

SN After navigating to the CMS Enterprise Portal (https://portal.cms.gov), accepting

the Terms and Conditions, and logging in with your User ID and password, the
Welcome to CMS Enterprise Portal page is displayed.

Select the down arrow icon that appears next to your name at the top of page.
Then, select My Access from the drop down menu to continue.

Alternately, you may select Request Access Now to continue.

Note: After logging in, EIDM will check to see if you are an approver for one or more
applications.
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& Print

@) Portal Help & FAQs

CMS
.gov

Enterprise Portal

My Portal
CMS Portal > My Portal

I
Welcome to CMS Enterprise Portal

L

Request Access

. ) ) . Use the link below to request access to
The E Portal comt and displays content and forms from multiple Systems/Applications

applications, supports users with navigation and cross-enterprise search tools, supports
A z s Request Access Now
simplified sign-on, and uses role-based access and personalization to present each

user with only relevant content and applications. The vision of the Enterprise Portal is to

provide "one-stop shopping" capabilities to improve customer experience and
satisfaction Contact Help Desk

m The Access Catalog, My Access and My Pending Requests sections are displayed.

Any existing roles you have in each application are displayed in the My Access
section.

Select Other Actions in the My Access section to continue. If there are multiple Other
Actions options displayed, you may select any “Other Actions” option to continue.

My Access

Access Catalog
MAMA-PO/POPICC eE=r=e
MA/MA-PDIPDPICC OID Test CSR — T
Vecery ke eseay ke =1 Corrurty et Orpricon s Seven ot
Frucrgeer Crigmcrpsor Uy Fan ot b ] ik
Somen Sw by
Eniving Roles
EPOC
Regart keoeny Rogurt hooews Saquest Acorin
DMEPOS Bidding PS&R/STAR Bundled Payments EFT
System (DBidS) Provay Satstes ¢ SaetviemenSymn by Budes Paymer tr Can mpowewt 20 Fie
i “rem

A 20 At e Sertururen
Svitn Vel Eaorwt Poteny Do
1 Supoies CMERCS, Biadeg S . T
IMERCS Bosng Symw ' sucpin
LD bl b R 3D 7 3 A

Lmcena Biseg A (54 My Pending Requests

Reqara Aoy Regquri hecrt. Bt Aoty
Tou 96 20 have Iy DANONG MOUSS I N e
CSP -HSTP esMD MDR State Exchange
The a Syveer Tacuny Pma HGTF Eacve Sbenson o Veded JotreTiet {MDR!
dopicance § 3 wat 2078 b TR0 80
merioery of Kwtel SleTreL I WUl e Matend Dng Setae Eerarges 2 teteer
T4 FrarwTE o et See apamce O g T e DD echunge Aoy

24y 75 % e TR L T
soEe © MG Bl S0GKG W T
R W WA P O E

Baqurt Aoy Foqur hecena Foque hoors

m The View and Manage My Access page is displayed.

Select My Pending Approvals to continue.
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v My Access » View And Manage My Access
@ Modify Business Contact Information e s
&: View and Manage My Access You are currently registered for the following application(s).

T N licati
() Request New Application Access Aopicaion

Bundled Payments EFT

» % My Pending Approvals

v|Administration
& View and Manage Users
@8 Lookup User's Help Desk

m The Pending Approvals page is displayed.

By default, all of the pending approvals you are authorized to review and approve
are listed.

You may also use the Search Requests features to narrow your search. Search
instructions and tips are provided on the Pending Approvals page.

In the example below, we only have one pending request for approval.

Pending Approvals
"Required Field
1

¥ Search Requests

Requester First Name: Last Name: |
Request Number:
Request Details ;
Submit Date From: ..‘é To: Iab
@ You may enter any information related to the role in the ‘Keywords' field.
Keyword Search
Keywords:
Search|
ﬂ “* Refresh [5» Print | Export =EEDN
Requester e Request Description Submit Date & Time  |Expiration Date

> Shirley Thomas

w To view the pending request, first select the single right arrow icon that appears before the

CMS EIDM User Guide for Approvers




Approval

Requester’s name for the request that you would like to review.

Pending Approvals
*Required Feld

' ~ Search Requests

Requester

First Name:

Request Number:

Request Details

Submit Date From:

Keywords:
Search|
ﬂ 2 Refresh  [X) Print / Export = 2
Regquest
| Number _chuestowm

e
»l / Elrley Thomas

(@) You may enter any information related to the role in the ‘Keywords' field.

Last Name: ||

®

To:

Submit Date & Time | Expiration Date

name, the Request ID number is displayed.

After selecting the single right arrow icon that appears before the Requester’s

Select the Request Number to open and review the request.

In the example below, we will be selecting Request Number 14898 to open and

view this request.

Pending Approvals

*Required Field

¥ Search Requests

M First Name:
Request Number:
Request Details
Submit Date From: [76
(@ You may enter any information related to the role in the Keywords' field.
Keyword Search
Keywords:
Search
& Refresh [ Print/Bpot | = = 12
Request
.Requester Number .Request Description
Shirley Thomas _ e
» 14898 Add Role - Bundled Payments EFT Bundled

Last Name:

To:

Submit Date & Time | Expiration Date

2[21/2014- 10:26 AM  2/21/2014

The Approve/Reject Request page is displayed.
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e If the request should be approved, enter a justification for the approval in the
Justification for Action box and select Approve to approve the request. All
information entered into the Justification for Action box will be included in
the E-mail sent to the requester.

e |f the request should be rejected, enter a justification for the rejection in the
Justification for Action box and select Reject to reject the request. All
information entered into the Justification for Action box will be included in
the E-mail sent to the requester.

o If the request should be deferred and no action taken, select Defer to defer the
request and the pending request will remain on the My Pending Approvals
page for all of the application’s authorized approvers. Do not enter any
information in the Justification for Action box, if you are deferring a request.
Any information entered in the Justification for Action box will not be saved
for deferred requests.

In the example below, the request should be approved. We will enter the justification in the
Justification for Action box and select Approve.

Approve/Reject Request

*Required Field

User Information
Title: First Name: Shirley Middle Name: Last Name:

Email: sthomas@abc.com
Date of Birth:
Professional Credentials:
Company Name: ABC Company
Address 1: 123 Main Street
Address 2:

State/Territory: MD
Zip Code: 33333 Zip Code Extension:
Company Phone Number: 333-333-3333 Extension:

Office Phone Number: Extension:

Requested Access
Application: Bundled Payments EFT
Type of Request: Add Role
Role: Bundled Payments EFT Help Desk

Reason for Request: test

Justification
* Justification for A» Ok to approve

mp| soprovel Reject| pefer|

J
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Action

TR After selecting Approve, you will be sent back to your Pending Approvals page.

The pending request will still be displayed on your Pending Approvals page until you
select Refresh.

Select Refresh to refresh the page.

Pending Approvals
*Required Feld

! v Search Requests

Requester First Name: Last Name: |

Request Number:
Submit Date From: _b To: ._~b

\_i) You may enter any information related to the role in the Keywords' field,

Request Details

Keyword Search

Keywords:

Search|

’ 2 Refresh [ Print/Epot | = T

Request
Requester Namber

Request Description Submit Date & Time | Expiration Date

r» Shirley Thomas

After selecting Refresh, the pending request that you have just approved will no longer be
displayed.
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Pending Approvals
*Required Field

v|Search Requests

Requester

:: Refresh | fxp Print / Export

First Name: Last Name

Request Number:

Submit Date From: Fab Te¢

@ You may enter any information related to the role in the 'Keywords' fiel

Keywords:
Search
o
| | |
Request |Request Description | Submit [

P There are no pending requests for your approval.
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Pending Approvals

The Pending Approvals hyperlink for the applications listed below is located in the My
Actions view on the CMS Portal home page and can be accessed by EIDM users that have
Approval authority.

To find, review, approve, reject, or defer a pending request for one of these applications,

Applications ‘

e ASETT e MCU

e ASP e MLMS

e EPPE e (Open Payments
e ESD e SHIM

o |IC e T-MSIS

e DHD e zONE

e MACPro

Please FOLLOW THESE STEPS.

Ml After navigating to the CMS Enterprise Portal (https://portal.cms.gov), accepting

the Terms and Conditions, and logging in with your User ID and password, the
Welcome to CMS Enterprise Portal page is displayed.

Select the drop-down list located on the top right corner of the Portal home page and
Select the My Actions link.
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@ Portai Help & FAQs & Print [# Logout Weicome Peter Castie v =
My Access
CQMO§ Enterprise Portal » Sy Acoms
My Profile

My Portal  Business Intelligence ¥  EPPE ¥

CMS Portal > My Portal

|
‘Welcome to CMS Enterprise Portal

-

=3 N = F Use the link below to request access to
The Enterprise Portal combines and displays content and forms from multiple applications, supports users with navigation and Systems/Applications

cross-enterprise search tools, supports simplified sign-on. and uses role-based access and personalization to present each user
with only relevant content and applications. The vision of the Enterprise Portal is to provide "one-stop shopping"” capabilities to

Request Access Now

improve customer experience and satisfaction

Application Access tact Help Desk

There are several ways to manage access to applications in the CMS
ACO Help Desk Contact the ACO

Enterprise Portal /—' Information Center at 1-888-734-6433

(select option 2) if you have any

1. To get access o applications supported by EUA go to the Enterpri ' questions about using the ACO Portiet
dminisiration sie 4 features. TTY users should call
y
2. To get access to applications supported by EIDM and IACS, click the ‘Request & 4 f 1-888-734-6563
Access Now link on the right - /
/
3. To review application access you have already been granted, click the "My Access’ — Advanced Provider Screening (APS)

link on the Weicome menu in the top right comer of the page. - " Ad Help Desk For issues with the APS

Contactthe CITIC Help Desk at
(410) 786-2580
Send email 10
MS IT SERVICE K@cms hhs gov

The My Actions page will display the Pending Approval Summary View, and the pending
approvals queue as shown in the figure below.

My Actions Pending Approval Summary View
e e Serect a mauest descripton hyperink below 10 seview the detais of (he users eqUER! 13 acoess the appicatin
Annual Centification —=» «—» &9 F — | Saarch & =] D oosoeons 0=
Select All Request Description Request ID Role Name Email Address Status | Request Date Expiration Dau:
| 40 Cus mepse Az o AepaNE 2138 s seguencmn uvGAmES
T —— P s oegamnciom  UNCLAMED preeen 1zs20m
£ Ehousta ugmegesuasy 2 sann Crrswetgmareger UNCLAMED azane
D e 1 remnguncon UNCAMED e
AL DEUIIN K Seyen Aser e Neneen D 11AGH HTE Towe_pxousEn_x IR e G, NCANED e wisaom
570U ABPIOVE o¢ Fiect 50 QURS, I ySU g6 N take 85 ScEon en e rQuER: within 72 heurs of deiming & Pie maquest wil b

Claim the approval request by selecting the Request Description hyperlink of the Request
ID you wish to claim in the Pending Approval Summary.
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Sect s request descroton Ayperin

Select All

Pending Approval Summary View

ew the detais of the USE™ rEqUES? 1D 3CTRSS the APDICELON

[~ ] suws [ ¥]

Request Description

Request Date Expiration Date

2 CMS AagueRASET Br NegeeRiD 3181130

A FED MeguestAcroa by Meguen © 2181133

20 B3y

SER ME RsgusciAsorool b Mequesl D 154881

JonE Expuse

B PED CuT RegusstAzerava b RegueE T1EETIE

2onE BN

SER i Meguest Aporove B Megees © 3158238

m In the Status: UNCLAIMED window enter a justification for claiming the request in the
Justification for Action field at the bottom of the page. Select the Claim button to continue.

My Tasks Administrative Tasks

Request - 2155028

rer eroemanee

First Name: Ashiey
Last Name Guenther

Phone Number: 9203502305
LOA 1

et wirmate

Application Name ZONE

Notes to the Approver

Justification for Action: Cinim far Approve

ma; ting the ‘Claim’ optior

Status: UNCLAIMED

Email Address: ashley.gartner@pplusic. com

Role Name ZONE_ENDUSER_IC
Request Date 51172016
Expiration Date. 6102016

o smatns
Organization Type Issuer
Issuer Organization Name = Physicians Plus Insurance
Issuer Organization Address - 2650 Novation Parkway
Supervisor Name Carolyn Weber-Kreitiow

Supervisor Email carolyn weber-kreitlon@pplusic com
Supervisor Phone number 608-417-2535

o

quest will be marked C!
ed

5 and the e

aimed’ and assigned

m Select Ok to claim the selected request, or Cancel to cancel the action and return to the

Pending Approval Requests Summary screen.

aim” op
e and the st

Are you sure you want to proceed? Selecting OK will claim all the selected request(s)

Warning

~ R
VK Lancel
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ST In the Status: CLAIMED window, enter a justification for your action in the Justification for
Action field at the bottom of the page. Select Approve or Reject to approve or reject the
claim. Select Unclaim to unclaim the request and return it to the Pending Approval

Summary queue.

Request - 2151130 Status: CLAIMED

Select Ok to approve the selected request.

Are you sure you want to proceed? Selecting OK will approve the selected request

» Ok Cancel

Warning

Requests that are approved or rejected will be removed from the queue.

The requestor will receive an E-mail with the status of the request. If the request is
rejected, the E-mail will include a reason for the rejection.
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Mass Approval of Pending Requests

To claim multiple pending requests at once for one of the applications below:

Applications

e ASETT e MCU

e ASP e MLMS

e EPPE e Open Payments
e ESD e SHIM

e IC e T-MSIS

e DHD e zONE

e MACPro

Please FOLLOW THESE STEPS.

ST Claim multiple approval requests at once, by selecting the checkboxes next to the
Requests you wish to claim in the Pending Approval Summary queue. Select Claim All.

2:32:27 PM 5/13/2016

My ok
Pending Approval Summary View

«—0 o T« states: [ ¥] | Seendy FemiE ) G oo oeee
Select All Request Description Request ID Role Name Email Address Status | Request Date Ex%'::‘m
’ ZOME §NDUTER PED S Resient Anpon b Memerst ©3191130 20 P % = 2820
’ 2oMe snousen redmeses isony momene o3 n iz 2one_proten_res ez .
v ZOME 038R e meoeyt sooey S Recen © 5 1gees isann 2oM_BORER_E
Z9MEE\OUIER FED DD Seaest Aoy S e © 34 e ZoM_POIEA_rED_oM 5 [ 208
g 1oy o swoiwey 000 ;en one_pouaee_ e gares
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T Al Selecting Ok will claim all the selected requests. Select Ok to proceed.

Rl iz

na the 'C = - * tmbem
g the ‘Claim’ o Warning m do not take
i queus and the

Are you sure you want to proceed? Selecting OK will claim all the selected request(s)

m The selected requests are now CLAIMED. Enter a justification for your action in the
Justification for Action field at the bottom of the page. Select Approve All or Reject All to
approve or reject the claims. Select Unclaim to unclaim the requests.

My Tasks Administrative Tasks

Pending Approval Summary View
Selact 3 request description hyparink below 10 review the detais of the LBeTs reQUES! 10 2cCesS the appication
Select All Request Description Request ID Role Name Email Address Status | Request Date E"S';t;'o"
1
v | s oM_pzen_res wn_esngamsing com P 130
|
|
v | aue 2oM_INOLEA_uE e
|
|
v | s 2oMLBOUIER_rED_Cul pisow e
i 2908 ENDUSER C Seoeyt Acou s v Seoent © 30350 HEES zone_mouseR_ic s gaTeQmnacon UNCLAMED srizoe oz
TotalRows -4 | P | Peves | sem | e
stiication for A
you approve o rejct the request. |f you o not take an aStion on the request within 72 hours of claiming £, the request wil be

m Selecting Ok will approve all the selected requests. Select Ok to proceed.
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-':‘_ _:_‘ :__': Warning B Fe™

Are you sure you want to proceed? Selecting OK will approve all the selected request(s).

Ok Cancel

m You will receive a notification that the selected role requests are successfully approved.

R
Pending Approval Summary View

|D informaton
The selected role request s successlly aporoed

£Cl 3 request cescnplion hyperink Deows 10 review the Cetails of the users’ request 10 access the applicat

e aa» &
Select All Request Description Request ID R
C Reguest Adoyal %or Reguest D 2182028 2155028 ZO»

X
o
s
i
m
r4
(i)
m
n

Features of the Pending Approval Summary Dashboard

The Features of the Pending Approval Summary Dashboard listed numerically below are
displayed in the screen image that follows.

1. Color Status indicators:
= Green — Displays the number of pending requests that will expire in 21-30 days

= Yellow — Displays the number of pending requests that will expire within 11-20
days

= Red - Displays the number of pending requests that will expire within 10 days
= Reset — Displays all pending requests

Status search option: - Search by status of pending claims (Claimed, Unclaimed)
Search by search option - Search by E-mail or Request ID

Search - Displays the search results

i ok wN

Results per page — Allows the user to select the number of results that will be
displayed.
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6. Total Rows and First, Previous, Next, Last — Provides easy navigation through
multiple pages.

PEnding Approval Summary View

L a &

Select All Request Description Request ID Role Name Email Address Status | Request Date E"H::”"
SONE ENOSER FED SV SeocestAsony S fsouet D2IFUNC B EE - TONE_ENOUEA_FED_CMT wr_nS oo ACLAVED 4T BI830H
oM DD PED Nenes ooy & Resent 03100 T zone_pousER_rz - ACLANE 1ezou sau
29N S0208 18 Sezery Asowy b vy ©5fet . 2oM_BoRE_vE e ncweng e eAvED e e
20 Boutes se0 ot Senen apey wsen 93 saern 2one_pouaen_ses cuz o @miniim  UNCLAMED e tastn
oM IOUEA < Menerasesy o mrnen O HICH T 2onamousen_s nnegamegmatcon  UNCLAMED pe—. e

The approver can only claim a request that is in unclaimed status. The Approver must
‘ enter a reason in the Justification for Action field.

‘ The user can exit the My Actions view by selecting the Logout button or exiting the
browser.
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4. Annual Certification

As of January 2016, enforcement of the Annual Certification requirement for all Applications
supported by Enterprise Identity Management (EIDM) is in effect.

Annual Certification is the annual recurrence of the role approval process. Role approval is the
process used by the Business Owners, their representatives, Authorizers, Help Desks, or other
Approvers to grant an application role to a user who is requesting the role.

CMS.gov provides a means to record the Annual Certification actions taken for two types of
roles:

a. Manually Approved Roles - the original role request requires manual approval by the
user with appropriate authorizing role.

b. Validated Roles (auto-approved) - the original role request requires that EIDM compare
and validate user provided data to data maintained in a trusted resource (validation
check).

When a role fails certification, it is removed from the user’s profile.

a. Manually approved roles can fail certification either because the Approver selected
‘Revoke’ for the user’s role, or because the Approver took no action prior to the Annual
Certification due date.

b. Validated roles can fail because the user provided data does not match the data in the
trusted resource on the Annual Certification due date.

The Annual Certification due date is the date that a Role is due to be certified. Annual
Certification is not a certification of a User Identifier (UID) or a User’s account.

a. The Annual Certification due date for manually approved roles is one year after the
create date for the first certification and one year after the certification date each year
thereafter.

b. The Annual Certification due date for Validated Roles is June 1 every year.

The Annual Certification process for any given role is the sole responsibility of the Application
and their Approvers. This section explains the Approvers’ responsibility regarding Annual
Certification for both manually approved and validated roles.
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Certifying Manually Approved Roles

Approvers for manually approved roles will have the ability to search for, certify, or revoke the
roles assigned to the users under their authority at any time they choose, via the Annual
Certification page. However, if they do not take an action by the certification due date, then
their users’ role(s) will be removed.

This section lists step-by-step instructions that an Approver should take in order to certify or
revoke their users’ access as part of Annual Certification.

The certification process is initiated with an e-mail notification to the Approver:

a. An Approver for manually approved roles will receive an email notifying them that users
under their authority are pending Annual Certification. The email will provide
instructions for completing the certification for users under their authority.

b. The initial e-mail will be sent 30 days prior to the certification due date for users
requiring manual approval.

c. Reminder e-mails will continue to be sent to the Approver 15 days, seven (7) days and
one (1) day prior to the certification date.

To certify manually approved roles for Annual Certification, FOLLOW THESE STEPS:

Step 1 Review the email notification that lists the number of roles pending certification. Follow
the instructions in the email to access the Pending Certifications page to certify users’
access. A sample email is shown below.

From: <donotreplvi@cms gov>

Date: Fri, Nov 20, 2015 at 4:25 PM

Tao:

Subject: Action Required: CMS.gov Users’ Pending Annual Certification.

This is to inform you that some of vour users in the <Application Name> Application for which yvou are
responsible are due for Annual Cernificaton of their roles.

You have 237 roles pending certification in the next 30 days.
Youhave 210reles pending certification in the next 15 days.
You have 203 roles pending certification in the next 7 days.
You have 0 roles pending certificationin the next 1 day.

Toreview the pending certifications, please dothe following:

Login to CMS.gov using the link given below,

Navigate to the page where you approve role requests.

Selectthe *Annual Certification’ link.

In the ‘Pending Certification’ view select the user for whom you wish to take an action. If voudo
not find the user in the ‘Pending Certification’ view, select the ‘Search Users' tabto search for the
user.

5. ‘Certify” the user if you wish to retain the user’s role in the application.

6. ‘Revoke’ theuserif you wish to remove theuser's role in the application. This will be effective
immediately.

e

Note: If vou fail to take any action, the users’ role(s) will be removed on the certification due date for that
role(s).

If you are accessing CMS.gov from CMS Net, Go to <CMS NET URL>
If vou are accessing CMS.gov from the Intemet, Go to <Internet URL>.

Thank vou,

CMS.gov
Please do notreplyto this system-generated E-mail,
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The ‘roles pending certification’ requests listed in the e-mail will provide the number
of pending certifications that require action in the specified number of days.

m Go to https://portal.cms.gov/ and select Login to CMS Secure Portal.

CMS Portal > Welcome to CMS Portal

Welcome to CMS Enterprise Portal
»

CMS Secure Portal

To log into the CMS Portal a CMS user
account 1S requirt

8 Login to CMS Secure Portal

The CMS Enterprise Portal is a /
gateway being offered to allow the
public to access a number of sysienls

related to Medicare Advantage, =

Prescription Drug, and other CMS . i
Eorgot Password?
programs. ' .
ey [ IStration

m Read the Terms and Conditions and select | Accept to continue.

CMS-QOV Enterprise Portal

Centers for Medicare & Medicaid Services

Home | About CMS | Newsroom | Archive | @) Heio & FAGs | L Email | (& Print

Health Care Quality Improvement System Provider Resources

Terms and Conditions

OMB N0.0938-1236 | Expiration Date: 04/30/2017 | Paperwork Reduction Act

You are accessing a U.S. Government information system, which includes (1) this computer, (2) this computer network, (3) all computers connected to this network,
and (4) all devices and storage media attached to this network or to a computer on this network. This information system is provided for U.S. Government-authorized
use only.

Unauthorized or improper use of this system may result in disciplinary action, as well as civil and criminal penalties.

By using this information system, you understand and consent to the following:

You have no reasonable expectation of privacy regarding any communication or data transiting or stored on this infermation system

At any time, and for any lawful Government purpose, the government may monitor, intercept, and search and seize any communication or data transiting or stored on
this information system

Any communication or data fransiting or stored on this information system may be disclosed or used for any lawful Government purpose.

To continue, you must accept the terms and conditions. If you decline, your login will automatically be cancelled

m Enter your User ID Select Next to continue.
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Welcome to CMS Enterprise Portal

- User ID
- GEZED

Forgot User ID?
Need an account? Click the link - New user registration

m Enter your Password, MFA Device Type, and Security Code. Select Log In.

Welcome to CMS Enterprise Portall

Enter Security Code
A Security Code is required to complete your login.

To refrieve a Security Code, please select the Phone, Computer, or E-mail that you registered as your Multi-Factor Authentication(MFA) device when you originally
requested access, from the MFA Device Type dropdown menu below.

Security Codes expire, be sure to enter your Security Code promplly.
Unable to Access Security Code?

It you are unable to access a Security Code, you may use the “Unable To Access Security Code?” link. To use this link you will be directed away from this page. For
security purposes, you will be prompted to answer your challenge questions before the Security Code is generated. The Security Code will be sent to the email
address in your profile. You will be required to login again with your User ID, Password and Security Code.

You may also call your Application Help Desk to obtain a Security Code.

After you receive the Security Code using this link or from your Help Desk, you must select the ‘One-Time Security Code’ option from the MFA Device Type
dropdown menu.

Need to Register an MFA Device?
If you have not registered an MFA device and would like to do $0 now, you may use the "Register MFA Device” link. For security purposes you will be prompted to

login again and answer your challenge questions before registering an MFA device.

Password:

|....00.I

MFA Device Type:
|Phone/TablevPCiLaptop 2
The Security Code for the Phone/TabletPC/Laptop will expire in 10 minutes.

Security Code:
902774
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For more information on Multi-Factor Authentication (MFA) please refer to the CMS
EIDM User Guide.

m Select My Access in the drop down menu at the top right corner of the Welcome screen.

@rortaltelp & FAQs = Print Welcome SaTESTTen Murugiah +

CMS
.gov

Enterprise Portal

My Portal PV-PQRS8 ¥

CMS Portal > My Portal
|

Welcome to CMS Enterprise Portal Request Access

-

i < . Use the link below to request access to
The Enterprise Portal combines and displays content and forms from muitiple Systems/Applications

applications, supports users with navigation and cross-enterprise search A N
tools, supports simplified sign-on, and uses role-based access and

personalization to present each user with only relevant content and

applications. The vision of the Enterprise Portal is to provide "one-stop
shopping” capabilities to improve customer experience and satisfaction. Contact Help De“;k
Step 7 Select Other Actions on the My Access page.

@ Portal Help & FAGs & Prine [# Logout  Welcome SaTESTTen Murugiah ~ M

CMS
.gov

Enterprise Portal

MyPortal PV-PQRSS ¥

CMS Portsl > EIDM user menu page > My Access

Start typing to filter apps. My Access

B REQUEST ADMIN ROLE

Access Catalog

Electronic Correspondence m
IR
eferral System (ECRS) Web acd Rcle
st ASETT § 3 \Vet-03890 CDICAtOn 3t Ji0ws The Mecicare Part 8 Onug Average Sale Price Help Desk Information Remove Role
INIVIOUE 313 OFGANZIVONS 10 M8 SACYD e (ASS) 3ppicanon 5 3 G3EH SOKCUON ByReT 8484558740
D Det IFCrManion hore. ke : Ohar 2ctiony
1241214212 Heip Dok informaton i
tesiRomail oom :;.2 r-gm-?;um Existing Roles
T80 ECRS Web User

On the View and Manage My Access page. Select the link for Annual Certification on the
left pane.
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CMS Portal > EIDM user menu page > My Access

/My Access View and Manage My Access
Modify Business Contact
Iﬁformatliz’n You are currently registered for the following application(s).
@ View and Manage My Application | Take an Action
Access o Add a Role
[A-] Request New Application 1112 orypDP/CC/eRPT Remove a Role
Ccess View/Modify a Role
v/Requests Add a Role
& My Pandina Annrova Medicare Exclusion Database (MED) Remove a3 Role
B Annual Certification View/Modify a Role
My Pending Requests Add a Role
— - Electronic Correspondence Referral System (ECRS) Web Remove a Role
v/ Administration View/Modify a Role
& View and Manage Users Add a Role
@8 Lookup User's Help Desk Physician Quality and Value Programs Remove a Role
View/Modify a Role
Add a Role
HPG Remove a Role

View/Modify a Role

m In the Pending Certification View, select users one by one or in bulk (by selecting the
Select All button) to Certify or Revoke users’ roles.

Only users whose roles are due for certification within the next 30 days will be shown
initially.

Use the Search Users tab to search for users outside the 30 day window or to search for a
specific pending certification by User ID, User name, etc.

pending Cerications
Pending Certification View
Only th 250 pending certifications will be displayed. You may search for other certifications using the search tab above.
Results per page 205
Select All [] User ID First Name Last Name Role Name Approval Based Attribute | Last Review Date Next Review Date
[ UUIFes3 QTP User Lsa 12/17/2015
- WXWTE12 MDR Appraver Approver
v XGHZ478 Mama Mapdhelpdeskdadm LSA
YCQM364 QTP User Lsa
¥4 ZXCABS3 michelle MAMAS2CCERT Lsa
GEUSER12 ddssdsd dsds Approver
ol MARINA14 o Hobby Approver Black Canyon, Phoenix,
TMIMPL_137 TMIMPL onethirtyseven Approver
Wi [TMIMPL_138 TMIMPL onethirtyeight LSA 12/17/2015
<

Total Rows : 49 [ previous ] Next ]

w11 acknowledge that I am responsible for certifying my users continued use of the assigned role to the same standard by which the user was originally authorized.

[ Certify ] Revoke ]
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By default, the pending certifications display up to 250 results and are sorted in
descending order by the Next Review Date column. The Approver can sort the
pending certifications using the fields along the columns.

The system uses pagination when displaying results. The ability to toggle through
pages can be utilized by selecting First, Previous, Next and Last.

Use the Results per page to display up to 30 results per page. By default it will be set
to 15.

m Select the double arrow in the top right corner to expand the table view to see all
populated columns.

Annual Certification

pending Certifications m‘
Pending Certification View =

first 250 pending certifications will be displayed. You may search for other certifications using the search tab above.
»
External Validation

ne Approval Based Attribute | Last Review Date Next Review Date Error

Testing1234(Hanover, M 12/12/2015

Buthorized Official Testing123(Elkridge, MD) 12/13/2015 [x ]

Al
Step 11 Agree to the acknowledgement statement to certify or revoke the selected user(s). Select
Certify or Revoke to complete the pending user’s role certification.

Pending Certifications
Pending Certification View

Only the first 250 pending certifications will be displayed. You may search for other certifications using the search tab above.

et 208
Select All [] User ID |First Name Last Name Role Name Approval Based Attribute | Last Review Date

%2 UUIF8S3 QTP User LSA

[l WXWT612 MDR Approver Approver

W XGHZ478 Mama Mapdhelpdeskdadm Lsa

O YCQM364 QTP User LsA

vl ZXCA653 michelle MAMASecCERT LSA

O |GEusER12 ddssdsd dsds Approver

! MARINA14 ove Hobby Approver Black Canyon, Phoenix,

O TMIMPL_137 TMIMPL onethirtyseven Approver

VI |TMIMPL_138 TMIMPL onethirtyeight LSA

<
lﬂmvs:‘w  First L previous | Next 1 Lost J

M1 acknowledge that I am responsible for certifying my users continued use of the assigned role to the same standard by which the user was originally authorized.

 Certify ] Revoke J
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The Certify button approves the annual certification of the user’s use of a role in an
application.

The Revoke button removes the user’s role from the application. The user will be
notified via e-mail when a role is revoked.

Step 12 A pop-up confirmation message will appear providing the list of users included for that
action.

Review the User ID, role, and Approver-based information of the pending certifications
that are going to certified or revoked.

Confirm the action by selecting the Ok button. Select the Cancel button to cancel the
action and to return to the Search Users View page.

]

=

[ YouY o)

m After certifying or revoking the roles, a notification will be displayed in the Pending
Certification View confirming that the roles have been Certified or Revoked.
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Pending Certifications
Pending Certification View

® Information - Roles successfully certified

The selected roles have been successfully certified.

Only the first 250 pending certifications will be displayed. You may search for other certifications using the search tab above.

Results per page : 15/
User ID |First Name |Last Name |Role Name _Appmval Based Attrbute |Last Review Date
ANN3-TEST17 FFRSeventeen LLRSSeventeen Helpdesk Tierl
REL12-ASP-01 ASPPONe PSAAONe ASP Business Owner Representative
|ANN3-TEST36 LLRSThirtySix ASP Business Owner Representative
|ANNCERTZ 36

LASNUThirtySix tative

] ASPMANNING ASP Business Owner Representative

[ SHOPTEST20 ASP Business Owner Representative
TESTTESTB230 o t ASP Business Owner Representative
ASPHPTESTBOR uyt t ASP Business Owner Representative
TESTTEST300 v t ASP Business Owner Representative

E ANN3-TEST15 FFRFifteen LLRSFifteen SHIM Business Owner
ANN3-TESTO02 FFRTwo LLRSTwo MCU Business Owner Representative
IAHNB-TESTS‘B FFRFiftyNine LLRSFiftyNine MLMS Business Owner
|REL12AC06 release acfive MLMS Busness Owner
|ANHB-TEST29 FFRTwentyNine LLRSTwentyNine TMSIS Business Owner

m

.
Total Rows : 33  previous ] text ] Last J

|1 acknowledge that I am responsble for certifying my users continued use of the assigned role to the same standard by which the user was originally authorized.

Pending Certifications
Pending Certification View

@ tnformation - Roles successfully revoked

The selected roles have been revoked.

Only the first 250 pending certifications will be displayed. You may search for other certifications using the search tab above.

Results per page : 15
__ Select Al [T]  |UserD |First Name Last Name Role Name Approval Based Attribute |Last Review Date
ANN3-TEST17 FFRSeventeen LLRSSeventeen Helpdesk Tierl
REL12-ASP-01 ASPPOne PSAAONe ASP Business Owner Representative
ANN3-TEST36 FFRThirtySix LLRS ThirtySix ASP Business Owner Representative

ANNCERT2_36 FNUANNCT ThirtySix LASNUThirtySix ASP Business Owner Representative
OPTEST20 bv ASP Business Owner Representative

SH

t

TESTTEST8230 o t ASP Business Owner Representative
E ASPHPTESTBOR uyt t ASP Business Owner Representative

TESTTEST300 v t ASP Business Owner Representative

ANN3-TEST1S FFRFifteen LLRSFifteen SHIM Business Qwner

ANN3-TESTO02 FFRTwo LLRSTwo MCU Business Owner Representative

ANN3-TEST59 FFRFiftyNine LLRSFiftyNine MLMS Business Owner

REL12AC06 release acfive MLMS Business Owner

ANN3-TEST29 FFRTwentyNine LLRSTwentyNine TMSIS Business Owner

ANNCERT2_96 FNUANNCTNinetySe LASNUNinetySix TMSIS Business Owner

:
Total Rows : 32 CHCE

[F]1 acknowledge that 1 am responsble for certifying my users continued use of the assigned role to the same standard by which the user was originally authorized.

CMS EIDM User Guide for Approvers



Annual Certification

The view screen will refresh and the Next Review Date will be updated for users
whose roles were certified.

The users’ roles that were revoked will no longer be included in the pending
certifications list.

Users whose role(s) were removed by the revoke action will receive an email with
instructions to regain access to the application.

The email will include Application Help Desk contact information for the application
in which the user had the role.

Using the ‘Search Users’ Feature

Approvers can select the Search Users tab to search pending certifications for users’ roles under
their approval authority. Users whose roles are due for certification matching the search criteria
will be populated in the search results.

To use the Search Users feature, FOLLOW THESE STEPS:

ST Search pending certifications for users’ roles by providing the search criteria on the Search
Users View page.

Select Search to retrieve a list of users matching the search criteria. To clear the search
criteria, select the Reset button.

p——
Search Users View

Only the first 250 pending certifications will be displayed. You may refine your search criteria to find other certifications.
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The following characters are not allowed in any of the search fields: Asterisk (*),
Percentage (%), Double quotation mark (“), Ampersand (&), Cap ("), Less-than sign (<),
and Greater-than sign (>).

User ID, First Name, and Last Name: Enter a minimum of 2 characters in the search
field.

Application: If you are an approver for only one application, the application name will
be pre-selected by default and will be grayed out.

Application: This is a mandatory field if you are an approver for more than one
application. Please select the application.

Role: This is an optional field and displays the roles within the application which are
under your approval authority. If you are an approver for only one role in the
application, the role will be pre-selected by default and will be grayed out.

Certification Date From and To: Enter a date in mm/dd/yyyy format, or select a date
to search pending certifications. From date cannot be past 365 days from the current
date.

m Review the pending certifications that match your search criteria. Select users one by one
or in bulk by selecting the Select All button to Certify or Revoke users’ roles.

Search Users
Search Users View

Only the first 250 pending certifications will be displayed. You may refine your search criteria to find other certifications.

sto_|Last Review Date

Convergys, Tamarac, FL

SA

ACSC

(k(((({{‘\((kkk("

P DE PG W e

SATZIACSCSR_AP

Total Rows : 72

& 1 acknowledge that T am responsible for certifying my users continued Wi Of the assignad role to the same standard by which the user was originally authorized.
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By default, the results are sorted by the Next Review Date column. The Approver can
sort the search results using the fields along the columns.

By default, up to 250 results will be populated. All pending certifications that are due
up to the next 365 days can be viewed.

The system uses pagination when displaying results. The ability to toggle through
pages can be utilized by selecting First, Previous, Next and Last.

Use the Results per page to display up to 30 results per page. By default, it will be set
to 15.

The following are the different fields that are displayed in the search results:

User ID, First Name, Last Name: User information of the user who matches the search
criteria.

Role Name: User role for the user who matches the search criteria.

Approval Based Attribute: The role attribute that is provided by the user at the time of
role request and is used to identify the Approver and route the request to that
Approver.

Last Review Date: The last date Annual Certification was completed.
Next Review Date: The next Annual Certification due date.

External Validation Error: Only shows for application roles where the original role
request required that EIDM compare and validate user provided data to data
maintained in a trusted resource that require trusted resource validation. It will be
displayed only when the trusted resource validation fails.

ST Select the double arrow in the top right corner to expand the table view to see all
populated columns.
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Annual Certification

Search users
Search Users View

Only the first 250 pending certifications will be displayed. You may refine your search criteria to find other certifications.

User ID:
First Name: Last Name:
Application: | Unified Case Management (UCM) application Role: | All Roles
Certification Date From: & Certification Date To:
[ Searcn Y Reset
»
Select All [7] \User D First Name | Last Name |Role Name |£
ﬂ (] SATZREGRESSIONIMPL143 implfirst impliast UCM User Al
[ SATZREGRESSIONIMPL143 implfirst impliast UCM Report User (CMS Only) |
[ ‘SATZREGRESSIONIMPLHZ implfirst impliast UCM Help Desk User (Restricted) |
‘SATZREGRESSIONIMPLMZ impffirst implast UCM User |
™ SAMTRA14A SaMirmFartvSiv Murniniah 11CM Heln Deck |lsar (Restrictad) |

Pendey Certd aatsons
Search Users View

Search Users

Only the first 250 pending certfications will be daplayed. You may refine your search oiteria % find cther certfications.

User 22

Frst Naree:
* Apgication: | Bunded Peymets BT

Cortifcaton Dt From B

“'Q 1.!« 0 Fest Nowe
AEREQONSATITETOM TrinclerrtySqrtass
UATI0
LaTX: UATTWO
25050 Va3son
ALV L

e
Pp—
Amquet
sLomaton
st

4
‘mw OO o

Lt Yeve

Marpandai-ats

HORNDNEAQ
Srin-mm
evon
-
Eacdl
Bpre
sLovaton

o

Last Newe:

at Payments EPT Hlp Dush

Cortficaton Date Ta Y

Sevats per page Y-

1 sciknowinige Dt | s resporeitie T cartlyeg my ey cortued e of D snsgred coie o e same standerd by wAich e e mas orgasly slfonsed

Aprove Basec AZNOULe  Lm? Reven Date

Agree to the acknowledgement statement to Certify or Revoke the selected user(s). Select
Certify or Revoke to complete the pending user’s role certification.
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The Certify button approves the annual certification of the user’s use of a role in an
application.

The Revoke button removes the user’s role from the application. The user will be
notified via e-mail when a role is revoked.

The Cancel button clears the search and navigates the Approver back to the Pending

S A pop-up confirmation message provides the list of users included for that action. Review
the user IDs, role, and approver-based information of the pending certifications that are
going to certified or revoked.

Confirm the action by selecting the Ok button.

Select the Cancel button to cancel the action and to return to the Search Users View page.

Warning 2

Are you sure you want to proceed? Selecting OK will certify the selected roles.
User Name Role | Approval Based Attribute

1 ANCERT1IMPL-12 ASP_HELP_DESK
2 SUPER-IMPL-01 ASP_HELP_DESK

D iew Date Ni

ER-IMPL-01

M5 Tanayatt ST ASP_CLFS_STAFF
cMs TanvaTT GT ASP (1FS STAFF
st L Previous  Last J

ST After certifying or revoking the roles, a notification will be displayed in the Search Users
View confirming that the roles have been Certified or Revoked.
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AT seach s

@) Information

pwes _ - Roles successfully certified
The selected roles have been successfuly certfied.

Search Users View

Only the firt 250 pending certifications will be displayed. You may refine your search criteria to find other certifications.

DHE €0_0 -

ect Al User ID Frst Name Last Name Role Name Approval Based Attrbute Last Revitw Date Next Revi
REL12AC033 FNUKRAD Thirteen LASNUThirteen ZONE_ENDUSER__CO_OP Consurmer Onented and O 12/9/201
|REL1ZREGO3 njm bhi ZONE_ENDUSER_CO_OP Consurner Oriented and O 11/11/2015 11/10/20

|_Pending Certificatons SRS

@ Information

The selected roles have been revoked. - RO'ES SUCCESSfUIly rEVOkEd

Search Users View

Only the first 250 pending certifications will be displayed. You may refine your search criteria to find other certifications

Last Name Role Name

The user will receive an email when either the Approver revokes the role access, or

when no action is taken by the Annual Certification due date and the system
removes the user’s role.

Instructions for regaining access to the application are provided in the email.

A sample email is shown below.
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From: donotreply@cms.hhs.gov [mailto: donotreply@cms.hhs.gov]
Sent: Monday, October 19, 2015 2:05 PM

To:

Subject: Your CMS.gov Application Role has been removed.

Dear <First Name> <Last Name>,

The Centers for Medicare and Medicaid Services (CMS) require that your Role, <Role Name>, in the
<Application Name> Application be approved each year. This email is to notify you that your Application
Approver has removed your role.

If you wish to regain access to your application please request the role again by logging into the CMS.gov
Enterprise Portal at <portal landing page URL>.

If you need additional assistance contact your <Application Name> Help Desk at <ApplicationHelpdesk

Thank you,
CMS.gov
Please do not reply to this system generated E-mail.
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Validated Roles

Validated (auto-approved) roles are certified by the system. An Approver need not take an
action in certifying or revoking these roles.

Validated roles require that EIDM compare and validate user provided data (data provided at
the time of role request) against the data maintained in a trusted resource (validation check).
When the validation check fails because the user data does not match the data in the trusted
resource, an Approver or Business Owner will receive an email notification.

Some examples are shown below:

Users Failed Validation Check — Approver Email Notification
e Approvers who are responsible for users with validated roles will receive the initial
email 90 days prior to the Annual Certification due date.
e This email will include the users and roles which failed the validation check.
e Reminder emails will continue to be sent if the user(s) did not pass the validation check
60 days, 30 days, seven days, and one day prior to the Annual Certification due date.
e Asample email is shown below.

From: "donotreply@cms.gov” <donotreply@cms.gov>

Sent: Monday, November 23, 2015 10:06 AM

To:

Subject: Action Required: Your CMS.gov application users' auto approved roles have failed validation

You are receiving this notification because some of your users for which you are either directly or
indirectly responsible for, failed an external data source validation as part of Annual Certification.
The user details are attached. |

Please ensure that the validation data matches for these users. If no corrective action is taken the
user(s) will fail Annual Certification and their role(s) will be removed on the certification due date for
that role(s)

Thank you,
CMS.gov
Please do not reply to this system generated E-mail.

o If the user’s account failed validation check by the certification due date, their role will
be removed and the user will be notified by email.

o If the user’s account passed validation check, then the role passed Annual Certification
until the next certification due date. No emails are sent to either users or Approvers in
this case.

e Approvers are responsible for taking action to correct data in the trusted resource by
the certification due date.

Users’ Roles Removed — Approver Email Notification

e Approvers who are responsible for users who have validated role(s) will receive an
email informing them of their users’ role removal, when a validated role fails Annual
Certification due to failing the validation check.

e Asample email is shown below.
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From: <donotreplv/@ams.gov=>

Date: Fri, Nov 20, 2015 at 4:29 PM

To:

Subject: Your CMS . gov users’ roleshave beenremoved.

The following Users®, for whom you are listed as the Business Owner or Approver, have failed Annual
Certification and their role(s) have beenremoved. The user details are attached.

Users who wish to regain access to their applications can request the role again by logging into CMS.gov
using the link given below and requesting the desired role.

If you are accessing CMS.gov from CMS Net, Go to <CMS NET URL>.
If you are accessing CMS.gov from the Intemet, Go to <[ntemet URL>.
Thank vou,

CMS.gov

Please do notreplyto this system generated E-mail.

Instructions for regaining access to the application are provided in the email.

Users’ Roles Removed — User Email Notification

e Users with validated roles who failed Annual Certification will receive an email notifying
the user of their role being removed.

e Asample email is shown below.

From: <donotreplv{@cms.gov>
Date: Fri, Nov 20, 2015 at 4:29 PM
To:

Subject: Your CMS.gov Application Role has been removed.

Dear <First Name> <Last Name=>,

The Centers for Medicare and Medicaid Services (CMS) require that vour Role, <Role Name>, in the
<Application Name> Application be approved each year. This email is to notify vou that your role has not
been approved and has beenremoved.

If you wish to regain access to your application please request the role again by logging into CMS.gov
using the link given below and requesting the desired role.

If you are accessing CMS.gov from CMS Net, Go to <CMS NET URL>.
If you are accessing CMS.gov from the Intemet, Go to <Internet URL>.

If you need additional assistance contact your <Application Name> Help Desk at <Application Helpdesk
email> or <Application Helpdesk phone number>,

Thank vou,
CMS.gov
Please do not reply to this system generated E-mail.

Instructions for regaining access to the application are provided in the email.
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Account Review

Account Review is the process of checking Users’ accounts for the existence at least one (1)
Application Role.
Some important terms related to Annual Certification and Account Reviews include:

e Inactive — The User has not logged into either their Application or EIDM for 60 days or more.

e Locked - The User is prevented from logging in to any application. They may login to EIDM. A
User’s account will be locked following 60 days of inactivity. To unlock an account, the User
must login to EIDM, answer their challenge questions, and reset their password.

o Deleted — The User’s account may no longer be used for any purpose and the User may register
again. This occurs upon failing an Account Review when both statements below are true:

= User’s account does not have a Role in any Application and
= User’s account has been inactive for more than 360 days.

EIDM automatically performs calendar driven Account Reviews in March and October as shown
in the chart below:

Does the account have a role? Yes  Account review passes. No further action is taken.

No  Proceed to the next step.

Has the account been inactive for less Yes  Account review passes. No further action taken.
than 180 days?

No  Proceed to the next step.
Has the account been inactive for Yes  Account Review fails. User is notified by Email.

180 days or more but less than 360

days?
v No Proceed to the next step.

Has the account been inactive for Yes Account Review fails. The account is deleted. The User is
360 days or more? notified by Email and may re-register in EIDM.

Account Fails Review at 180 Days

e In the event an account fails review at 180 days, the account will be locked and an email
will be sent to the user.

e Asample email is shown below.
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From: <donotreplvi@ ans gov>

Date: Fri, Nov 20, 2015 at 4:29 PM

To:|

Subject: Your CM5.gov Account has been locked.

Dear <First Name> <Last Name>,

The Centers for Medicare and Medicaid Services (CMS) periodically review CMS.gov User Accounts for
compliance with CMS security policies.

Our records indicate that you donot have a role in any CMS.gov Application and you have not logged
into CMS.gov for <number of days of inactivity™> days or maore. Due to this, vour account, <User ID>, has
been locked.

To unlock your Account, please login to CMS.gov using the link given below and follow the on-screen
instructions.

If you are accessing CMS.gov from CMS Net, Go to <CMS NET URL>.
If vou are accessing CMS.gov from the Intemet, Go to <Intemet URL>,

Thank vou,
CMS.gov
Please do notreply to this system generated E-mail.

Locked users can unlock using the self-service function by answering the challenge
questions that they setup at the time of registration and resetting their password.

Account Fails Review at 360 Days
e In the event that an account fails review at 360 days, the account will be deleted and an
email will be sent to the user.

e Asample email is shown below.
[ ]

From: <donotreplyvi@ans gov>

Date: Fri, Nov 20, 2015 at 4:29 PM

To:

Subject: Your CMS.gov Account has been deleted.

Dear <First Name> <Last Name>,

The Centers for Medicare and Medicaid Services (CMS) periodically review CMS.gov User Accounts for
compliance with CMS security polices.

Ourrecords indicate that vou donot havea role in any CMS.gov Application and you havenot logged
into CMS._gov for <number of days of inactivity™ days or more. Due to this, your account, <User [D=>, has
been deleted.

To regain access to CMS.gov andit's Applications you may register for a new Account by accessing
CMS.gov using the link given below and selecting the New User Registration link.

If you are accessing CMS.gov from CMS Net, Go to <CMS NET URL>,
If you are accessing CMS.gov from the Intemet, Go to <Internet URL>,

Thank you,
CMS.gov
Please do notreply to this system generated E-mail.

The email will include instructions to regain access to CMS.gov by registering for a new
user account.
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5. Manage Users

This section provides the following:

e How to search for a user.

e How to remove a role attribute.

e How toremove arole.

e How to remove multiple roles or attributes.

e How to use the Export Result feature.

How to search for a user

The following are the basic step-by-step instructions on how to use the Application Search
via View and Manage Users. The Application Search feature allows Application Approvers
to search and manage the accounts of users who are under their authority.

S After navigating to the CMS Enterprise Portal (https://portal.cms.gov), accepting

the Terms and Conditions, and logging in with your User ID and password, the
Welcome to CMS Enterprise Portal page is displayed.

Select the down arrow icon that appears next to your name at the top of page.
Then, select My Access from the drop down menu to continue.

Alternately, you may select Request Access Now to continue.

After logging in, EIDM will check to see if you are an approver for one or more
applications.

o Portal Help & FAQs 5 Print [30 Log Out Welcome FPIRNUOne LASNUGne + =l

CQMO§ Enterprise Portal

My Portal

CMS Portal > My Portal
|

Welcome to CMS Enterprise Portal

9

Request Access

. 5 < ” Use the link below to request access to
The Enterprise Portal combines and displays content and forms from muiltiple Systems/Applications

applications, supports users with navigation and cross-enterprise search tools,
PRRcatons. supp u . 9 pr Request Access Now

supports simplified sign-on, and uses role-based access and personalization to

present each user with only relevant content and applications. The vision of the

Enterprise Portal is to provide "one-stop shopping" capabilities to improve
customer experience and satisfaction. Contact Help Desk
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Action

Step 2

The Access Catalog, My Access and My Pending Requests sections are displayed.

The existing roles you have in each application are displayed in the My Access

section.

Select Other Actions in the My Access section to continue. If there are multiple Other
Actions options displayed, you may select any “Other Actions” option to continue.

Access Catalog

test
Help Desk Information
121-121-1212

iaxi@gmed com

Request Access

Bundled Payments for Care Improvement Dats File
Transter

MHelp Desk Information
BundiecPyyments @ems. nhg. dov

Request Access

The CMS WebEx cloud offaring consists of sccess
to WebEx Training Cent More.

Help Desk Information
=

{mtestino@vahoo com

Request Access

Start typing to filter apps.

ASETT is & Web-based sppiicstion thst siiows
individuals and organizat Moce.

Help Desk Information

702-951-8810
ssen@sctionetcom

Request Access

Connexion - Competitive Bidding Impiementation
Carrier (CBIC) Web Port More

Help Desk Information
112-455-0870

mmoi2@gme L com

Request Access

CO-OP Program Mansgement System (CPMS) is
used to track and mansge inf More

Help Desk Information
301.977-7884

imiesing@yshes cem

Request Access

B REQUEST ADMIN ROLE

My Access
PS&R/STAR

Help Desk Information
866-484-8049
tm.testing@yahoo com

Existing Roles
PS&R/STAR Security Official

The Medicare Part B Drug Aversge Sale Price
(ASP) application is a dat More.

Help Desk Information
844-878-0705
asprepoes @dccs com

Request Access

The CCHO Envoliment Resoiution snd
Reconcilistion System (CERRS) supp More

g et My Pending Requests
PO L

You do not have any pending requests at this time
Request Access

Acoess to this application is restricted to Trading
Partners that exch More.

Help Desk Information
009

Request Access

m The View and Manage My Access page is displayed.
Select View and Manage Users to continue.

v/ My Access [View and Manage My Access ]
@ Modify Business Contact
Necoation You are currently registered for the following application(s).
% View and Manage My Application Take an Action
cess
™ = Add a Role
%(_] Request New Application PSRR/STAR Remove a Role
ess View/Modify a Role
~|Requests

%% My Pending Approvals
@ Annual Certification
& My Pending Requests

I& View and Manage Users _

m The Application Search page is displayed.

You may search for an individual, or individuals, by entering at least the Application
as the search criteria or a combination of Application and any of the options such
as, User ID, First Name, Last Name, E-mail address, User Status, Account Status,
State, Role and Role Attributes.

A Minimum of two (2) characters must be entered if user ID, First Name, Last
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Name, or E-mail are used for the search criteria.

Provide the appropriate information to locate the individual or individuals needed
and then select Search.

The example below shows a search for users in the state of Maryland.

Application Search =
User ID E-mail Address
First Name Last Name
Account Status User Status

All j Al j

State
Application*

PS&R/STAR|v

Group

A/Carrier -.-;;:]

Role

- [ Searcn [RIRE

ST After selecting Search, all of the users in the application matching the search
criteria, that you are authorized to view, are displayed in the Search Results
section.

Select the person’s User ID to view the user’s details.

You may select Cancel at any time to exit out of the View and Manage Users process.
Any search information, user information or changes entered will not be saved.
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Application Search

Py

Showing 1 to 11 of 11 matching records in PS6R/STAR

Sort By  UserID

User ID

QEIDMPORTALTEST1232

:] In scending :‘ Sort

User Details

implfirst impliast
Email: srahi77 @yahoo.com
State: MD

Name: implfirst impliast
Email: rmangal@gssinc.com
State: MD

Name: impifirst impliast
Email: mnazir@qssinc.com
State: MD

Name: implfirst impliast
Email: rtester786@gmail com
State: MD

Name: implfirst impliast
Email: spadala_con@qgssinc.com
State: MD

Name: implfirst impllast
Email: azeltser@agssinc.com
State: MD

Name: implfirst impliast

Email:

QEIDMPORTALTEST 1233@gmail
com

State: MD

Name: implfirst impliast

Email:
QEIDMPORTALTEST1234@gmail
.com

State: MC

Name: impifirst impliast

Email:

QEIDMPORTALTEST 1235@gmail
.com

State: MD

Name: implfirst impliast

Email:

QEIDMPORTALTEST 1236@gmail
.com

State: MD

Name: implfirst impliast

Email:
QEIDMPORTALTEST1237@gmail
com

State: MD

Results Per Pagej First

Status

Account: Unlocked
User: Active

Account: Locked
User: Active

Account: Locked
User: Active

Account: Locked
User: Active

Account: Locked

User: Active

Account: Locked
User: Active

Account: Locked
User: Active

Account: Locked
User: Active

Account: Locked
User: Active

Account: Locked
User: Active

Account: Locked
User: Active

Previous Next Last

Role

Group: Fl/Carmier™AC
Role: STAR User 11

Group: FliCarrierMMAC
Role: PS&R Admin

Group: Fl/CamierMAC
Role: PS&R User

Group: Fl/Carmier/MAC
Role: STAR User 8

Group: Fl/CarrierMAC
Role: STAR User 3

Group: Fl/CamierMAC
Role: STAR User 4

Group: FliCarmier™AC
Role: STAR User S

Group: Fl/Camer/MAC
Role: STAR User 6

Group: Fl/Camer/MAC
Role: STAR User 7

Group: Fli/Camer/MAC
Role: STAR User 2

Group: Fi/Camier/MAC
Role: STAR User 10

Showing Page 1:} of1

Export Results

Actions
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ST The User Details page is displayed.

The page displays Basic Information, Business Contact Information, Account
Information and Role Information about the user. Expand each arrow to view the

details.

Select Back To Search to close the User Details page and return to the Application

Search.

USER DETAILS: QEIDMPORTALTEST1236

Remove Role Back To Search

IMPLFIRST IMPLLAST
 BASIC INFORMATION «

First Name: implfirst

Middle Name

Suffix

User ID: QEIDMPORTALTEST1236
Titte:

% BUSINESS CONTACT INFORMATION -
» ACCOUNT INFORMATION -

» ROLE INFORMATION

Last Name

Display Name

E-mail Address:

Professional Credentials:

impllast

impifirst impllast

QEIDMPORTALTEST1236@gmail com
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Remove RoIETA Back To Search

USER DETAIL 5: GEIDMPORTALTEST1236

IMPLFIRST IMPLLAST

“ BASIC INFORMATION

First Name et Last Name: replast

MJie Name Dspay Name rreirst reies:

somx E-mail Aodress CEIDMPORTALTEST1236Ggmal.com
User 1D CEIDMPORTALTEBT1228 Professional Cregentials

Tie

" BUSINESS CONTACT INFORMATION

Company Name Esz0EE

Acdress 1 Address Acdress 2

Cry Courmdis SesteTermary MD
Tg Coce 21044 Tip Coce Extengicn

Cempary Prore Numper. 574-385-7542 Company Prene Numder Extension

Ofice Phone Numger §71-355-7542 Omce Phose Numper Extension

~ ACCOUNT INFORMATION

Account Biahs: LOCKED Account Btats Changed Regson

User Seatus Acte User Status Cranges Reasen:

LOA:

-

“ ROLE INFORMATION

w APPLICATION: PS&R/STAR

Group: Fi'CamenMAC

How to remove a role attribute

This section shows how to remove role attribute from a user’s profile, if you have the
authority. See Section 7: Approver Roles and Functions for approver roles and the
functions they are authorized to perform.

You must select a role in the search criteria for the ‘Remove Roles/Attributes’ option to be
available on the results page.
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The following are the basic step-by-step instructions on how to use the View and Manage
Users feature to remove a role attribute.

SN After navigating to the CMS Enterprise Portal (https://portal.cms.gov), accepting

the Terms and Conditions, and logging in with your User ID and password, the
Welcome to CMS Enterprise Portal page is displayed.

Select the down arrow icon that appears next to your name at the top of page.
Then, select My Access from the drop down menu to continue.

Alternately, you may select Request Access Now to continue.

After logging in, EIDM will check to see if you are an approver for one or more
applications.

0 Portal Help & FAQs

€5 Print

[# Logout  Welcome FPIRNUORe LASNUONe + =

My Profile

Cgv)é Enterprise Portal

My Portal

CMS Portal > My Portal
|

Welcome to CMS Enterprise Portal

9

; 5 < ” Use the link below to request access to
The Enterprise Portal combines and displays content and forms from muiltiple Systems/Applications

applications, supports users with navigation and cross-enterprise search tools,
pRRcations. supp u ' 9 pr Request Access Now
supports simplified sign-on, and uses role-based access and personalization to

present each user with only relevant content and applications. The vision of the

Enterprise Portal is to provide "one-stop shopping” capabilities to improve
customer experience and satisfaction. Contact Help Desk

m The Access Catalog, My Access and My Pending Requests sections are displayed.

The existing roles you have in each application are displayed in the My Access
section.

Select Other Actions in the My Access section to continue. If there are multiple Other
Actions options displayed, you may select any “Other Actions” option to continue.

CMS EIDM User Guide for Approvers


https://portal.cms.gov/

Manage Users

Access Catalog

test

Help Desk Information

Action

ASETT is a Web-besed spplication that sllows
ndividusis and organzat Mose.

Start typing to filter apps M REQUEST ADMIN ROLE

The Medicare Part B Drug Average Ssle Price
(ASP) appiication is & dat More.

My Access

PS&RISTAR

Help Desk Information
866-484-0040

tm testing@yahoo com

Add Role

Remove Role
Other Actions
12112141212 Help Desk Information Help Desk Information
wr@gmy i com T03-951-881 44-578-0705

Existing Roles
PS&R/STAR Security Official

sseti@ectionetcom sssheipdesk@dccs com

Request Access Request Access Request Access

Sundied Payments for Care Improvement Dats File tiive Bidding Impementation
Tran C) ¥

C) Web Port More.

The CCHO Enroliment Resolution snd
Raconciistion System (CERRS) supp More
MHelp Desk Information

BungiecPaymentsfRems hns gov

Help Desk I
3

formation
884

- My Pending Requests
it vaien o

You do not have any pending requests at this time.
Request Access

Request Access

Request Access

The CMS WebEx cloud offering consists of acoess Acoess to this application is resticted o Trading
10 WebEx Training Cent Pa t exch More
CO-OF Program Msnsgement System (CPMS) is
used 1o track and mansge inf

Help Desk Information
080

Help Desk Information
3019777884

im.testing@yahoo com

Request Access

Request Access Request Access

m The View and Manage My Access page is displayed.

Select View and Manage Users to continue.

v/ My Access [View and Manage My Access ]
§ Modify Business Contact -
it You are currently registered for the following application(s).
% View and Manage My Application | Take an Action
Cess
el = . Add a Role
[z:] Request New Application PSER/STAR Remove a Role
Cess View/Modify a Role
~v|Requests

“§ My Pending Approvals
@ Annual Certification
@ My Pending Requests

i& View and Manage Users *

m The Application Search page is displayed.

You may search for an individual, or individuals, by entering at least the Application
as the search criteria or a combination of Application and any of the options such
as, User ID, First Name, Last Name, E-mail Address, User Status, Account Status,
State, Role and Role Attributes.

A Minimum of two (2) characters must be entered if User ID, First Name, Last
Name, or E-mail Address is used for the search criteria.

You must select a role in the search criteria for the ‘Remove Roles/Attributes’ option to
be available on the results page.

Provide the appropriate information to locate the individual or individuals needed
and then select Search.
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Action
Application Search
User ID E-mail Address
First Name Last Name
Account Status User Status

All j All 1‘

Application™

::s.::‘:‘:rj

Group

Fi/Carr e:-'-.m::J

Role
PS&R/STAR Backup Security Official j -

TIN / SSN

Legal Business Name

S

Back m Reset

m After selecting Search, all of the persons in the application matching the search
criteria, that you are authorized to view, are displayed in the Search Results
section.

Under Actions, select Remove Roles/Attributes from the drop down menu.

You may select Cancel at any time to exit out of the View and Manage Users process.
Any search information, user information or changes entered will not be saved.
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Action

Application Search

Showing 1 to 1 of 1 matching records in PSSR/STAR

Sort By | UseriD

User ID

j In | Ascending 1‘ Sort

User Details Status Role

Name: sdfsdf safdsf Account: Unlocked

Group: Fl/Carrier/MAC

Remove Multiple Roles/Attributes  Export Resuits

Organization Actions

28491 -

Email: User: Active Role: PSRRISTAR Backup  CR4540rgthreex2 Remove Roles/Attributes
asundaramurthy@qssinc.co Security Official
m
State: AK
Results Per Pagej First Previous Next Last Showing Page Tj Of1

Alternately, select the person’s User ID to view the person’s role information.

The User Details page is displayed.

Select Remove Role/Attribute at the top of the page.

Application Search

Showing 1 to 1 of 1 matching records in PS6R/STAR

Sort By UseriD

j In | Ascending j Sort

UserID User Details Status

Name: sdfsdf safosf Account: Unlocked

User: Active
asundaramurthy@gssinc.co
m
State: AK
Qe:ut:?:rpage:]l First Previous

Remove Multiple Roles/Attributes  Export Results

Role Organization Actions

Group: Fl/Carrier/MAC 28491 - Select ﬂ
Role: PS&R/STAR Backup CR4540rgthreex2

Security Official

Next Last Showing Page 1 j Of1

CMS EIDM User Guide for Approvers



Manage Users

Remove Role/Attribute Back To Search

USER DETAILS: PSRUSER2

SDFSDF SDFDSF
“ BASIC INFORMATION

First Name sdfsdf Last Name: sdfdsf

Middle Name Display Name: sdfsdf sdfdsf

Suffixc E-mail Address: asundaramurthy@gssinc.com
User ID: PSRUSER2 Professional Credentials:

Title:

2 BUSINESS CONTACT INFORMATION

¥ ACCOUNT INFORMATION

» ROLE INFORMATION

The RemoveRole/Attribute page is displayed.

Select the check box next to the attribute to be removed.

Select Remove to remove the attribute.

Remove Role/Attribute: PSRUSER2

sdfsdf sdfdsf

Please select a checkbox to remove a role or an attribute from the user’s profile.

Select User ID Application Role Attribute Value
M « PSRUSER2 PSSRUSTAR PSSR/STAR Backup Organization 28491 -
Security Official CR4540rgthreex2

- Remove Cancel

SR Enter a justification for the role attribute removal and select OK.

Review Details

sdfsaf sdfasf

Are you sure you want to remove the following role(s) for this user?

Select User ID Application Role Attribute Value
v PSRUSER2 PS&R/STAR PS&R/STAR Backup Organization 28491 -
Security Official CR4540rgthreex2
Justification*

- OK Cancel
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STl You will receive an acknowledgement message.

Select OK to return to the Application Search page.

Acknowledgement: PSRUSER2
The role(sVattribute(s) has been removed from the user profile.
m -

Please allow a few minutes for processing before viewing the update made to the user(s) profile.

How to remove a role

This section shows how to remove a call center from a person’s role, if you have the
authority. See Section 7: Approver Roles and Functions for approver roles and the
functions they are authorized to perform.

You must select a role in the search criteria for the ‘Remove Roles/Attributes’ option to be
available on the results page.

The following are the basic step-by-step instructions on how to use the View and Manage
Users feature to remove a call center.

SN After navigating to the CMS Enterprise Portal (https://portal.cms.gov), accepting

the Terms and Conditions, and logging in with your User ID and password, the
Welcome to CMS Enterprise Portal page is displayed.

Select the down arrow icon that appears next to your name at the top of page.
Then, select My Access from the drop down menu to continue.

Alternately, you may select Request Access Now to continue. Note:

After logging in, EIDM will check to see if you are an approver for one or more
applications.
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Manage Users

@ rortal Help & FaQs

CMS
.gov

€5 Print

Welcome FPIRNUOne LASNUOne

]

E. Log Out

Enterprise Portal My Profile

My Portal

CMS Portal > My Portal

I

Welcome to CMS Enterprise Portal

-

Request Access

Use the link below to request access to
Systems/Applications

Request Access Now

Contact Help Desk

m The Access Catalog, My Access and My Pending Requests sections are displayed.

The Enterprise Portal combines and displays content and forms from multiple

applications, supports users with navigation and cross-enterprise search tools,

supports simplified sign-on, and uses role-based access and personalization to

present each user with only relevant content and applications. The vision of the
Enterprise Portal is to provide "one-stop shopping” capabilities to improve
customer experience and satisfaction.

The existing roles you have in each application are displayed in the My Access
section.

Select Other Actions in the My Access section to continue. If there are multiple Other
Actions options displayed, you may select any “Other Actions” option to continue.

Start typing to filter apps

W REQUEST ADMIN ROLE

Access Catalog

tost ASETT is » Web-based spplicstion thst silows

individuais and orga

The Medicare Part B Drug Aversge Sale Price
(ASP) spplication is & dat More.

Help Desk Information
1212

121121 Help Desk Information Help Desk Information

ndermei com 7030518510 8448780785
sset@sctenet com sspneipsesc@dces com
Request Access Request Access Request Access

Bundled Payments for Care Improvement Data File  Connexion - Competiive Bidding Implementation
Trar Carier (CBIC) Web Port M
iyl e — The CCIIO Enroliment Resolution and
Racenciiation System (CERRS) supp Mare
Melp Desk Information

BunglecPayments@cms hhs gov

Help Desk Information
112-455.881

s i Help Desk Information
m imgi2@omal com Lt

Request Access Request Access Request Access

Tha CMS WebEx cious offanng consists of scoass
10 WebEx Training Cent More

AccEss 10 ths BpDhcation is resticied to Tradng
Partners that exch More
CO-OP Program Management System (CPMS) is
used to irsck and mansge inf More

MHelp Desk Information Help Desk Information
5 Help Desk Information igsh
im.estino@yahoo com Imestny h
301-977-7884
1 testna@ance com
Request Access Request Access Request Access

My Access
PS&RISTAR

Help Desk Information Add Role
866-484-3049

tm.testing@yahoc com

Bemove Rol
Existing Roles
PS&R/STAR Security Official

My Pending Requests

‘You do not have any pending requests at this time.

The View and Manage My Access page is displayed.
Select View and Manage Users to continue.
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~|My Access View and Manage My Access

& Modify Business Contact
Information
ﬁa View and Manage My

You are currently registered for the following application(s).

e Application Take an Action
Cess
= Add a Role
sest Ne | ]
LA_(_] Request New Application PS&R/STAR Remove 3 Role
Cess View/Modify a Role
~!Requests

% My Pending Approvals
Annual Certification
@ My Pending Requests

ifh View and Manage Users h

m The Application Search page is displayed.

You may search for an individual, or individuals, by entering at least the Application
as the search criteria or a combination of Application and any of the options such
as, User ID, First Name, Last Name, E-mail address, User Status, Account Status,
State, Role and Role Attributes.

A Minimum of two (2) characters must be entered if user ID, First Name, Last
Name, or E-mail are used for the search criteria.

You must select a role in the search criteria for the ‘Remove Roles/Attributes’ option to
be available on the results page.

Provide the appropriate information to locate the individual or individuals needed
and then select Search.
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Action
Application Search
User ID E-mail Address
First Name Last Name
Account Status User Status

All j All 1‘

Application™

::s.::‘:‘:rj

Group

Fi/Carr e:-'-.m::J

Role
PS&R/STAR Backup Security Official j -

TIN / SSN

Legal Business Name

S

Back m Reset

m After selecting Search, all of the persons in the application matching the search
criteria, that you are authorized to view, are displayed in the Search Results
section.

Under Actions, select Remove Roles/Attributes from the drop down menu.

You may select Cancel at any time to exit out of the View and Manage Users process.
Any search information, user information or changes entered will not be saved.
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Action

Application Search

Showing 1 to 1 of 1 matching records in PSSR/STAR

Sort By | UseriD

User ID

j In | Ascending 1‘ Sort

User Details Status Role

Name: sdfsdf safdsf Account: Unlocked

Group: Fl/Carrier/MAC

Remove Multiple Roles/Attributes  Export Resuits

Organization Actions

28491 -

Email: User: Active Role: PSRRISTAR Backup  CR4540rgthreex2 Remove Roles/Attributes
asundaramurthy@qssinc.co Security Official
m
State: AK
Results Per Pagej First Previous Next Last Showing Page Tj Of1

Alternately, select the person’s User ID to view the person’s role information.

The User Details page is displayed.

Select Remove Role/Attribute at the top of the page.

Application Search

Showing 1 to 1 of 1 matching records in PS6R/STAR

Sort By UseriD

j In | Ascending j Sort

UserID User Details Status

Name: sdfsdf safosf Account: Unlocked

User: Active
asundaramurthy@gssinc.co
m
State: AK
Re:ux:?:rpage:]l First Previous

Remove Multiple Roles/Attributes  Export Results

Role Organization Actions
Group: FliCarier/MAC 28491 - Selact [v]
Role: PS&R/STAR Backup CR4540rgthreex2

Security Official

Next Last Showing Page ﬂ 0Of1
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Remove Role/Attribute Back To Search

USER DETAILS: PSRUSER2

SDFSDF SDFDSF

“ BASIC INFORMATION

First Name sdfsdf Last Name: sdfdsf

Middle Name Display Name: sdfsdf sdfdsf

Suffix: E-mail Address: asundaramurthy@gssinc.com
User ID: PSRUSER2 Professional Credentials:

Tithe:

2 BUSINESS CONTACT INFORMATION

¥ ACCOUNT INFORMATION

» ROLE INFORMATION

The RemoveRole/Attribute page is displayed.

In the example below the user has only one role with one attribute.
Select the check for the role to be removed.

Select Remove to remove the role and the associated attributes.

Select the checkbox for all the attributes associated to a role in order to remove a role
from the user’s profile.

Remove Role/Attribute: PSRUSER2

sdfsdf sdfdsf

Please select a checkbox to remove a role or an atiribute from the user's profile.

Select User ID Application Role Attribute Value
- PSRUSER2 PS&R/STAR PS&R/STAR Batkup Organization 28491 -
Security Official CR4540rgthreex2

- Remove Cancel

(K3 Enter a justification for the role removal and select OK.
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Review Details

sdfsdf sdfdsf

Are you sure you want to remove the following role(s) for this user?

Select User ID Application Role Attribute Value
e PSRUSER2 PS&RISTAR PS&R/STAR Backup Organization 28491 -
Security Official CR4540rgthreex2

Justification*
Remove role| -
» OK Cancel

You will receive an acknowledgement message.

Select OK to return to the Application Search page.

Acknowledgement: PSRUSER2

The role(s s) has been d from the user profile.
Please allow a few minutes for processing before viewing the update made to the user(s) profile.

= -

How to remove multiple roles or attributes

The following are the basic step-by-step instructions on how to use the View and Manage
Users feature to remove one or more roles or attributes from one or more users, if you
have the authority.

You must select a role in the search criteria for the ‘Remove Multiple Roles/Attributes’ button
to be available on the results page.

SN After navigating to the CMS Enterprise Portal (https://portal.cms.gov), accepting
the Terms and Conditions, and logging in with your User ID and password, the
Welcome to CMS Enterprise Portal page is displayed.

Select the down arrow icon that appears next to your name at the top of page.
Then, select My Access from the drop down menu to continue.

Alternately, you may select Request Access Now to continue.

After logging in, EIDM will check to see if you are an approver for one or more
applications.
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Manage Users

@ rortal Help & FaQs

CMS
.gov

€5 Print

Welcome FPIRNUOne LASNUOne

]

E. Log Out

Enterprise Portal My Profile

My Portal

CMS Portal > My Portal

I

Welcome to CMS Enterprise Portal

-

Request Access

Use the link below to request access to
Systems/Applications

Request Access Now

Contact Help Desk

m The Access Catalog, My Access and My Pending Requests sections are displayed.

The Enterprise Portal combines and displays content and forms from multiple

applications, supports users with navigation and cross-enterprise search tools,

supports simplified sign-on, and uses role-based access and personalization to

present each user with only relevant content and applications. The vision of the
Enterprise Portal is to provide "one-stop shopping” capabilities to improve
customer experience and satisfaction.

Any existing roles you have in each application are displayed in the My Access
section.

Select Other Actions in the My Access section to continue. If there are multiple Other
Actions options displayed, you may select any “Other Actions” option to continue.

Start typing to filter apps

W REQUEST ADMIN ROLE

Access Catalog

tost ASETT is » Web-based spplicstion thst silows

individuais and orga

The Medicare Part B Drug Aversge Sale Price
(ASP) spplication is & dat More.

Help Desk Information
1212

121121 Help Desk Information Help Desk Information

ndermei com 7030518510 8448780785
sset@sctenet com sspneipsesc@dces com
Request Access Request Access Request Access

Bundled Payments for Care Improvement Data File  Connexion - Competiive Bidding Implementation
Trar Carier (CBIC) Web Port M
iyl e — The CCIIO Enroliment Resolution and
Racenciiation System (CERRS) supp Mare
Melp Desk Information

BunglecPayments@cms hhs gov

Help Desk Information
112-455.881

s i Help Desk Information
m imgi2@omal com Lt

Request Access Request Access Request Access

Tha CMS WebEx cious offanng consists of scoass
10 WebEx Training Cent More

AccEss 10 ths BpDhcation is resticied to Tradng
Partners that exch More
CO-OP Program Management System (CPMS) is
used to irsck and mansge inf More

MHelp Desk Information Help Desk Information
5 Help Desk Information igsh
im.estino@yahoo com Imestny h
301-977-7884
1 testna@ance com
Request Access Request Access Request Access

My Access
PS&RISTAR

Help Desk Information Add Role
866-484-3049

tm.testing@yahoc com

Bemove Rol
Existing Roles
PS&R/STAR Security Official

My Pending Requests

‘You do not have any pending requests at this time.

m The View and Manage My Access page is displayed.

Select View and Manage Users to continue.
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~|My Access View and Manage My Access

& Modify Business Contact
Information
ﬁa View and Manage My

You are currently registered for the following application(s).

e Application Take an Action
Cess
= Add a Role
sest Ne | ]
LA_(_] Request New Application PS&R/STAR Remove 3 Role
Cess View/Modify a Role
~!Requests

% My Pending Approvals
Annual Certification
@ My Pending Requests

ifh View and Manage Users h

m The Application Search page is displayed.

You may search for an individual, or individuals, by entering at least the Application
as the search criteria or a combination of Application and any of the options such
as, User ID, First Name, Last Name, E-mail address, User Status, Account Status,
State, Role and Role Attributes.

A Minimum of two (2) characters must be entered if user ID, First Name, Last
Name, or E-mail are used for the search criteria.

You must select a role in the search criteria for the ‘Remove Multiple Roles/Attributes’
button to be available on the results page.

Provide the appropriate information to locate the individual or individuals needed
and then select Search.
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Application Search L

UserID E-mail Address

First Name Last Name

Account Status User Status

Al :J Al j

Role

PS&R Admin j

TIN/ SSN

Legal Business Name

m After selecting Search, all of the persons in the application matching the search
criteria, that you are authorized to view, are displayed in the Search Results
section.

Select the Remove Multiple Roles/Attributes option.

You may select Cancel at any time to exit out of the View and Manage Users process.
Any search information, user information or changes entered will not be saved.
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Application Search

Showing 1 to 3 of 3 matching records in PS6R/STAR

# Remove Multiple Roles/Attributes  Export Resuits

P

Sort By | UserID j In  Ascending j Sort

User ID User Details Status Role Organization Actions

UCMUSERS Name: wewe wewe Account: Unlocked Group: Fli/Carner/MAC 28491 - Select :J
Email: User: Active Role: PS&R Admin CR4540rgthreex2
asundaramurthy@qssinc co
m
State: MH

PSRUSER3 Name: triry rtytry Account: Unlccked Group: Fl/Carrier/MAC 28491 - Select ﬂ
Email: User: Active Role: PS&R Admin CR4540rgthreex2
asundaramurthy@gssinc.co
m
State: FM

QEIDMPORTALTEST1227  Name: implfirst impliast Account: Locked Group: Fi/Carrier/MAC 28491 - Select :]
Email: User: Active Role: PS&R Admin CR4540rgthreex2
rmangal@qssinc.com
State: MD

Results Per Pagej First Previous Next Last Showing Page 1j Oof1

m The page updates to include checkboxes beside all roles and attributes and displays
the ‘Select All’ checkbox, ‘Remove’ button, and ‘Cancel’ button.

Check the boxes for the roles/attributes you want to remove and select Remove.

You may also Select All to select all the roles or attributes that you wish to remove on
the page.

Select Remove to remove the roles selected.
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Application Search

Showing 1 to 3 of 3 matching records in PS6R/STAR

Y

SortBy | UseriD :] In | Ascending j Sort - [FiSelectal  Remove Cancel  Export Results
User ID User Details Status Role Organization Actions
Name: wewe wewe Account: Unlocked Group: Fl/Carrier/MAC M 28401 -
Email: User: Active IRole: PS&R Admin CR4540rgthreex2
asundaramurthy@qssinc co
m
State: MH
SRUSER3 Name: triry riytry Account: Unlocked Group: Fl/Carmier/MAC i ==28491 -
Email: User: Active ¥IRole: PS&R Admin CR4540rgthreex2
asundaramurthy@qssinc co
m
State: FM
QEIDMPORTALTEST1227  Name: implfirst impllast Account: Locked Group: Fl/Camier/MAC & ==28491 - «
Email: User: Active 1 Role: PS&R Admin CR4540rgthreex2
rmangal@gssinc.com
State: MD
Rezu:LPerPegej First Previous Next Last Showing Page Wj or1

T OWA Enter a justification for the role removal and select OK.

Application Search

Showing 1 to 3 of 3 matching records in PS6R/STAR

Review Details

M

Are you sure you want to remove the following role(s)attribute{s)?

Select User ID Application Role

¥ UCMUSERS PS&R/STAR PS&R Admin
L% PSRUSER3 PS&R/STAR PS&R Admin
L4 QEIDMPORTALTEST1227 PS&R/STAR PS&R Admin
Justification®

Remove Rol nl -

Organization

Organization

Organization

Value

28491 -
CR4540rgthreex2

28491 -
CR4540rgthreex2
28491 -
CR4540rgthreex2

apostrophes (), period () or spaces

- OK Cancel

SR You will receive an acknowledgement message.
Select OK to return to the Application Search page.
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Acknowledgement

The ) has been from the user profile.
Please allow a few minutes for processing before viewing the update made to the user(s) profile.

- o

How to use the Export Results feature

The following are the basic step-by-step instructions on how to use the Export Results
feature to export search result to an Excel spreadsheet.

Action

S After navigating to the CMS Enterprise Portal (https://portal.cms.gov), accepting
the Terms and Conditions, and logging in with your User ID and password, the
Welcome to CMS Enterprise Portal page is displayed.

Select the down arrow icon that appears next to your name at the top of page.
Then, select My Access from the drop down menu to continue.

Alternately, you may select Request Access Now to continue.

After logging in, EIDM will check to see if you are an approver for one or more
‘ applications.

o Portal Help & FAQs

CMS
.gov

5 Print [# Log out Welcome FPIRNUOne LASNUORe [

Enterprise Portal My Profile

My Portal

CMS Portal > My Portal
|

Welcome to CMS Enterprise Portal

A

Request Access

: 2 2 . Use the link below to request access to
The Enterprise Portal combines and displays content and forms from muitiple Systems/Applications

applications, supports users with navigation and cross-enterprise search tools,
Request Access Now
supports simplified sign-on, and uses role-based access and personalization to

present each user with only relevant content and applications. The vision of the

Enterprise Portal is to provide "one-stop shopping” capabilities to improve
customer experience and satisfaction. Contact Help Desk

m The Access Catalog, My Access and My Pending Requests sections are displayed.

Any existing roles you have in each application are displayed in the My Access
section.

Select Other Actions in the My Access section to continue.
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Access Catalog

tost
Help Desk Information
121-12141212

tep@omsi com

Request Access

Bundied Payments for Care Improvement Data File  C

Help Desk Information
BungiecPuymants@ems nhs gov

Request Access

The CMS WebEx cloud offaring consists of scoess
WebEx Training Cent More

Start typing to filter apps

ASETT is a Web-based spplication thst sllows
individuals and organizat Mo,

Help Desk Information
70295

03-951-8810
sseti@actionet com

Request Access

onnexion - Competitive Bidding Impiementston
Carrier (CBIC) Web Port More

Help Desk Information
76

Request Access

CO-OF Program Msnsgement System (CPMS) is

Help Desk Information
301-477-7834

1 testn0@vanes com

Request Access

used to track snd mansge inf More.
Help Desk Information
301-977-7884

im.sesting@vahoo com

Request Access

M REQUEST ADMIN ROLE

The Medicare Part B Drug Aversge Sale Price
(ASP) sppiication is & dat More.

Help Desk Information
844-878-0785

Request Access

The CCIIO Envoliment Resolution snd
Raconcilistion System (CERRS) supp More.

Help Desk Information
834

i 3no0 com

Request Access

Acoess to this application is restricted fo Trading
s 5 M

More.

Help Information
800-027-8080

Request Access

m The View and Manage My Access page is displayed.

Select View and Manage Users to continue.

v/ My Access [View and Manage My Access ]
ﬁ Modify Business Contact .
o You are currently registered for the following application(s).
% View and Manage My Application | Take an Action
cess
= = . Add a Role
t] Request New Application PS&R/STAR Remove a Role
(¢ View/Modify a Role
~/Requests

% My Pending Approvals
@ Annual Certification
@ My Pending Requests

I& View and Manage Users *

m The Application Search page is displayed.

You may search for an individual, or individuals, by entering at least the Application
as the search criteria or a combination of Application and any of the options such
as, User ID, First Name, Last Name, E-mail address, User Status, Account Status,
State, Role and Role Attributes.

Existing Roles
PS&R/STAR Security Official

My Access
PS&RISTAR

Add Role

=h

Help Desk Information
866-484-8049
im testing@yahoo com

My Pending Requests

You do not have any pending requests at this time

A Minimum of two (2) characters must be entered if user ID, First Name, Last
Name, or E-mail are used for the search criteria.

Provide the appropriate information to locate the individual or individuals needed
and then select Search.

The example below shows a search for users in the state of Maryland.
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Application Search

P

User ID E-mail Address
First Name Last Name
Account Status User Status

All j Al :J

State

Application*

PS&R/STAR|v

Group

m After selecting Search, all of the users in the application matching the search
criteria, that you are authorized to view, are displayed in the Search Results
section.

Select the Export Results button. The results of the search will be exported to an
Excel spreadsheet.

The Export Results limit for the Application Search is 1000 users.

You may select Cancel at any time to exit out of the View and Manage Users process.
Search information, user information or changes entered will not be saved.
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Showing 1 to 11 of 11 matching records in PS6R/STAR

Sort By = UseriD vl In | Ascending [w| Sort Export Results
i}
User ID User Details Status Role Actions
Qf Name: impifirst impllast Account: Unlocked Group: F/CamierMAC
Email: srahi77 @yahoo.com User: Active Role: STAR User 11
State: MD
a Name: impifirst impliast Account: Locked Group: FlICamierMAC
Email: mangal@aqssinc.com User: Active Role: PSSR Admin
State: MD
QE E Name: implfirst impliast Account: Locked Group: FI/ICamerMAC
Email; mnazir@gssinc com User: Active Role: PS&R User
State: MD
QE T1230 Name: implfirst impliast Account: Locked Group: FlICamierMAC
Email: rtester786@gmail com User: Active Role: STAR User 8
State: MD
Name: impifirst implisst Account: Locked Group: Fl/Camier/MAC
Email: spadala_con@qssinc com  User: Active Role: STAR User 3
State: MD
Q Name: implfirst impliast Account: Locked Group: FliCamierMAC
Email: azeitser@qssinc.com User: Active Role: STAR User 4
State: MD
TEST1233 Name: implfirst impliast Account: Locked Group: FliCamerMAC
Email: User: Active Role: STAR User §
QEIDMPORTALTEST 1233@gmail
com
State: MD
QE PORTALTEST1234 Name: impifirst impliast Account: Locked Group: Fli/CarmierMAC
Email: User: Active Role: STAR User 6
QEIDMPORTALTEST 1234 @gmail
com
State: MD
’. Name: impifirst impliast Account: Locked Group: Fli/Camier/MAC
Email: User: Active Role: STAR User 7
QEIDMPORTALTEST 1235@gmail
com
State: MD
R Name: implfirst impliast Account: Locked Group: F/Camier™MAC
Email: User: Active Role: STAR User 2
QEIDMPORTALTEST 1236@gmail
com
State: MD
QEIDMPORTALTEST1237 Name: implfirst impliast Account: Locked Group: FUCamier/MAC
Email: User: Active Role: STAR User 10
QEIDMPORTALTEST 1237 @gmail
com
State: MD
Rr:uv\:PerPagej First Previous Next Last Showing Page 1 v‘ or1
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6. Help Desk Information

Application Help Desks
Application
(Help Desk Name)

Agents and Brokers (FFM - A/B)
(XOSC)

Phone

855-267-1515

E-mail

cms_feps@cms.hhs.gov

ASETT
(ASETT Help Desk)

703-951-6810

asett@actionet.com

ASP
(ASP Help Desk)

844-876-0765

asphelpdesk@dcca.com

Bundled Payments EFT
(Bundled Payments Help Desk)

N/A

BundledPayments@cms.hhs.gov

CERRS
(Cognosante Help Desk)

703-206-6199

servicedesk@cognosante.com

Cisco WebEx Saa$S

410-786-3090

OTS_WebEx@cms.hhs.gov

(WebEx Support) (Option 1)

CJIR 844-711-266

(IBOSC Help Desk) (Option 1) CIRSupport@cms.hhs.gov

cos 800-927-8069 mapdhelp@cms.hhs.gov
(MAPD Help Desk) panelp nns-g
Connexion .

(CBIC Help Desk) 877-577-5331 | CBIC.admin@palmettogba.com

CPC (Innovation Center HD)

(Actionet Help Desk) N/A CICDIMServiceDesk@actionet.com
CPMS

(XOSC) 855-267-1515 CMS_feps@cms.hhs.gov

CSR 800-927-8069 mapdhelp@cms.hhs.gov
(MAPD Help Desk) panelp -ns-g
DBidS/DMEPOS .

(CBIC Help Desk) 877-577-5331 CBIC.admin@palmettogba.com
ECRS 646-458-6740 ECRSHelp@EHMedicare.com
(EDI Help Desk) P '

ELMO

(MAPD Help Desk) 800-927-8069 mapdhelp@cms.hhs.gov
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Help Desk Information

Application

(Help Desk Name)
f:::E Help Desk) 844-377-3382 | eppe@cms.hhs.gov
?/;;:;D Help Desk) 800-927-8069 | mapdhelp@cms.hhs.gov
ESD
(ESD Help Desk) 8D T8D
F;ICSS()Oa::/;I'lDeeZ(p)ot 855-416-4199 | FCSOSpotHelp@FCSO.com
?Geen:trraar; Support) N/A Gentran-support@cms.hhs.gov
I(-,I:g?:/_,e/p Desk) 844-280-5628 hhvbpquestion@cms.hhs.gov
::(O)SSC) 855-267-1515 | cms_feps@cms.hhs.gov
HPG
(MCARE/ HPG Help Desk) 866-440-3805 | mcare@cms.hhs.gov

IC (Innovation Center)

(Actionet Help Desk) N/A CICDIMServiceDesk@actionet.com
I(;‘;;:‘:/:)Sgg:)r N/A ISV-Support@cms.hhs.gov

l(\//\lﬂ:cgor:) Help Desk) 301-547-4688 | MACPro_HelpDesk@cms.hhs.gov

l(\//\lﬂAARF:(D Help Desk) 800-927-8069 | mapdhelp@cms.hhs.gov

I(\)/I(gl:gjc) 855-267-1515 CMS_feps@cms.hhs.gov

l(\//\lﬂ[,):oD Help Desk) 800-927-8069 | mapdhelp@cms.hhs.gov

I(\gflg Help Desk ) 866-484-8049 | eussupport@cgi.com

I(\ll\lﬂLLMMSS Help Desk) N/A MLMSHelpDesk@cms.hhs.gov

l(\//\lﬂy;(i;ss Help Desk) 866-270-4909 cgs.dme.mac.email.inquiries@cgsadmin.com
Novitas

(Novitas Help Desk)

877-235-8073

NovitasphereHelp@novitas-solutions.com
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Help Desk Information

Application
(Help Desk Name)

Open Payments
(Open Payments Help Desk)

Phone

855-326-8366

E-mail

OpenPayments@cms.hhs.gov

Physicians Value

866-288-8912

pvhelpdesk@cms.hhs.gov

(PV Help Desk)

(Ppl\,?ﬂ%: Help Desk) 443-775-3226 | pmdalll5_cvp_help@cvpcorp.com
(PC(ZluITJs/ityNet Help Desk) 866-288-8912 | gnet-hd-support-queue@hcgis.org
(P:LiR,{,Z/r:gesk) 866-484-8049 | eussupport@cgi.com

%:zll\/{ltyNet Help Desk) 866-288-8912 | gnet-hd-support-queue@hcqis.org
%“En?:,e/p Desk) 888-734-6433 | ESRD-CMMI@cms.hhs.gov
?gll\jzf;;/c:sforce and Force.com) 88(80_;33;762)33 CMMIForceSupport@cms.hhs.gov
?)EOR;; 855-267-1515 | CMS_feps@cms.hhs.gov

?)EOR;IS 855-267-1515 | CMS_feps@cms.hhs.gov

?SHH%PP/ SCE;/NClenter/Support) 800-706-7893 | N/A

?_:Lss Support) N/A sls@ffm2.org

'(l';\/lMS;ISS Help Desk) N/A T-MSIS_Helpdesk@cms.hhs.gov
;JUCC“//\IA Help Desk) 844-826-3375 | ucmsupport@cms.hhs.gov

VMS Client Letter
(GDIT Technical Help Desk)

443-275-6946
(Option 2)

THD@gdit.com

zZONE
(XOSC)

855-267-1515

CMS_feps@cms.hhs.gov
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Approver Roles and Functions

7. Approver Roles and Functions

Application Approver Role that can

Roles that can be removed Role Attributes that can
be removed

remove role or attribute

COB

COB Approver COB User Organization Number
CSR Authorizer Approver Call Center
Approver User Call Center
eRPT eRPT Authorizer 3 eRPT EPOC Contract
eRPT EPOC eRPT Plan User
MA/MA- Authorizer EPOC Contract
PD/PDP/CC EPOC MA Submitter, MA Contract

Representative, PDP
Submitter, PDP
Representative, MMP User,
NET Submitter, NET
Representative, MCO POS Edit
User, MCO Representative Ul
Update, Report View, POSFE
Contractor

Novitasphere

Billing Office Approver,
Billing Office Approver
Back-up, Novitas
Solutions Approver,
Novitas Solutions
Approver Back-up,
Provider Office
Approver, Provider
Office Approver Back-up

Novitasphere End User

Organization

PS&R/STAR

Security Official

End Users, Backup Security
Officials

Organization

Quality
Domain PV-
PQRS

Individual Practitioner

Individual Practitioner
Representative

Organization

Security Official

Group Representative, Web
Interface Submitted, PQRS
Submitter, PQIP PC Group
Representative, PQRS
Representative

Organization

ACO Security Official

Group Representative, Web
Interface Submitted, PQRS
Submitter, PQIP PC Group
Representative, PQRS
Representative.

Organization
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Acronyms

3. Acronyms
ACO Accountable Care Organization
AIA Automated Intervention Application
AO Authorized Official
BAO Backup Authorized Official
BCRC Benefits Coordination & Recovery Center
CAHPS Consumer Assessment of Healthcare Providers and Systems
CBA Competitive Bidding Area
CBIC Competitive Bidding Implementation Contractor
CGS Celerian Group Administrators, LLC (collectively "CGS")
CHIP Children’s Health Insurance Program
CcMS Centers for Medicare & Medicaid Services
coB Coordination of Benefits
CPC Comprehensive Primary Care
CSR Customer Service Representative
CWF Common Working File
DBidS DMEPOS Bidding System
DME Durable Medical Equipment
DMEPOS Durable Medical Equipment, Prosthetics, Orthotics & Supplies
ECRS Electronic Correspondence Referral System
EFT Electronic File transfer
EIDM Enterprise Identity Management
EP Eligible Professional
EPOC External Point of Contact (EPOC
FCSO First Coast Service Options (The SPOT)
GPRO Group Practice Reporting Option
GUI Graphical User Interface
HETS HIPAA Eligibility Transaction System
HPG HIPAA Eligibility Transaction System (HETS) Provider Graphical User Interface (GUI)
IACS Individuals Authorized Access to the CMS Computer Services
IDP Identity Proofing
IVR Interactive Voice Response
LBN Legal Business Name
LOA Level of Assurance
LSA Local System Administrator
MA Medicare Advantage
MAC Medicare Administrative Contractor
MAPD Medicare Advantage - Prescription Drug
MARX Medicare Advantage and Prescription Drug System
MCO Medicaid Managed Care Organization
MDR Medicaid Drug Rebate
MED Medicare Exclusion Database
MFA Multi-Factor Authentication
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Acronym Literal Translation

MMP Medicare and Medicaid Plan

MSP Medicare Secondary Payer

NPI National Provider Identifier

oow Out-of-Wallet

oTP One-time Password

PDE Prescription Drug Event

PDP Prescription drug Plan

POS Point Of Service

POS Point of Sale

POSFE Point-of-Sale Facilitated Enrollment
PQIP Physician Quality Initiatives Portal
PQRS Physician Quality Reporting System
PS&R Provider Statistical and Reimbursement
PTAN Provider Transaction Access Number
PV Physician Value

PY Payment Year

QRUR Quality and Resource Use Report
RACF Resource Access Control Facility
RAPS Risk Adjustment Processing System
RIDP Remote Identity Proofing

SHIP State Health Insurance Plans

SMS Short Message Service

SPAP State Pharmacy Assistance Programs
SR Service Request

SSN Social Security Number

STAR System for Tracking Audit and Reimbursement
TIN Taxpayer Identification Number

T Trouble Ticket

ul User Interface

VMS ViPS Medicare System

XLC eXpedited Life Cycle
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