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CMS.gov Enterprise Portal Quick Reference Guide for User Login

1. Introduction

This guide provides step-by-step instructions for how to log in to access <Your application name> using an
existing CMS.gov Enterprise Portal account. It also provides step-by-step instructions on how to use the
following self-service features during login for assistance:

‘Unable to Access Security Code?’ link
‘Register MFA Device’ link

‘Forgot User ID’ link

‘Forgot Password’ link

Note: For more information on registering for Multi-Factor Authentication (MFA), refer to the Quick Reference
Guide for Existing Users Adding MFA to Application Role.

2. User Login

Users will be required to log in prior to accessing any Centers for Medicare and Medicaid Services (CMS)
application by providing a User ID and Password. If the user’s profile is configured with MFA, the system will
prompt the user to also enter an MFA Security Code at the time of login.

Multi-Factor Authentication (MFA)
Multi-Factor Authentication (MFA) is a security mechanism that is implemented to verify the legitimacy of a person or
transaction.

MFA requires you to provide more than one form of verification in order to prove your identity. MFA registration is
required only once when you are requesting a role, but will be verified every time you log into the CMS Enterprise
Portal.

During the MFA registration process, the CMS.gov Enterprise Portal requires registration of a phone, computer, or email
to add an additional level of security to a user’s account.

You may select from the following options to complete the registration process:

¢ Smart Phone: Download Validation and Identity Protection (VIP) access software on your smart phone/tablet.
You must enter the alphanumeric credential ID that is generated by the VIP access client. You will then enter the
Security Code generated by the VIP client.

o Computer: Download VIP access software on your computer. You must enter the alphanumeric credential 1D
generated by the VIP access client. You will enter the Security Code generated by the VIP client.

e E-mail: Select the e-mail option to receive an e-mail containing a Security Code required at login. You must
provide a valid, accessible e-mail address.

e Short Message Service (SMS): Use the SMS option to have your Security Code texted to your phone. You must
enter a valid phone number. The phone must be capable of receiving text messages. Carrier charges may apply.

e Interactive Voice Response (IVR): Select the IVR option to receive a voice message containing your Security
Code. You must provide a valid phone number and (optional) phone extension.

If you have questions or need assistance regarding Login or MFA, please contact your Application Help Desk
2
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3. Step-by-Step Instructions for User Login

These instructions demonstrate the login process for users who do not have MFA configured in their
profile. Please follow each step listed below unless otherwise noted.

Steps Screenshots
1. Goto . _
https://portal.cms.gov/ CMs.gOV ‘ Enterprise Portal e
and select Login to CMS | | centers for Medicare & Medicaid Services Leam soout your hesthosre ootons | | srcusy
Secure Portal on the .
CMS Enterprise Portal, | | @naatymposnessn Fofeases

CMS Portal > Welcome to CMS Portal

Note: The CMS Enterprise
Portal supports the
following internet browsers:

CMS Secure Portal

fVVelcome to CMS Enterprise Portal

The CMS Enterprise Portal is a gatewa Tolog into the CMS Portal a CMS user
e Internet : " o [ iocy i
being offered to allow the public to access a -
Explorer 8, 9, : :
1 d11 number of systems related to Medicare ’ ‘ 8 Login to CMS Secure
0’ an Advantage, Prescription Drug, and other : 1 /{ Porta
e Mozilla-Firefox o : ; Forgo User 107
Forgot Password?
° Chrome New User Regsstration
e Safari M Enfirprise Porta | MACE S | Medicare shared Savinga Program maga
innovaion Canter | Mums | Mcu | PECO'S | Guatiy Reporting | caxc
2. Read_t_he Terms and e o ol
Conditions and select |
Accept to continue. Terms and Conditions

OMB No 0932920 | Expwation Date 0450201T | Pagersork Reaucton At

YOu 2% B00essng 3 U S Government rioamancn Sytem. which incluses (1) this computer, (2) 1w computer metwork, (3) 3l COMpUtens CONNBCINT 10 IS Neteon
B0 (4) 3 OFVCes 500 3500 MG SRNLINA 15 T AATASY OF 19 B SOMMOUINE ON N rtarh. Thel FISIaton Sy tens B DrOwORE K U S Covermementd-authoree
Ut Oy

UNSUINOADNT &F ERCrO0r oo Of I Syi0em My MUl £ CCOinary SCION. B8 Wil 3% CIvIE NG LOMIN! Denates
By SN T PAoematon Syt pou LSRN 3nd CONent 10 Pe 1IowWng
You hawe 70 000nabie S3ec taton of DOVacy MegaraNg 2%y COMMUNKITon o Sata Yamatng or $éored on B rformaton yystem

AL 2ny S, 3nd 10 30y Wi GOvemment SUPOe, TN JOVEOYINt My MONBO:, MERCERt. 3nd SO 300 S6D0 SNy COTITUNK 00N Of Sata TaNSEng or $Io0ed 00
U NOTREON Fy¥tem

ANy COMMUNCItON OF Cat YaNsong Of SI0Nd 0N TS NEMSNon SySiem may De 0SC0sed o Uled 10 3y Wi Government DUDose

TO CONBNUe. yOU MUSE 2CCE0t The TS 3nd CONTBONS I pOU SOCEND. pOur 0N Wil SUEDMatK a0y De Canceted

— G GETED

If you have questions or need assistance regarding Login or MFA, please contact your Application Help Desk
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Steps
3. Enter your User ID and

Screenshots

select Next.

riomy || diond St | biewnrmom | deries | () el Fin | L B | L Primt
‘ MSQDV l Enterprise Portal
Cenbars for Madare & Medicand Seracas

Haalm Cacw Cralaty impecswma fpuiem Provider Heacancea

Welcome to CMS Enterprise Portal

_— GTED GTID

Bt U 517

P 3 B OUNET CICH P 0 M L OO

4. Enter your Password
and select Log In.

i || Aot C05 | Vormnecm | i | i vieip R PAe | ) e | Pt
CMS.QQU | Enterprise Portal
Cantars for Medicans & Medicaid Serices

Weleome to CMS Enterprise Portal

Parrwned —

ool Pamwons

If you have questions or need assistance regarding Login or MFA, please contact your Application Help Desk
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CMS.gov Enterprise Portal Quick Reference Guide for User Login

Steps

5. Once you are
successfully
authenticated, your
session will begin.

Screenshots

ortal Help & FAQs & Print

CMS
-gov

Enterprise Portal

My Portal HIOS FFSDCS ¥

CMS Portal > My Portal

Welcome to CMS Enterprise Portal
\
The Enterprise Portal combines and displays content and forms from multiple applications, supports users
with navigation and cross-enterprise search tools, supports simplified sign-on, and uses role-based access
and personalization to present each user with only relevant content and applications. The vision of the
Enterprise Portal is o provide "one-stop shopping” capabilities to improve customer experience and
satisfaction.

Application Access

There are several ways to manage access to applications in

the CMS Enterprise Portal e
1 To get access to appiications supported by EUA go to the Enterprise )
User Administration site. ] /
.

2 To get access to applications supported by EIDM and IACS, click the
‘Request Access Now' link on the right /

3. To review application access you have already been granted., click the

[® LogOut  Welcome Marry Smith ~

Request Access

Use the link below to request access to Systems/Applications

Request Access Now

Contact Help Desk

Master Data Management Help Desk For MDM support, please contact
MDM Support by email at MDMSuppori@maricom com

The hours of operation are 6:00 AM — 6:00 PM Eastem Standard Time
Menday to Friday.

Advanced Provider Screening (APS) Help Desk For issues with the
APS application

Contact the CITIC Help Desk at: (410) 785-2580,%

Send email to: CMS IT SERVICE DESK@ems hhs.gov

If you have questions or need assistance regarding Login or MFA, please contact your Application Help Desk
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4. Step-by-Step Instructions for MFA User Login

These instructions demonstrate the login process for users who have MFA configured in their profile.
Please follow each step listed below unless otherwise noted.

Steps Screenshots
1. Goto :
https://portal.cms.gov/ CMS oV ‘Enterprlse Portal sl e e e ol
and select Login to CMS | | ceners for Medmare&Medlcand Services Leam about your hesithosre options | Seen CMSQ
Secure Portal on the .
CMS Enterprise Portal, | | @naatymposnessn Fofeases

CMS Portal > Welcome to CMS Portal

Note: The CMS Enterprise
Portal supports the
following internet browsers:

Welcome to CMS Enterprise Portal

CMS Secure Portal

To log into the CMS Portal a CMS user
account is required

8 Login to CMS Secure
Portal

Forgot User ID?
Forgot Password?
New User Regsstration

The CMS Enterprise Portal is a gateway / -
being offered to allow the public to access a
number of systems related to Medicare ‘
Advantage, Prescription Drug, and other g

Y/

.
CMS programs.

e [nternet
Explorer 8, 9,
10, and 11

e Mozilla-Firefox

i

e Chrome

e Safari

| ——— ——
Reporing | cac

Innovalion Cenfer | MUMS | MCU | PECOS | Qualily

2. Read the Terms and
Conditions and select |
Accept to continue. Terms and Conditions

Health Care Quality Improvement System Provider Resources

OMB No.0938-1236 | Expiration Date: 04/30/2017 | Paperwork Reduction Act

You are accessing a U.S. Government information system, which includes (1) this computer, (2) this computer network, (3) all computers connected to this network,
and (4) all devices and storage media attached to this network or to a computer on this network. This information system is provided for U.S. Government-authorized
use only.

Unauthorized or improper use of this system may result in disciplinary action, as well as civil and criminal penalties.

By using this information system, you understand and consent to the following:

You have no reasenable expectation of privacy regarding any communication or data transiting or stored on this information system

At any time, and for any lawful Government purpose, the government may monitor, intercept, and search and seize any communication or data transiting or stored on
this information system.

Any communication or data transiting or stored on this information system may be disclosed or used for any lawful Government purpose

To continue, you must accept the terms and conditions. If you decline, your login will automatically be cancelled.

If you have questions or need assistance regarding Login or MFA, please contact your Application Help Desk

6


https://portal.cms.gov/
https://portal.cms.gov/

CMS.gov Enterprise Portal Quick Reference Guide for User Login

Steps

Screenshots

3. Enter your User ID and
select Next.

CMS-QDV 1 Enterprise Portal o | e s | s | i | @ v i | 0t | G

Cenbars for Madare & Medicand Seracas

Haalm Cacw Cralaty impecswma fpuiem Provider Heacancea

Weleome to CMS Enterprise Portal

_— GTED GTID

Firine® Lt K575
P 3 B OUNET CICH P 0 M L OO

4. Enter your Password
and select an MFA
device from the MFA
Device Type dropdown.

Note: The Security Code for
E-mail and One-Time
Security Code will expire in
30 minutes. The Security
Code for the other MFA
device types will expire in 10
minutes. If you are unable to
enter the code within this
period, you will need to
request a new Security
Code.

~ Welcome to CMS Enterprise Portal

Enter Secunty Code
A security code s regured to complete your login

To retrieve a Secunty Code, please select the Phome, Computer, or E-mad that you regstered as your Multi-Factor Authenbcaton (MFA) device
when you ongeally requested access, from the MFA Dewice Type dropdonn menu beow

When entering the Secunity Code please enter & promotly as the code will expire in & short perssd of bime

Unable 10 Access Security Code?

If you are unable 1o access & Security Code, you may use the "‘Unable To Access Securty Code? link, To use this lnk you will be directed away

page. For o ity pu s, you wil be prompted o answer your challenge questions before th

@
ecurdty code wil be sent to the emal address in your profile. You will be required to login agan with your User 1D word and Security

Code

You may a0 call your Application Melpdesk to obtan » Security Code
After you recerve the Secunty Code using thes hink or from your Melp Desk, you must select "One Time Secunty Code’ option from the MFA

Device Type dropdown menu

Neod 10 Register o MFA Device?
If you have not reguatered an MFA dence and would ke 0 85 80 now, you may uie the Regater MFA Dence” kok, For secuntly purposes you

will be prompted to oo soRn and answer your challenge Guetbions Before registenng an NFA dewce

- MFA Device Type: Selott MFA Deve Type v

=) GETTED

Foroot Passworg?
Urable 10 S2caes Sacuapy Code?
Reghter MF A Device

If you have questions or need assistance regarding Login or MFA, please contact your Application Help Desk
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Steps

| Screenshots

4(a). If selecting

Phone/Tablet/PC/Laptop as
the MFA Device Type, enter

the Security Code that
displays under the field
labeled Security Code (on
the VIP Access software) in
the Security Code field.
Then select Log In.

¥ VIP Access

Credential ID
VSHM49586924

Security Code ~ @22

Symantec.
Validation &
1D Protection

MEA Device Type: Phone/TabletvPC/Laptop v
The Security Code for the Phone/T ablet/PC/Laptop will expire in 10 minutes

- Security Code:

31082
= G

Forgot Passworg?

Unable to Access Security Code?

Register MFA Device

4(b). If selecting Text
Message — Short
Message Service (SMS),
Interactive Voice
Response (IVR) or E-
mail as the MFA Device
Type, select the Send
button to receive the
Security Code on the
selected MFA device
type. Enter the Security
Code in the Security
Code field. Then select
Log In.

Passward: sewsessses

- CD
The Security Code for the Interactive “Voice Response ('VR) will expire n 10 minutes.

‘ Secunty Code: (312455
— ==

Forgot Password?
Unable to Access Security Code?

MFA Device Type: | Intaractive Voice Response (IVR)

Register MF A Device

If you have questions or need assistance regarding Login or MFA, please contact your Application Help Desk
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Steps

| Screenshots

4(c). If selecting One-Time
Security Code as the MFA
Device Type, enter the
Security Code that was sent
to your registered E-mail
address via the ‘Unable to
Access Security Code?’ link
or provided by the Helpdesk,
in the Security Code field.
Then select Log In.

Pass»vord P eesssssaes

MFA Device Type: One- Time Security Code v
The Security Code for the One- Time Security Code will expire in 20 minutes.

- Security Code: 234211

- GEETED GE==ND

Forgot Passworg?

Unabile to Access Security Coce?

Register MFA Device

5. Once you are
successfully
authenticated, your
session will begin.

@ Portal Help & FAQs. & Print

CMS
“gov

Enterprise Portal

My Portal HIOS FFSDCS ¥

CMS Portal > My Portal

‘Welcome to CMS Enterprise Portal

The Enterprise Portal combines and displays content and forms from multiple applications, supports users
with navigation and cross-enterprise search tools, supports simplified sign-on, and uses role-based access
and personalization to present each user with only relevant content and applications. The vision of the
Enterprise Portal is to provide "one-stop shopping” capabilities fo improve customer experience and
satisfaction

Application Access

There are several ways to manage access to applications in

[# Log Out Welcome Marry Smith [

Request Access

Use the link below to request access to Systems/Applications

Request Access Now

Contact Help Desk

Master Data Management Help Desk For MDIM support, please contact

MDM Support by email at MDMSupport@maricom com
The hours of operation are 6:00 AM — 6:00 PM Eastern Standard Time

the CMS Enterprise Portal B Monday to Friday
1. To get access to applications supported by EUA go to the Enterprise } Advanced Provider Screening (APS) Help Desk For issues with the
User Administration site ’ APS application
4 / &
2. To getaccess to applications supported by EIDM and IACS, click the . /f Contact the CITIC Help Desk at: (410) 786-2580]
‘Request Access Now link on the right. /) Send email to: CMS IT_SERVICE DESK@cms.hhs gov
3. To review application access you have already been granted, click the — a—

If you have questions or need assistance regarding Login or MFA, please contact your Application Help Desk

9




CMS.gov Enterprise Portal Quick Reference Guide for User Login

5. Step-by-Step Instructions for ‘Unable to Access Security Code?’ Link
These instructions demonstrate the ‘Unable to Access Security Code?’ process for users who are
unable to retrieve a Security Code from their registered MFA device or do not have their registered
device available. Please follow each step listed below unless otherwise noted.

Steps

Screenshots

1. Goto
https://portal.cms.gov/
and select Login to CMS
Secure Portal on the
CMS Enterprise Portal.

Note: The CMS Enterprise
Portal supports the
following internet browsers:

Home | AboutCMS | Newsroom | Archive | € Help &FAQs | () Emad | ()

CMs,gOV ‘ Enterprise Portal

Centers for Medicare & Medicaid Services

Leamn about your healthcare options | SsarcncMsy

Health Care Quality improvement System  Provider Resources

CMS Portal > Welcome to CMS Portal

Welcome to CMS Enterprise Portal

CMS Secure Portal

The CMS Enterprise Portal is a gateway

To log into the CMS Portal a CMS user

Conditions and select |
Accept to continue.

e Internet _ socount s requied
Explorer 8. 9 being offered to allow the public to access a
p L number of systems related to Medicare ‘ 8 Login to CMS Secure
10’ and 11 Advantage, Prescription Drug, and other : / Portal
e Mozilla-Firefox e ' .
° Chrome Forgot Password?
New User Regsstration
e Safari M Enterprise Porta | MACa s | Medicare snared savings Program maﬁ
Innovaion Canter | MuMs | Mcu | PECO'S | Quaity Reporing | caxc
2. Read the Terms and e e i

Terms and Conditions

OMB No 0932920 | Exgwation Date 04502017 | Pagersork Reaucton Act

YOou 2% 200essng 3 U S Governmant ndOrmanon Syatem. Wit mCiuces (1) s compuier, (2) Tl COMPUter medwork, (1) 3l COMDUers CONMECING 10 IS Nadeon
B0 (4) 3 OFVCes 500 S 308 MCKS SRSLING 15 THE SRTASAK OF B0 B SOMOUNE ON 1N flacrk. T FIDImaton fystens B rOwoRE A U S Covernmment-Sumhornd
use oy

UNSUINOnDed oF ngro0er uoe of Ihs Sy item maly Aesull 1 Cacoinary SCI0N. 38 Wil 3% OVl And COmng Denates
By cang T Hormaton Sraem pou UNOeriand 3nd CoNent 10 e iowng
You have 7O "ean0natie xpectaton of IVacY TRGINENG 3%y COMMUNKITON O Sata Yaratng or §4ored on B riormaton Fysiem

AL 2ny S, 30 10 20y WS GOvenment SUPOse, e JOVErMant My MONBO, IMECept, and SO 300 SET0 Ny COMMUNCINON O Gata TaNSENg Or $100ed 00
s NfoTRson Yystem

ANy COMMUNCINON OF Cat YaNAONg Of SIMed 0N TS NIMtoN Sysiem May De OSC0sed o Uled for 3y DWis Government DUDose.

To Continue. yOu MUSt JCCE0t The T 30d CONTBONS 1 U SOCING. pOUr QN Wit SUADMat a8y De Lanceied

— D G

If you have questions or need assistance regarding Login or MFA, please contact your Application Help Desk
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3. Enter your User ID and
select Next. CMSQDV | Enterprise Portal

Cenbers for Madicara & Medicad Senicas

i | ot St | Mepwarnom | Asviien | () vl Pl | L Bt | L P

el Cace Qb bmp Sysiem

s =
-— GLTED GTED

Pt e 1
P B COAT 00 T W - L AT TR

4, Select the Unable to Unatte t> Access Secertty Code?

X 1Y you are unable to access & Security Code, You may wse the ‘Unable To Access Security Code” link. To use this Bink you will be drected away
Access Secu rlty COd e? from this page. For security pUrposes, vou will be promoted to answer your chalienge questions before the Security Code Is penarated. The
I. k security code will be sent to the emall address in your profile, You will Be reguired to login again with your User 1D, Password and Security Code.

You may als0 B your Appication Helpdesk to citan 3 Security Code
After you receive the Security Code using this ink or from your Held Desh. you must select "One Time Sacurity Code’ option from the MFA Device
Type dropgdown menu
Noad 10 Register an MFA Device”
1If you Bave net registered an NFA device and would Ske 10 do 10 now, you Mmay use the Register MIA Device” ink. Foe security purposes you will
e prompted to login gain and answer your challenge gquestions before registering an MFA device

Pasywaord

MFA Device Tyge: Seett MFA Device Tyre ~]

Security Code:

Egoact Eaasecal?

‘ Unatie 2 Accens Secucty Cooe?

Sequter MTA Devge

If you have questions or need assistance regarding Login or MFA, please contact your Application Help Desk
11
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5. Select OK to navigate
away from the login

page.

Enter Secunty Code

A security code I8 requred to complete your logn.

To reteve & Secunly Code, plesse sefect the Phone, Computer, or E-madl that you regatersd st your Multi-Factor Authertication (MFA) device
when you ongmally requested access, from the MFA Device Type dropdonn meny befow

When entering the Secunty Code please enter it promptly s the code wil expire in 8 short pered of time.

Unabie to Access Secarnty Code?

if you are unable to access a Securdty Code, you may use the ‘Unable To Access Securty Code™ link. To use this Bnk you will be Srected sway
from this page. For securty purpeses, you will be prompted to snswer your challenge questices before the Security Code is genersted, The
security code mill be sent to the emadl address m your profide. You will Be required to login agan with your User 10, Password and Secunity
Code

Yoo may also call your Application Helpdesk 1o obtan & Secunty Code

Alter you recerve the Secunty Code usmg ths Ik or from your Help Desk, you most select "One Time Secunty Code’ opteen froen the MFA
Device Type dropdonn meny

Need 1o Register an MFA Device?
1f you have not registered an MFA device and would 1he to do 30 now, you may ute the 'Register MFA Oevice' link. For security purposes you

will be promoted to login agan and answer your challenge questons before registenng an NFA device

Password:

You Se navGatng sany rom Pe poge. Do you
winh 10 cortinue?

MFA Device Type: Select MEA Deves Typ

Sacunty Code

6. Enter your User ID and
select Next.

hlﬁﬂd

L sbont your b e opsoeny

CMS.QDV rEnTMpnse Portal

Caniers for Madcans & Madcard Sarvices
FRBITE 0 RMIATY Syuem Prodee

CNE Porial > Unabls io Access Sscurity Cods
S reacer e OF | Ao sty Selron

Pleass ariir youd Uier D

= —
TS GETED gum

NS Pl Login et ihainskd b i B SR T | peort 8 100 22008 or (45 PEPSBcr b
i Drono i i (EUM B0t (s sl P i iy U yirewrile e [E1LLY) S
v ™ st L ki I, plts i Eproit Lings 10 k.

If you have questions or need assistance regarding Login or MFA, please contact your Application Help Desk
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7. Answer the challenge
guestions and select
Next.

MS.QOV | Enterprise Portal

A fof Madea's & Madthid Sarvaist

c

Vs D Cusiy Ipeovement Syt Provios Rescuroes

ChifS Porial = Unabls io Accews Security Code

T saaer e Cff || A ety S

Fiaus snaser T foiloming ChEBSngs TUSstang
Vil e your rvorii cunna T

Wil i W o (o W et ol i Bl ol

Wil o dvonie nades: i

M5 Pt Login s boakd B i
W rcuulthes it your LA, o, phissses wit e [ntarpries U Admsnistrstion (DU

o e N T 3§ st o 8855 267515 or (MG PIFRSomshbe.gow

LTy WINPT

1) e

8. Select OK to return to the
login page.

CMS. gOYV | Enterprise Portal

Centers for Medcane £ Medicad Senaces
Fibalh Care Oualy Improvement Syitem  Prowider Rirkout cir
CMS Portal > Unabls 1o Access Secaiity Code

S N P O | ity S

Unabis o Access Saoerity Dode:

H o 0 Aol R 2 10 o segidered] il Sottunt, Pl COrEact v Appic

i 08 s i i windiow and logen

D =

A Sty SO Tl Dl 840 00 T (E-Tilell SOCFESS. O YOl Dol Theth Sata Ly’ oo el s i1 30wt o ot 09 frsd Revel

EMMJIEM.‘::\-

st Mg it

- - -
9 An E_mall W|th the e D 0 Sh—— MFA Security Code - Message (HTML) =)
S t C II Message 2@
ecurity Code will be . Oy O oy Dering | [ ot mspn @ rowimontes e (3 B @ M €
Pylonore v
. X @ E =) TEmc |23 Moveto Cuture.. [ Moveto EDMT.. |- M onenote | == =M o) 2 Related - %
Sent to the E_mall @ unk - Delste | Resly Reply Fanuara %, wore | |25 Move to eeE 5 moveto personmt = My aqians o | MK, Categorize Follow | Tranaiste |1 aom
. Delete Respond Quick Steps Move Tags 5 Editing Zoom
addreSS on yOUI’ prOfI|e From donotreply @cms.gov Sent: Wed 2/17/2016 12:55 PM
To: #Virginia Colin
ce
Subject: MFA Security Code
I - &
Dear Virginia Collin, N
l
|| Your Security Code for MFA is 628101. Please enter this number in the text box marked 'Security Code' to log into C:MS Portal or your Application.
: If vou did not initiate this request. please contact vour application Help Desk. |
: Please note that the security code for MFA expires in 30 minutes. l
||| Thank you, I
|| cMs.gov I
l
|
l I
l
l
l
i I
l I
Il I
| I

If you have questions or need assistance regarding Login or MFA, please contact your Application Help Desk
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10. Enter your User ID and
select Next.

v || dcscut it | sepsnrmonm | e | i viate b Patn | L pmat | L P

CMS.QDV ‘ Enterprise Portal

Centars for Madcare & Medicas] Senvices

Haskm Cues Crality Impecawmant Spniem Prowider Hissaiman

Weleome to CMS Enterprise Portal

- GED I

IEE E'. rd
P 2 B T CICE T B S 3 TR0

11. Enter your Password,
select One-Time
Security Code as the
MFA Device Type, and
enter the Security Code
that was sent to the E-
mail address on your
profile. Then select Log
In.

Password: sssssssses

MFA Device Type: One- Time Security Code v
The Security Code for the One- Time Security Code will expire in 20 minutes.

) Security Code: 234211

- GECTED GE==ND

Forgot Password?

Unable to Access Security Coce?

Register MFA Device

If you have questions or need assistance regarding Login or MFA, please contact your Application Help Desk
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6. Step-by-Step Instructions for ‘Register MFA Device’ Link

These instructions demonstrate the ‘Register MFA Device’ process for users who are required to login
with MFA but do not have an MFA device registered to their account. Please follow each step listed
below unless otherwise noted.

Secure Portal on the
CMS Enterprise Portal.

Note: The CMS Enterprise
Portal supports the
following internet browsers:

Internet
Explorer 8, 9,
10, and 11

Mozilla-Firefox
Chrome

Safari

Steps Screenshots

1. Goto e . o ;
https:/portal.cms.gov/ CMS.gOV ‘ Enterprise Portal e e R
and select Login to CMS | | centers for Medicare & Medicaid Services Leam soout your hesthosre oofons | | sy

Health Care Quality improvement System  Provider Resources

CMS Portal > Welcome to CMS Portal

CMS Secure Portal

:Weleome to CMS Enterprise Portal

The CMS Enterprise Portal is a gateway - To log into the CMS Portal 8 CMS user
£ " - account is required
being offered to allow the public to access a R
number of systems related to Medicare ‘ ‘ 8 Login to CMS Secure
e | ¥ Portal
Advantage, Prescription Drug, and other 8% /\( [
CMS programs. K /

Forgot User ID?
Forgot Password?
New User Registration

e —————
Reporting | CBIC

Innovaion Canter | MLMS | MCU | PECO'S | Qualily

2. Read the Terms and
Conditions and select |
Accept to continue.

Terms and Conditions

OMB No 0933920 | Exgwation Date 08502017 | Pagensor Reaucton Act

You 2% a0cessng 3 U S Governmant ndormanon Syidem. which nciudes (1) s computer, (2) T COMPuter medwork, (3) 3l COMpUiers CONNSCINg 10 s Neteon
B0 (4) 30 OFvCen S50 S 308 MG SRNLING 15 TS AATAOK OF 10 B SOMMOUINE ON 1N tarh. Tl FIDIration fystens & DrOwORE r U S Coverniment-autoree
Ut ONYy

UNSUINOADN oF IOro0er ute Of IS Syi0em My AUl 1 Cacoinary SCI0N. 38 Wl 3% (vl 0D COmngl (enates
By cang T Hormaton Stem pou UOeENd Ind CoNsent 10 e oWy
You hawe 70 1eanonabie xpedtation of DOvacy Megarang 30y COMMUNCITOn o Sata Yamatng or §4ored on s Nformaton system

AL any S, and 10 30y WS GOvemment SUPOse, 1N JOVEOIMant My MONE, IMECet. aNd S03MTN 300 S6T0 Ny COMTUNKC NN Of Gt TaNsng or $100d On
o NOTTREON Fy¥tem

ANy COMMUNCITON OF Cat YANSONg Of SI0Ned 0N T8 NIMBNON SySem May e 0SC0sed Of Used Kr 3y DWiS GOvernment DUDose.

TO CONBNUe. yOU MUSE J0CE0E T TS 30D CONTIONS I pOU SOCEND. pOuUr 00N Wik SUADMatK a8y De Canceied

-— TS SRS

If you have questions or need assistance regarding Login or MFA, please contact your Application Help Desk
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3. Enter your User ID and

select Next. CMSQDV | Enterprise Portal

Cenbers for Madicara & Medicad Senicas

i | ot St | Mepwarnom | Asviien | () vl Pl | L Bt | L P

el Cace Qb bmp Sysiem

-— GLTED GTED

I )

P 8 BT CACH P - it T R ORTIOE

4. Select the Register MFA Unatée 10 Access Secursy Code?

H H f you are unable to actess 3 Secury Code, you may use the Unable To Access Security Code” link. To wse this link you will be directed away
DeVI Ce Ilnk' from this page, For security purposes, you will be peompted 1o dnswer your challenge goestions before the Security Code is penerated, The
security code will be seet to the emall address in your profile, You will be required 1o login again with your User (D, Password and Security Code.
You may 8360 call your Application Melpdesk to obtain » Security Code.

After you receive the Security Code using this link or from your Help Desic, you must select ‘One Tiene Security Code’ option from the MFA Device

Tyoe drepdown manu,
Nead 10 Register an MFA Devica?
M you bave not registersd an MFA device and would like to d0 50 now, you may use the Register MFA Device ink. For security purposes you wil
be prompted 1o Jogin again and answer your challenge questions Beforne registerng an MFA device
Passwoed:

MFA Device Type: Sect WFA Devce Tize v

Security Code: |

If you have questions or need assistance regarding Login or MFA, please contact your Application Help Desk
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5. Select OK to navigate
away from the login

page.

Usable 10 Access Security Code?

B you are unable to access a Security Code, you may use the ‘Unable To Access Security Code?’ Sink. To use this link you will be drected away
from this page. For security purposes, you will be prompted to answer your chalienge guestions before the Security Code is generated. The
security code will be sent to the emad address in your grofile. You will be reguired to login 2g3in with your Uses 1D, Password and Security Code.
You may 0 call your Applcation Helpdesk to obtain 2 Security Code.

After you receive the Security Code using this fink or from your Help Desk, you must select 'One Time Security Code’ option from the MFA Device
Type dropdown menu.

Need 1o Register an MFA Device?
¥ you have not registered an MFA device and would like to do so now, you may use the Register MFA Device' ink. For security purposes you will
beuwaedtoloohaq&nmdmﬂmrd r.

Passwoed:] | Youarenavigatng aaay from e page. D0 you
wish 10 continue?

MFA Device Type: Seixt MFA Device Typ

SecurRy Code: | » OK | Cancel

ad= Lot

Eovot Passenrs?
\nadile 12 Access Secornty Code?
Segsies MEA Devce

6. Read the Terms and
Conditions and select |
Accept to continue.

Healx Care Quatity Impeovement System  Provicer Resowrces

OMB No 0932120 | Exguation Date 04502017 | Papersork Reaucson At

YOou 2% 200essng 3 U S Government ndoemanon syatem. which inCludes (1) I computer, (2) T cOmputer medwork, (3) il COMPUBETS CONNSCING 10 IS neteon,
SO0 (4) 30 OFVCes 550 SE 08 MACS BACNNG 15 T AAtASOK OF B B SOMOLlNe 0N N ftacrk. Thes FIDImaton fysiens & rOwORE X U S Oovermanent-Sutored
Ut oMYy

URSUINADNG & n0ro0er oo of I SyA00m Mdly MUl 1 OaCginary SCI0N. B8 will 3% CvE 0d COmngl enates

By cang T PAoematon St pou LOSiENd nd CONent 10 P iowry)

You have 70 1eancnatie Bx3ectaton of DOVaKY TRGINING 3%y COMMUNIKINON o Sata Taratng or 14ored On B Mormuaton Fyvem

AL any S, and %07 3y Wi GOvenment SUrpOse, 19 Overmant My MONBr, IMCet, 3nd 563U 300 S6T0 Iy COMTUNK I0N Of Gata TaNsng or $100ed 0n
vy NMIton Yy¥tem

ANy COMMUNCITON OF GG YANSONg Of SI0red 0N T8 INIXIMBNON SySiem May Do 0SC0sed Of UIos Ar 31y Wi Government DUmose.

TO CONBNUe. yOU MUSE J00E0t The T 30d CONTRIONS I pOU SOCAND. pOur 00N Wil SUADManK a0y De Candeted

-— I G

If you have questions or need assistance regarding Login or MFA, please contact your Application Help Desk
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7. Enter your User ID and
Password and select
Log In.

‘ CMngV I Enterprise Portal

Home | 2poct CuS | tewwroom | 2ectee | @) Hep 8 Fa0s | S Emat | G Prive

Centers for Medicare & Medicaid Services

Provider Resowurces

Welcome to CMS Enterprise Portal

Need an account? Ttk the Bk - Ne

8. Answer the challenge
guestions and select
Next.

Cghgg Enterprise Portal

My Portal

CMS Portad = Ragiated MPA Device
S rmn mader mode 08 Accewubdiy Setbngs
I'heane anuwer B following <hallings questions

'What 5 the farme of pour [vorte pel?

‘What wam your Lreonie Iy when you weee 3 Chid?

‘What s pour Farvoeile rado siaon?

NS Portal Logen ey should e dewchid 5o 0050 Ther 1 support a8 §-B55-267-1515 or OM5 FEFSSoms hite, ooy
For broubie with your FUA scoount, phaass vl the e prise. User Adminestration (FLA) pags

If you have questions or need assistance regarding Login or MFA, please contact your Application Help Desk
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9. Select an MFA device CMS Portal > Register MEA Device
from the MFA Device crevs romder ex00e O { Accambity Sol
Type dropdown. e

Reguster Your Phone, Compaater, or £ mad

Note: You can select the
arrows on the left of each
MFA Device Type for

additional information. || icmoernm S

- Infioractwe Vouce Response (V)

AGONg 3 Securty Code 1 YO PN 390 known 38 MUS-F

€ e

9(a). If selecting
Phone/Tablet/PC/Laptop as
the MFA Device Type, enter Credential ID

the alphanumeric code that s O
displays under the field VSHMA9586924
labeled Credential ID (on the Security Code ~ @22] |

¥ VIP Access

VIP Access software) in the ]
Credential ID field. Enter a 53351 5 C
brief description (e.g.,:

Laptop) in the field labeled @ Symantec.
MFA Device Description. ID Protection

Then select Next.

Roagiater Your Phone, Computer, of £.mad

Phooe'Tablet PCLpt0D
» Taxt Mosaage $H0T Massaoe Servicn (SMS)
Intesactive Voice Response (IVR)

- £.mad

0 80000 T Scunty Cone %0 yOur SrOR Dy OSNNNG yOF SA0Ne. COMOUNK o E-mat. Sect e [mh s Dow 10 140 Ot mone Inflrmaton B0l T oot

If you have questions or need assistance regarding Login or MFA, please contact your Application Help Desk
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9(b). If selecting E-mail as
the MFA Device Type, the
E-mail address on your
profile will be automatically
used to obtain the Security
Code. Enter a brief
description (e.g., E-mail) in
the field labeled MFA Device
Description and select
Next.

Note: The E-mail address
cannot be changed at the
time of MFA device
registration. It can only be
changed using the 'Change
E-Mail Address' option from
the 'Change My Profile’
menu.

Register Your Phone, Computer, or E-mail

a8 Security Code 1o your logn 350 known as Multi-Factor Authentication (MFA) can make your Iogn more secure by providng an extra
tayer of protechon 10 your user name and password

You can associate the Secunty Code 10 your profile by regestenng your phone. computer or E-mad. Select the lnks balow 10 find out more
nfoematon about the options.

7 Phone/TabletPC/Laptop
To use the Validation and ID Pmlocboo (VIP) access softeare on your phone ycu must oo'méo:dthc\/P Access softaare 1o your phooe. d
you do not already have d Select i -DMEDs UM D SYTNantes Somho

To use VIP access software on your computer, you must doanioad the VIP Access softaware,  you do not already have 2 Select the
following nk -hitps /Sdprotec] vip symantes ceavdeskiop'downiond v
7 Text Message Short Message Service (SMS)
The SMS opbon will send your Securty Code directly 10 your mobde dovice via tox! message. This opbon roquires you to provide a ten (10)
digits U S phone number for a mobde device that s capable of recening text messages. Camer service charges may apply for Shus option
¥ Interactive Voice Response (IVR)
The VR option will commuricate your Secunty Code through a3 voice that will be sent directly 1o your phone. The option requites
you %20 provice a valid ten (10} dgu US. phone number and |Optmzl)emns-:m that mu be used dunng login to obtain the Security Code
The extensson mary begin with any cne of the following: astensks™ . period '~ comma”," ; pound W followed by numeric 010 9. For example
4885558844 1112

To access the apphcation you must enter the provided Secunty Code on the logn page Carner sernce charges may apply for this option
v E-mail

The E-mad address on your profile will be used when regrstenng for Mullth-Factor Authentication (MFA) usang E-maid option. When loggng
Into 3 secure appicabon, your Secunty Code that &5 regured a1 the logn page will be e-maded 1o the e-mad address on the profile

Please note that you are only allowoed two atlompts 10 rogister your MFA device If you are unable 10 regester your dovice within two atiempts
please log out. then log back in 1o try agan

Select the MFA Device Type that you want to use 1o login to secure applications from the dropdown menu below.
« MFA Dovico Type E-ow ~]

laluru@qgssinc.com

The E-madl address on your profile will actomatically be used for the E-mall option.Your e-maill address cannct be changed at
the time of MFA registration. To change your E-mail please select ‘Change E-Mal Address’ from the ‘Change My Profie’ menu.

=
Gl ¢

E-mad Address.

= MFA Device
Descnption

E-mail

9(c). If selecting Text
Message — Short Message
Service (SMS) as the MFA
Device Type, enter the
Phone Number that will be
used to obtain the Security
Code. Enter a brief
description (example: Text)
in the field labeled MFA
Device Description and
select Next.

Register Your Phone, Computer, or E-mail
Adding a Security Code 10 your logn also known as Muli-Faclor Authentication (MFA) can make your Jogin more secure by providng an extra
Izyer of protection 1o your user name and password

You can associate the Security Code 10 your profile by regetering your phone, compater or E-mail Select the Snks below 15 find out more
indformation about the options.

v PhonelTablet/PCAL
To use the Valdation and 1D Protecton (VIP) access software on your phone, you must download the VIP Access soffaare 1o your phone, if
you ¢o not aready have it Select the g lnk -Nittps A'm vip symantec convhome v

To use VIP access software on your computer, you must doanioad the VIP Access software, # you do not akready have it Solect the
foliowing link -hitps. fidprotect vp symactes convdesktop/doanioad.
 Text Message Shost Message Service (SMS)

The SMS opbicn will send your Security Code directly 10 your modde davice via jext message. This oplon requines you to prowde a ten (10)
digats US phone number for 2 mobde device that i1s capable of recening text messages Camer senice charges may apply for this option
7 Interactive Voice Response (IVR)
The VR option will communcate your Security Code through a vosce message that will be sent drectly 10 your phone  The cption requires
you 1o provde a vahd ten (10) dgts US phone number and (Optional) extension that will be used dunng logn 10 obtan the Security Code.

The extension may begin with any one of the follomng astensks™ | period "™ comma " | pound ‘¥ followed by numenc 010 9 For example
2855554484 1112

To access the apphc 3hon you must enter the prownded Security Code on the logn page Carmer service charges may apply for this opton
7 E.madl

The E-mad address on your profiie will be used when regrstenng for Muit-Factor Authentcason (MFA) using E-mad option. '-\‘hen sc-ggng

%0 a secure application, your Security Code that is required at the login page 'will be e-masdod 10 the o-mail address on the pe

Please note that you are only aliowed two attemnpts 10 regater your MFA dovice. If you are unable 10 register your denco withn two attempts
please log out, then log back in 1o try agan

Select the MFA Device Type that you want to use to login to secure applications from the dropdown mwon below.

Tesl Vassage 5o Messege Servce (SME) -

Enter the phone number that will be used to obtain the Securty Code.

- Phone Number 111 222 3333 G
S=—

L~

* MFA Device Type

* MFA Device Description:  Teat

If you have questions or need assistance regarding Login or MFA, please contact your Application Help Desk
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9(d). If selecting Voice
Message — Interactive
Voice Response (IVR) as
the MFA Device Type, enter
the Phone Number and
corresponding Extension
that will be used to obtain the
Security Code. Enter a brief
description (e.g., IVR) in the
field labeled MFA Device
Description and select
Next.

Note: Extension is an
optional field. You may
choose to provide a 10 digit
phone number or a phone
number with an extension.

Register Your Phone, Computer, or E.amail

Adding a Secunty Code 10 your logn also known as Mult-Factor Authenticaton (MFA) can make your login more secwre by prowding an extra
Exyer Of profecton 1o yOour User name and password

You can associate the Secunty Code to your profie by regatenng your phone, computer or E-mail. Select the Snics below to find out more
AoMation abOUt the oplons.

7 PhonelTablet’PC/Laptop
To use the Vahdation and 1D Protecton (VIP) access :c’h-:\rc on your pnorc pou must download he VIP Access software 10 your phone
you do not aiready have #. Select the following knk -1 Y

amhome v

To use VIP access software on your computer,
foliowing link -Btips fidpeotect wp Symaniec cony
7 Text Message Short Message Service (SMS)
The SMS option wall send your Secunty Code directly 80 your mobde device via text message This cpSion requires you 10 peovide a ten (10)
digts U S phone number for a mobde device that 1s capable of recenang texd messages Carner sernce charges may apply for thes opton
7 Imeractive Voice Response (IVR)
The VR option will communicate your Secunty Code through a voice message that will be sent directly 10 your phone. The option requres
you to provide a valkd ten (10) digits U S phone number and (Opbional) extension that will be used dunng logn 1o cbtan the Secunty Code
The extension m.v: begn with any one of the folioang. astensks™ _ penod ** | comma " | pound W followed by numenc 0 1o 9. For example
4885554448, 1112
To access $o apphcabon you must enter the provded Securty Code on the logn page. Camer service charges may apply for Bus option
7 E-mail
The E-maid address on your peofile will be used when regestenng for Multi-Facior Authentcabon (MFA) using E-mal option. When loggng
Mo 2 seclre apphcation, your Secunty Code that s requered at the login page will be e-maded 10 the o-mail address on the profile

he VIP Access software, if you do not aveady have it Select the

Ploase ncte that you are only allowed two attempts to regester your MFA device. if you are unable 10 regester your dewvice within two atlormpts
please log out, then log back in 30 try agan

Select the MFA Device Type that you want 1o use to login 1o secure appliications from the dropdown mena below
« MFA Device Type: [meescive Voce Resporse (IVR) ~1

Enter the phone nurmnber that will be used to obtain the Security Code.
* Phone Number 807 345 2423 Extension 242

« MFA Device Descrption: | IVR —
N o BN - D

10. Select OK to return to
the login page.

Note: You will receive an E-
mail notification for
successfully registering your
MFA device.

CMS Portal > Register MFA Device

Senen redder mode O | Accessibilty Setfings
Register Your Phone, Compuler, or E-mail
Yiou have suctessiully registenad your Phona/CompulerE-mail bo your user profile

Click "0 to close thes window and login

G =

If you have questions or need assistance regarding Login or MFA, please contact your Application Help Desk
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7. Step-by-Step Instructions for ‘Forgot User ID’ Link
These instructions demonstrate the ‘Forgot User ID’ process for users who do not remember their
registered User ID to login. Please follow each step listed below unless otherwise noted.

Secure Portal on the
CMS Enterprise Portal.

Note: The CMS Enterprise
Portal supports the
following internet browsers:

e Internet
Explorer 8, 9,
10, and 11

¢ Mozilla-Firefox

e Chrome

e Safari

Steps Screenshots

1. Goto | AbostCUS | Newsroon | Acchve | € HeS FACs | | 5P
https://portal.cms.gov/ CMngV |Enterprlse Portal e e | @ {)Enad | 53
and select Login to CMS | | centers for Medicare & Medicaid Services Leam sbout your hesthome option | e

Health Care Quality improvement System  Provider Resources

CMS Portal > Welcome to CMS Portal

CMS Secure Portal

To log into the CMS Portal a CMS user
account is required

:'fWelcome to CMS Enterprise Portal

The CMS Enterprise Portal is a gateway -
being offered to allow the public to access a ‘

number of systems related to Medicare \ ‘ . 8 Login to CMS Secure
Advantage, Prescription Drug, and other : ] . Portal

CMS programs. .

Forgot User ID?
Forgot Password?
New User Registration

e e e o

Innovaion Canter | MLses | mcu | PECOS | Guatty Reporting | caxc!

2. Read the Terms and
Conditions and select |
Accept to continue.

Healix Care Quatity System

Terms and Conditions

OMB No 0933920 | Exgwation Date: 04502017 | Pagensok Reaucion At

You 2% a0tessn) 3 U S Govermment ndoemancn Syatem. whch nCiudeds (1) s computer, (2) 1 COmputer metwork, (1) 3 COMPUiErs CONNSCING 10 IS Nateon:
B0 (4) 30 0NVCet 300 SX 300 MG BRCING 15 T HATRSAK OF 19 B SOM0UlNe O 1N tarh. T FIDIeaton fystens B DrOwOR X U S Oovernomend-Suthortnd
s oMYy

URSUENOADed O in0r00ed Ute OF I 000 My MUl 1 OCOinary SC00N. 38 Wil 3% Ol 300 Crmmndl Deratien

By cang T emuton Sytem. pou LOesiangd Ind CONsent 10 Pe iowng

You have 70 10an0nabie ©xpectation of Ovacy Mgarang 20y COMMUNKINon o Sata Yamatng or $iored on B riormaton yystem

AL any S, and 100 20y et Govemment SUPOSE, 1N JOVE0Mant My MONBDE, MHENCeEt. and S630UN 300 S6T9 Ny COTYTLNK 00N Of Gata TaNSEng or $10Md 00
us NOMISon Sy¥em

ANy COMMUNCItON OF Cata YaNSoNg Of SI0red 0N TS INIMAtoN Sy 5iem May Do 0SC0sed Of U0 10r 3y Wi GOovermment DUrmose.

TO 0OnBnUe. yOU MUSE 20000t T T 0d CONSBONS. I pOU SOCANG. pOuUr QN Wit SUADMatK a8y De Canceied

-— G D

If you have questions or need assistance regarding Login or MFA, please contact your Application Help Desk

22


https://portal.cms.gov/
https://portal.cms.gov/

CMS.gov Enterprise Portal Quick Reference Guide for User Login

3. Select the Forgot User
ID? link.

boms | Mocut Cu5 | hemmrsom | arceves | D etp FaCs | L Gt | ) Pt

CMS_QOV Enterprise Portal

Centers for Madicare & Medicaid Services
ealthy Care Gualay Ingaovement Syslem  Provides Hesowces

Welcome to CMS Enterprise Portal

User 10

-smm:

e an sccount™ Chok T Ik « i Lae regrration

Next:

4. Enter the following
information and select

First Name
Last Name
E-mail Address
Zip Code

Date of Birth

s < = ¥ O DB 0 OOlonS.
Centers for Medicare & Medicaid Services e

|_mmmm IProvsEr RESOUCES
CM5 Portal = Forgot User ID

fcreen peader made OF | Accesadbaly Sefings

FRaLEE BEAF e Sollowing infeematon

Firsfl Hama

- Lt
E-mad Address
g cade

1

Diader of Barf —

D ST —

CIES Podtal Login saues shoukd Be directed b0 X050 Ther 1 support ot 1855 2671515 or CA1S_FEFSIRTms Bive gon
Fof Broutsly wilh o E1AA Sccount, pleass visE e Esterprme L Aoeneirmon (EUsoage

|CMS‘QC}V l Enterprise Portal Homs | o G | Hiepaam 'n“"J-

5. Select OK to return to the
CMS.gov Enterprise
Portal landing page.

';m:lem_dl

Learn aboul your healthc ane opions

CMS,QOV Enterprise Portal

Centers for Medicare & Medicaid Servicas

Hiaith Care Guality Sysem

CMS Portal > Forgot User ID

Soresn reader mode OF | Accessibily Settings
-

[Forgot Userid

iou Informalion has been succesthuly verfied an E.mail contaning your User 1D has been send 10 the E-mail Acress on petoed

- GETED

If you have questions or need assistance regarding Login or MFA, please contact your Application Help Desk

23




CMS.gov Enterprise Portal Quick Reference Guide for User Login

C]

+ 9= Profile Information - Message (HTML)

6. An E-mail with your User
1D W||| be sent to the E- oo X G2 D Bl Meeting |33 qarn 5 ToManager N @ruess (R D v a}} g 'm g Do

=

% @ Sitememsi o Done " Wonenoe == 2 Retated - & vius
H - Delete Reply Reply Forward ~ 7 Move Mark Categorize Follow = Translate ‘oom Spam
m a|| add ress on you r & Jurk e B More - | |G Reply & Delete 7 Create New )| M B Adions - | neema I Pl | TR N et < 3 Phish
Delete Respond Quick Steps ‘ Move Tags I Editing Zoom Cisco Email Security
p rofile e donotrepyecms.gov sert
- To: ® shrisha Rai
ce
Subject_Profil Information

Dear userfirst last

Your User ID is USERINTEST1186. You can follow the link below to retum to the login page.
https://portaldev.cms cmstest

If you did not initiate this request, please contact your application Helpdesk.

Thank you,
CMS Enterprise [dentity Management System

Blease do not reply to this system generated E-mail.

If you have questions or need assistance regarding Login or MFA, please contact your Application Help Desk
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8. Step-by-Step Instructions for ‘Forgot Password’ Link

These instructions demonstrate the ‘Forgot Password’ process for users who do not remember their registered
password to login. Please follow each step listed below unless otherwise noted.

Steps Screenshots

1. Goto ' e : .t
https://portal.cms.gov/ CMs.gOV IEnterprIse Portal Home | About CMS | Newsroom | Archve | ) Help §FACS | () Emai | L Brint
and select Login to CMS | | centers for Medicare & Medicaid Services Leam sbot you hesthosre opfins | | amoan,

Secure Portal on the

CMS Enterprise Portal, | | @@t fofons

CMS Portal > Welcome to CMS Portal

Note: The CMS Enterprise
Portal supports the
following internet browsers:

CMS Secure Portal

To log into the CMS Portal a CMS user

Welcome to CMS Enterprise Portal

The CMS Enterprise Portal is a gateway -
-

account is required
e Internet being offered to allow the public to access a .
Explorer 8,9, number of systems related to Medicare ! ‘ 8 Login to CMS Secure
10, and 11 Advantage, Prescription Drug, and other : ¢ ‘

CMS programs. 4

¢ Mozilla-Firefox

Forgot User 1D?
Forgot Password?

e Chrome New User Regisiraton

. Safari omse ek o s s o o ME-E

Innovation Canfer | MLMS | MCU | PECO$S | Qualily Reporiing

2. Read the Terms and Jonatih Care Quatty Systom

Conditions and select |
Terms and Conditions

Accept to continue.
OMB No 0933920 | Expuation Date. 04502017 | Papensork Reaucson At

You 2% a0tessn) 3 U S Govermment ndormancn Syatem. whsch nCiudeds (1) s computer, (2) 1 COmMputer medwork, (1) i COMPUiErs CONNSCING 10 IS Neteon:
200 (4) 3 OFvCes 500 35000 MGl RNING 15 Tl ARG OF 19 B SOMOUNe O 1N Mtatrh. Thes FOImaton fystems & DrOowORE X U S Covernment-auihortnd
Ut oMYy

UNSUENOrDed & sn0r00ed ute OF I 0000 Maly MUl 1t OCOinary SCE0N. B8 Wil 3% OV NG ANl Deratiens

By NG T ematon Stem. pou LOeiand Ind CONset 10 P oWy

You have 70 1ean0natie $x0ed taton of DOVacY TIGaNING 3%y COMMUNKINON o Sata Faratng or §4ored on the riormaton yyvem
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If you have questions or need assistance regarding Login or MFA, please contact your Application Help Desk
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CMS.gov Enterprise Portal Quick Reference Guide for User Login

3. Enter your User ID and
select Next.

CMS.QDV | Enterprise Portal

Centers for Madcars & Medicad Senaces

Heakd Care Crealety impecvwmand Sysiem Provider Hescuices

Welcome to CMS Enterprise Portal

-—) GED G

Im EI i
i B A OanET (300 P - i AT MR

iy | dccng ks | nipmnrnomm | dorien | i v b Foccn | L B || L Prime

4. Select the Forgot
Password? link.

: CMS.QOV ’ Enterprise Portal

Centers for Medicare & Medicaid Services

Password

Device Type dropdown menu.

Need to Register an MFA Device?

Password:
MNFA Denice Type: Selact MFA Devke Type v

Securty Code:

Jrabie 1 Astess Securky Coce?
R MF A Deve

_ Welcome to CMS Enterprise Portal

After you receive the Secunty Code using this knk or from your Melp Desk, you must select 'One Time Secunty Code’ option from the MFA

If you have not registered an MFA device and would like to do $0 now, you may use the ‘Register MFA Dewvice’ link. For secunty purposes you
wil be prompted to login agan and answer your challenge questions before registenng an MPA device

If you have questions or need assistance regarding Login or MFA, please contact your Application Help Desk
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CMS.gov Enterprise Portal Quick Reference Guide for User Login

5. Enter your User ID and
select Next.

!CMS.gOV Enterprise Portal

| Canters for Medicare & Medicaid Services

I

iwmmnwm Provider Resources
CMS Portal > Forgot Password

reen reader mode Off | AccessiDinty Semngs
(

Please enter your User 10

Piease Enter your User O I

Rl

T D —

*User 1D

For trouble with your EUA account, please visit the Ery
If you don't remember your User 10, please select Forgot User 107 link.

CMS Portal Login ssues should be deected to XOSC Tier 1 support at 1-855-267-1515 or (MS_FEPS@Cms. hhs oo
ser Aderenistration (EUA) page

i
Home | About Chs
Leam about your heaincare opticns |

6. Answer the challenge
guestions, enter New
Password, Confirm
Password, and select
Next.

| CMS gOV | Enterprise Portal

Centers for Medicare £ Madicaid Senices
Health Care Quality Imprevement System  Provider Resources

CMS Portal = Forgot Password

Boreen seader mode OFf | Arcessibity Sstings
-

Plaass SALwT thi hellowing eRalNAgE GUITESRT

inwial oy was your mother boem®
AU ) U T 5 e e ¢ RN e

Wit & the first rame of your cldest nece™

111

Pleaze enter 3 raw password
+ M Payymeong

+ CONMTT Piiiwsd

-
-
GCED T

DEtrabcn [EUA] Dade,

et iriiible with yoisr ELAR possant, Dl vt the EREDiee Liser Ader

M5 Portal Logn msues shouk] bee deectind (o OB Teer | Rppon o 1-855-267- 1515 o (M5 _FEFSScs

&Elﬂdﬂﬂlmd
Learn about your hoalthcars cosons |

S,

7. Select OK to return to the
CMS.gov Enterprise
Portal landing page.

Note: You will receive an E-
mail notification for
successfully changing your
Password.

|CMS,QOV l Enterprise Portal

Centers for Medicare & Madicaid Sanicas
Health Care Guality Improvement System  Provider Resources

CMS Portal = Forgot Password

Beresn reader mode Odf | Actessibility Setings
-

Fargot Password

— =

Your password has been successiuly changed. A confimation E-mail has been sent

Hoine
Leam about your heatiheas|

If you have questions or need assistance regarding Login or MFA, please contact your Application Help Desk
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