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1. Introduction
This guide provides step-by-step instructions on how users with an active CMS.gov Enterprise Portal account complete
a role request with an option to log in with Multi-Factor Authentication (MFA) to gain access to CMS applications.
Users who are Identity Proofed to a Level of Assurance (LOA) 3 are required to log in with MFA at all times and do not
have the option to skip adding an MFA device.

Note: Do not use this guide if you do not have a role in <Your Application Name>. If you want to request a role in
<Your Application Name>, refer to the ‘EIDM Quick Reference Guide for New Users Completing RIDP and MFA’. If you
do not have a CMS.gov Enterprise Portal account and want to register for one, visit https://portal.cms.gov.

If you have questions or need assistance regarding MFA, please contact your Application Help Desk.
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2. Step-by-Step Instructions to Request a Role

Please follow each step listed below unless otherwise noted.

Steps

Screenshots

1. Go to https://portal.cms.gov/ and
select Login to CMS Secure
Portal on the CMS Enterprise
Portal.

Note: The CMS Enterprise Portal
supports the following internet
browsers:

e Internet Explorer 8, 9,
10, and 11

e Mozilla-Firefox
e Chrome

e Safari

Home | AboutCMS | Newsroom | Archive | € Help 8FAQs | () Emad | ) Print

CMS,gOV ‘ Enterprise Portal

Centers for Medicare & Medicaid Services

Leam about your heaithcare options | | Sexrencusgv

Health Care Quality improvement System Provider Resources

CMS Portal > Welcome to CMS Portal

CMS Secure Portal

To log into the CMS Portal a CMS user

—
E‘:’eleome to CMS Enterprise Portal _,

) %
-

The CMS Enterprise Portal is a gateway

5 account is required
being offered to allow the public to access a
number of systems related to Medicare A ‘ 8 Login to CMS Secure
Advantage, Prescription Drug, and other /*( f/ o

CMS programs.
Forgot User 1D?

Forgot Password?
New User Registration

2. Read the Terms and Conditions
and select I Accept to continue.

Health Care Quaiity kmgrovement System  Provider Rescerces

Terms and Conditions

OAB No 0608-1236 | Expiration Date 040002017 | Paperwork Reduction Act

You are paus systemn, which inchudes (1) s computer, (2) Ths computier network, (3) ol computiens connecied 1 Tis nedwork,
and () ol Gevices and storage medhs aached 1 Ths netacrk of 10 8 computier On T Netaork. This iInformation system s provided for U S. Govermment suhotted
wse ooy

Unsuthored of Improper 43 of Bs system may fesull in Gscipinary 5c5on, 93 well 93 ¢t and crimingl penalties.

By vaing is Information system, you understand and consent 1 e llowing

You have 00 teasonable £xpactaion of privacy feQardng Sy COmmUncation o dats Yansing or stored 0n s Informaton systenm

A aryy time, and for sy lsatud Govermenent purpose, he Qovemment may moniicr, infertet, and seanh 8ad selde any Communication or dats Farsling of stored on
s récrmeton system

Ay comemunication or dats ransiing or stored 0n This Information system may be disciosed of used for any lsafd Government pumose

To contioue, you must ctept e tems and condiions. If you Geckos, your opn il sutomatcally e cancelied

-—) e e

If you have questions or need assistance regarding MFA, please contact your Application Help Desk.
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3. Enter your User ID and select
Next.

CMS.gov ! Enterprise Portal 1 ot an

Centers for Madicare & Medicad Sandcas

Haadd Cace Craalety impeocwwmand fysiem Provider Heagaicea

Welcome to CMS Enterprise Portal

4. Enter your Password and select
Log In.

CMS.QOV | Enterprise Portal e el L R - T ) P

Canters for Madicare & Medicaid Sendcas
Heal Caoe Cualfy Inprovement Syidem  Frowider Resosroe

Welcome to CMS Enterprise Portal

Pasrword —

Epraot Pamwara

If you have questions or need assistance regarding MFA, please contact your Application Help Desk.
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5. Select Request Access Now
under Request Access to being

(@ Poral help & s

8 print (8 Logout  Welcome Mary attson ¥

the process of requesting a new CMS Enepse orl My Access
user role. .gov My Pofic
Note: You may also select your ty bl

username at the top right corner and
then select My Access from the drop- | S8 > WPl

requesting a new user role. EWe]come to CMS Enterprise Portal Request Access

Use the ink below to request access o Systems/Appicatio

The Enterprise Portal combines and displays content and forms from multiple applications,

supports users with navigation and cross-enterprise search tools, supports simplified sign-on, and #
uses role-based access and personalization to present each user with only relevant content and

applications. The vision of the Enterprise Portal is to provide "one-stop shopping” capabilites to

improve customer experience and safacion Contact Help Desk

If you have questions or need assistance regarding MFA, please contact your Application Help Desk.
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6. Look for your application in the
Access Catalog and select
Request Access.

Toe Evcerprise Privacy Poicy Engne (EPPE
320ees 300 governs the S das vhe Help Desh Information
agreame More NA

<A

Meip Desk irformation

Ex

Request Access

Fequest Access

Geatran [ategraten Sute (GIS) provides secoe =
=ternet-Dased fle tansfer cagatites. Mo Pron

Melp Desk information
bemactinadabon aom

Reguest Accens

Raguest Access

i

rtemet Server oty acomss Tha ik 4 for e Test
O 3350CI0E Wit Cthar Dpeicatons Moe

Help Desk Information
23 24

Help Desk informaty 34
..... B ahao com of :
Request Access Request Access

Agents
PRV

m (+ETS
Voe Qe oo

Anovaton Canter wal 300

and Drokers must frt request aoo

A5G then regued! the AQenty 309
More

Help Desk Information
€48

Reguest Access

e of entry 50 3N 2athe:

Help Desk information

-y

Reguest Access

Reguest Access

38 12

Prox

Vet 3
" More

7. Select the application role that
you want to request from the
drop-down menu of the Select a
Role field.

Select Next to begin the Remote
Identify Proofing (RIDP)
process.

Note: The Next button will only be
visible after selecting a role and
providing the required information.

@) Forta Hep 1 FaDs

5 Frint

CMS Enlerprisa Porial

SO
yh

5 Porial » EADRN et et page » My Abas

= My heress: Regpuest New Application Aovess
Mty s Covmay
i
e VP T M B " o ot W ]
Ej'f-m,w_“ e PPy Trnacton s, HETS) e Graphia e i 11
[T T
izm
et 3 g MECAREE Hg Dt |
B M P ey Foie Dot T e i o i il e M et et b e R e
i
e o R Ryt by P i B
1 e Y by

* Raain kel

[ Logiet  Weloome SasF =

iHelp
R for Regued

The R b R
TR St R by
RIS o e

O i K PP

%

If you have questions or need assistance regarding MFA, please contact your Application Help Desk.
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8. Select Next to proceed.

Note: Please reference the EIDM
Quick Reference Guide ‘EIDM
QRG — New Users Completing
RIDP and MFA’ for detailed steps
for the identity verification process.

Request New Application Access
Identity Verification

To protect your privacy, you will need to complete Identity Verification successfully, before requesting access to the selected role. Below
are a few items fo keep in mind.

1. Ensure that you have entered your legal name, current home address, primary phone number, date of birth and E-mail address
correctly. We will only collect personal information to verify your identity with Experian, an external [denfity Verification provider.

2. dentity Verification involves Experian using information from your credit report to help confirm your identity. As a result, you may
see an entry called a “soft inquiry” on your Experian credit report. Soft inquiries do not affect your credit score and you do not incur
any charges related fo them.

3. You may need to have access to your personal and credit report information, as the Experian application will pose questions to
you, based on data in their files. For additional information, please see the Experian Consumer Assistance website
-hitp:/www experian.com/help/

If you elect to proceed now, you will be prompied with a Terms and Conditions statement that explains how your Personal Identifiable
Information (PIl) is used to confirm your identity. To confinue this process, select ‘Next'

— GEI =B

9. Remote Identity Proofing is
now complete. Select Next to
proceed to optional registration
for Multi-Factor
Authentication (MFA).

v My Access Request New Application Access
&, View and Manage My
Access
(L) Request New Appication
Aciys Complete Step Up

v Requests
& My Pending Reguests

Screen reader mode OFf | Accessibility Settings

You have successfully completed the Remote Identty Proofing process

o T

If you have questions or need assistance regarding MFA, please contact your Application Help Desk.
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3. Multi-Factor Authentication (MFA) Optional Function

MFA is a security mechanism that is implemented to verify the legitimacy of a person or transaction.
MFA requires you to provide more than one form of verification in order to prove your identity. MFA
registration is required only once when you are requesting a role, but will be verified every time you log

into the CMS Enterprise Portal.

During the MFA registration process, the CMS.gov Enterprise Portal requires registration of a phone,
computer, or email to add an additional level of security to a user’s account.

You may select from the following options to complete the registration process:

Smart Phone: Download Verification and Identity Protection (VIP) access software on your smart
phone/tablet. You must enter the alphanumeric credential ID that is generated by the VIP access
client. You will then enter the Security Code generated by the VIP client.

Computer: Download VIP access software on your computer. You must enter the alphanumeric
credential ID generated by the VIP access client. You will then enter the Security Code generated
by the VIP client.

E-mail: Select the e-mail option to receive an e-mail containing a Security Code required at login.
You must provide a valid, accessible e-mail address.

Short Message Service (SMS): Use the SMS option to have your Security Code texted to your
phone. You must enter a valid phone number. The phone must be capable of receiving text
messages. Carrier charges may apply.

Interactive Voice Response (IVR): Select the IVR option to receive a voice message containing your
Security Code. You must provide a valid phone number and (optional) phone extension.

MFA Optional — Add MFA

During a role request, a user who is Identity Proofed to LOA 2, has the option to add MFA to their profile or
skip this process. This section will go through the steps to complete the process of adding MFA to your
user profile.

Please follow steps 10 — 13 to continue role request with registering an MFA Device.

Steps

Screenshots

If you have questions or need assistance regarding MFA, please contact your Application Help Desk.
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10. Select Add MFA to begin
device setup for the
Multi-Factor
Authentication login.

Multi-Factor Authentication Information

ASSNg 3 Secunty £008 16 your Kpn M50 Anowe it Mu-Facky Autwertcston A L.
¥ Mty ehoote 1 34 s addecnal
To 500038 8 CAS appie 300n wheeh requnes X e
39 8 later & x

Satect Sop MFA' 15 skop adding T addional kevel ©

11. Select an MFA device
from the MFA Device
Type drop-down.

Note: You can select the
arrows on the left of each
MFA Device Type for
additional information.

If you wish to continue
without MFA, select Proceed
without MFA. You will be
directed to the next step of
the role request (see step
14).

Cancel: Selecting this will
end the role request.

2at g 290 hrowh 38 MU F 821or Authente 3bon (NFA) €0 maks your ogn mons <0 by prond

2o and passacrd

You can assocate the Securty Code 10 your profie by reguienng your phone. computer of E-mall Seioct the Seks below 10 find out moce

réormaton about the optoos

.. PhoneT stiet X L agtop
To use T Vabdaton and 1D Protecton (VIP) ae
Oul G0 not miready have & Sefect the followng lnk

rioad the VIP Accoss sofware 10 your phone, #

To use VIP access software on your computer, you # you do rot aiready have 2 Select the
Aorcmact vy

odowrg ki Ptn et LD g o (ox
= Text Message Shoat Message Service (SMS)
~ Interactive Voice Respoase (IVR)
7 Eamalt

The E-vad addeess
N0 A SecLre apph

0 your profio will Do wiad whon regstenng for Mult-Factor Authenteation (MFA) uaeng E.mad opticn. When logpey
your Securty Code that o reguved o logn page wil e o maded 1o he on

Poase ot Dt you dy allowed e aBampty 10 egrster your NFA device I you are uralie 15 tegrittd your Sevice withn ta0) aflerrpls

ploase 109 out. then log back n o iy agan

Solect the MFA Dwvice Type that you want 1o wte 5 kigin t secune appications Srom the dropdomn mens below

MFA Device Type. Jene wra

Cwrnn Tpe -

If you have questions or need assistance regarding MFA, please contact your Application Help Desk.
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11(a). If selecting e
Phone/Tablet/PC/Laptop
as the MFA Device Type,

enter the alphanumeric You tan assocate e Securty Cade o your profile by mgetenng your phone, computer o Eonail Select the links beiow 1 find out more information about the optons
code that displays under PhooaTabetPCLaghop

the field Iabeled > Teat Measage Short Message Service [SMS)

Credential 1D (on the -

VIP Access software) in
the Credential ID field.
Enter a brief description
(example: Laptop) in the
field labeled MFA Device
Description. Then select
Next.

¥ VIP Access

Credential 1D

VSHM49586924 c

Security Code @22 |

533515 °©
O

11(b). If selecting Text R —— L B

Message — Short Select the MFA Devioe Type thak you want ty oer sssbonion
: + MFA Devics Type: EXIEErrerre e v |
Message Service (SMS) Devce Type =

as the MFA Device Enter the: phone: number that will be used to obtain the Security Code,
Type, enter the Phone “Fhae Humbes A-—
Number that will be used | . ez peice escrpson -

to obtain the Security
Code. Enter a brief a2 -~
description (example:
Text) in the field labeled
MFA Device Description
and select Next.

If you have questions or need assistance regarding MFA, please contact your Application Help Desk.
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11(c). If selecting Voice
Message — Interactive
Voice Response (IVR) as
the MFA Device Type,
enter the Phone Number
and corresponding
Extension that will be
used to obtain the
Security Code. Enter a
brief description
(example: IVR) in the
field labeled MFA
Device Description and
select Next.

Note: Extension is an
optional field. You may
choose to provide a 10-digit
phone number or a phone
number with an extension.

Sl B conciental byp B you wis! 1 oaa Ror g inis
Salect the MPA Devige Type that you want by rour teskesten W o,
« MFA Dinice Type: T ~ | 4
Enter the phone numbsr that will be used to obtain the Security Code.
* Phone Mumber Extension 4=
- MFA Denica Description . ]

- CED GrE -

11(d). If selecting E-mail as
the MFA Device Type,
the E-mail address on
your profile will be
automatically used to
obtain the Security Code.
Enter a brief description
(example: E-mail) in the
field labeled MFA
Device Description and
select Next.

Note: The E-mail address
cannot be changed at the
time of MFA device
registration. It can only be
changed using the 'Change
E-Mail Address' option from
the 'Change My Profile'
menu.

Sainsn B Srpital e Pl pow it 1 oad B lagey mis
Salact the MR Device hat it b e PN
pe you want b5

.

* MFA Device Type: N -

E-mal Addvess:  weollinggssine.com
The E-mail address on your profile will automatically be used for the E-mall aption.Your e-mal address cannot be changed at
the timz of MFA regestration. To change your E-mail plaase select Change E-Mal Address’ from the "Change: My Profile’ menw.
= MFA Deace -
| Descripbion

- CCD G -

If you have questions or need assistance regarding MFA, please contact your Application Help Desk.
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12. Your registration for
Multi-Factor
Authentication is now
complete. Select Next to
complete the role request
process.

@roraitepsraas (8 print (B ogont  wg
CMS Enterprise Portal

.gov
My Portal

CMS Portal > EIDM user menu page > My Access
¥IMy Access Request New Application Access

b, View and Manage My

F\_CCESS Register Your Phone, Computer, or E-mail

(4 Request New Application

Access You have successfully registered your Phone/Computer/E-mail to your user profile. Please select 'Next' to confinue with your role request.
v Requests

[ My Pending Requests

&

13. If the role requires
approval, a message will
display with a tracking
number for your request.
An email will be sent
once your request has
been approved or
rejected. Select OK to
continue.

Request New Application Access Acknowledgement

2 y SbmiBed

¥j number 8o pour reQuent i

The ¥k
08N

MFA Optional — Skip MFA

The next section will go through the steps to skip registering a device for MFA via “Skip MFA”.

Please follow steps 14 - 15 to continue the role request process without registering an MFA Device.

14. Select Skip MFA to
begin device setup for the
Multi-Factor
Authentication login.

Multi-Factor Authentication Information

AAOwen it M- F 200 Auant dbon (MFA) Can sl yous K more Socure Dy Sronadag i extrd liyer of Srotetbon 1 pons Ll
s Mty EhO0t 13 230 s AIncnal el of secully 10

TO 200ess & CMS sppie 3000 wWhheh requeet 3 securty 0008 10 D DUt 31 1 b of lgen salect 'Add MF AT and Soliow The ON-S0Ne PEinuchons &
oty

Sefect Sp MFA' 1o skp addng e adasonal level of secenty and ko continy

cconung S Wy Prole’ e

If you have questions or need assistance regarding MFA, please contact your Application Help Desk.
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15. If the role requires « My Mccess Request New Application Access Acknowledgement
approval, a message will § Vol B o ot s b sty s
display with a tracking b veantiapy iy st e e
number for your request. O St o g
An email will be sent —~—
once your request has o
been approved or ?m
rejected. Select OK to '
continue. R Lz ey ipouk :{

If you have questions or need assistance regarding MFA, please contact your Application Help Desk.
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4. Step-by-Step Instructions to Login with MFA

The login experience will be different once an MFA Device has been registered to your user profile. Please follow steps
16 - 19 to log in with an MFA Device.

Steps Screenshots

16. Go to https://portal.cms.gov/ and o o
select Login to CMS Secure CMSQOV ' Enterprise Portal I ———
Portal on the CMS Enterprise Centers for Medicare & Medicaid Services Leam sbout your heatheare options et
Portal. Heakth Care Qualy Inprovement System  Provider Resources

CMS Portal > Welcome to CMS Portal

Note: The CMS Enterprise Portal
supports the following internet
browsers:

Welcome to CMS Enterprise Portal |

CMS Secure Portal

To log into the CMS Portal 8 CMS user
account is required

The CMS Enterprise Portal is a gateway / -
being offered to allow the public to access a ~
number of systems related to Medicare ‘
Advantage, Prescription Drug, and other * f*(

2 s
CMS programs.

e Internet Explorer 8, 9,
10, and 11

e Mozilla-Firefox

8 Login to CMS Secure
Portal

Forgot User ID?

e Chrome —
. New User Regstration
e Safari

a

If you have questions or need assistance regarding MFA, please contact your Application Help Desk.
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17. Read the Terms and Conditions
and select | Accept to continue.

Mealth Care Qually kegrovement Syatemn  Provider Rescerces

ONB No 0908120 | Expeytion Date 04002017 | Paperwark Radocton At

You e waUsS G wystem, wihch rckuden (1) B competer, (2) B computer setork, (3) ol compulien correcind 1 B teteot,
00 (£) o deves 800 Rorage meda atached 1o s network O 1) 8 Computer On DS nefacrd This Rfommation system & provided for U S Govermmert auBoroed
wse ooy

Unsuthored or Improper ese of P system may resull 0 dacpinary ac3on, 83 wel 83 ol and cominal penalies

By vang Dy nfoemation yysiem, you understand and corsent 1) Pe Rioweg

You hove 20 of pevacy seowdng sy 2000 O Cats YNsg Or $2ored 0n T PRoematon yyvtem
R oty e, a0t fx 30y et G [ £y TONN FOIapt, 300 108D BAC SACH 20y COMPRACINON Of S0 Tarlng o XeC O
s réormaton systen

Aoy Lomeurne son o Sats Yansling Or shived on s rfommation system may be Gsciosed or wsed Ly ary lseAd Covermment pumiose

To cortinpe. you must accept the Serms and condions. f you decing. your logn wdl sutomatically be cancelied

18. Enter your User ID and select
Next.

CMS QDV Enterprise Portal

Ceanters for Madicare & Medicasd Senaces
Heals Care Croadiy impeowwmand fypsiem Peowider Heacuicen

Welcome to CMS Enterprise Portal

- GLTED G

Bt i 17
hi 0 B DT M T - i L OOSTRY)

If you have questions or need assistance regarding MFA, please contact your Application Help Desk.
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19. Enter your Password, select an
MFA device from the MFA
Device Type drop-down, and
select Log In.

Note: The Security Code for E-mail
and One-Time Security Code will
expire in 30 minutes. The Security
Code for the other MFA device types
will expire in 10 minutes. If you are
unable to enter the code within the
period, you will need to request a
new Security Code.

If you do not have access to your
registered MFA device, please refer
to the EIDM Quick Reference Guide
‘EIDM QRG — User Login’, for step-
by-step instructions on how to
register an MFA Device.

Welcome to CMS Enterprise Portal

Enter Secenty Code

trieve a Secunity Code, plesse select the Phome, Computer, or E-mad that you registered as your Multi-Factor Authentication (MFA) device

Unable 10 Access Security Code?
If you are unable 1o access » Se

""""""

Neod 10 Register a0 MFA Dewvice?
{ B . rered an MEA

19(a).If you selected
Phone/Tablet/PC/Laptop as the
MFA Device Type, enter the
Security Code that displays under
the field labeled Security Code
(on the VIP Access software) in
the Security Code field. Select
Log In.

= VIP Access

. Credential ID

VSHM49586924 =

SecurityCode ~ @22] |

EXE-

Symantec.
Validation &
1D Protection

MFA Device Type: Phone/TablevPC/Laptop v
The Security Code for the Phone/T ablet/PC/Laptop will expire in 10 minutes.

- Security Code: 31082

- GEETED GEND
Eorgot Password?
Unable to Access Security Code?

Register MEA Device

If you have questions or need assistance regarding MFA, please contact your Application Help Desk.
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19(b). If you selected Text Message —
Short Message Service (SMS) or
Interactive Voice Response (IVR)
or E-mail as the MFA Device
Type, select Send to receive the
Security Code on the selected
MFA device type. Enter the
Security Code in the Security
Code field and select Log In.

Passward: [sesssssnis 1

MFA Device Type: Interactive Voice Response (IVR) v @
The Security Code for the Interactive \Voice Response (I'VR) will expire in 10 minutes.

- Security Code: 312455
= .

Forgod Password?
Unable to Access Security Code?

Register MFA Device

19(c). If you selected One-Time
Security Code as the MFA Device
Type, enter the Security Code that
was sent to your registered E-mail
address via the ‘Unable to Access
Security Code?’ link or provided
by the Helpdesk, in the Security
Code field. Select Log In.

Password: sesseseces

MFA Device Type: One- Time Security Code v
The Security Code for the One- Time Security Code will expire in 30 minutes

- Security Code: 234211
= [ oot

Forgot Password?

Unable to Access Security Coce?

Register MFA Device

If you have questions or need assistance regarding MFA, please contact your Application Help Desk.
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5. Remove MFA Registration

Users at LOA 2 can remove the option of MFA at any time by removing all registered MFA devices from their profile.
By removing the last MFA device, the user will no longer be required to log in with MFA.

Please follow steps 20 - 23 to Remove MFA Registration.

Steps

Screenshots

20. Select the Remove Your
Phone, Computer, or E-mail
link to remove a registered
MFA device from your
profile.

QQ'MC:}% Enterprise Portal

My Portal  ELMO ¥

CHME Portal = EIDM user menu page > My Profile

Screan readers mode O | Accesasbility Setings
=

= Change My Profile
View Wy Profie
Changs Password

v Yo Picing Tan) pr_of E-mail

i
- el Y oas PIsone Com r._of E-mail First Name : aally

Last Mams - smath

Wiew My Profile

Dravie of Barthy © 02021550
E-rmail Address | chjshnaoni@qsanc com
U.5 Home Address

Phome Number | 2406669999
Homa Address Line 1 : 321 sandy road
Homa Addrass Line 2

Caty | gntharabasrng

21. Select the registered device
you want to remove, select
Send Security Code, enter the
security code received on the
selected MFA device type,
and select Next to proceed.

Note: Selecting Cancel will end
the device removal process.

State . MD
Fip Code : 20879
Country. USA,
© Mot iy R TRy 0 P [SLeg O Woekme Mary St +
CMS[Saats oo
4‘::v‘-‘
Wy Ponw WOR ERE Y
CMES Ponal » DOM saer men page > My Profile
s o Pt Zommet o Lo
Cratents CFrine \mte Era UFADevice Type  WFA Device Descripticn e
—— ~~— o ‘.h

Remcving Te taw Prone Computer §-mail registersd 3o your user prodie will remove the soditonsl evel of
0y OF yOur BOCOWAL Y Ou Wil A0 5A00r B MOuIed 19 100V LBng your Mt F adicr Autherscanon MFA)
TeTeTHA

Selett1he Tand Sacurmy Cooe’ DUTION 10 /000 16ve B SCu Ty (006 VO™ B PAOAE &F 401 TRNT yOu Rave Mready
regatered with this ac 0 your phona O emall, anter the code in the taxt balow. Keep
1 frind Dl the Security £o 01 pariod of Uime. Pladsa eo0ar and confv the (ode promptly

If you have questions or need assistance regarding MFA, please contact your Application Help Desk.
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22. Select OK to remove the MFA
device.

Note: If you are Identity Proofed
to LOA 3, you will be required
to have at least one device
registered to your profile.

23. Once the MFA Device is
removed from your user
profile, a confirmation email
will be sent to the registered
email address in your user
profile.

Wias aw Quene) b remows Bue sl ProneCompubeE-mad 1eguiansd 1 your user prolle

Farmargi i I Prssd Dosputd, if E-Fabd bl B oo ! [l A (st o e Mteln' i ok sty £ pus B e s A Pl by Eob by B o o)

Ml Sy’ ALl

From: donotreply @ans.gov. Sent: Mon 11/16/2019)

i procesd

To: Lavanya Aluru

Co

Subject: MFA Device Removed
Dear TMIMPL onethirtyone,

You have successfully removed the registered Phone/Computer/Email used for MFA purposes from your user profile. If you did net initiate this request, please contact your application Help Desk

Thank you,
CMS Enterprise Identity Management System

Please do not reply to this system generated E-mail.

If you have questions or need assistance regarding MFA, please contact your Application Help Desk.

19




CMS.gov Quick Reference Guide - Multi-Factor Authentication (MFA) Optional

6. Step-by-Step Instructions for Existing Users Adding MFA

Users with roles configured for optional MFA can add an additional level of security to their login process by
registering an MFA device to their profile at any time. By adding an MFA device, the user will be required to log in
with an MFA Security Code.

Please follow steps 1 - 8 to Add MFA Registration.

Steps Screenshots
1. Go to https://portal.cms.gov/ v
and select Login to CMS CMS'QOV ‘ Enferprlse Portal Home | AboutCMS | Newsroom | Archive | (€ Help 8 FACS | () Email | () Print
Secure Portal on the CMS Centers for Medicare & Medicaid Services Learn about your hestheare oofions e
Enterprise Portal. Health CareQualty Inprovement System ProviderRescuces

CMS Portal > Welcome to CMS Portal

Note: The CMS Enterprise
Portal supports the following
internet browsers:

CMS Secure Portal

To log into the CMS Portal a CMS user
sccount s required.

i
' Welcome to CMS Enterprise Portal

The CMS Enterprise Portal is a gateway / -
being offered to allow the public to access a <
number of systems related to Medicare

Advantage, Prescription Drug, and other % /{ f/
CMS programs. £ ’

e Internet Explorer
8,9, 10, and 11

e Mozilla-Firefox

8 Login to CMS Secure
Portal

Forgot User 1D?

e Chrome e
L] Safari New User Regstration

| ————
innovaion Canter | s | mcu | PECOs | Quatty Reporting | caxc

2. Read the Terms and
Conditions and select |
Accept to continue.

Health Care Quaiity kmgrovement System  Provider Rescurces

Terms and Conditions

OMB No 06081236 | Expration Date 04202017 | Pagereork Reducton Act

You are waus systeen, which inchudes (1) Bs computer, (2) s computer network, (3) o computiens connecied 1 s netaork,
and (4) ol Gevices 300 storage medka alached 5 TS Detaork of 10 8 COmputer On B eteork. This Inoamation system s provided for U.S. Govemment suored
wse ooly.

Unsuthored of Improper w5 of Bis system may fesull in Gacipingry 8c5on, 95 well 93 ¢t and crimingl penaities.

By vsing Tis informaion system, you understand and consent 10 e olowng

You have 00 teasonable expectalion of privacy fQardng Sy CommuUncation o dats Yansiing or stored 0n Tis Information systen

AL ary trme., and fox soy lsatd Government pupose, he govemment may monior, infertept, 8nd 36anh 800 sele Sy COmMUNCASon Or dats Yaraling of siored on
s pdormaton system

Ay comemunication or dats ransiing or stored 0n This Information system may be disciosed of used for any lsafdl Government pumose.

To contioue, you must sctept e teams and condiions. If you Geckos, your opn wil sutomaticaly be cancelied

-_— I e

If you have questions or need assistance regarding MFA, please contact your Application Help Desk.
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3. Enter your User ID and select

Next. CMSQDV | Enterprise Portal

Ceanbars for Madicare & Medicas] Sanaces
Haadd Cace Craalety impeocwwmand fysiem Provider Heagaicea

o | desout St | tigwenrscom | amrin | N vien & raze | L5 Bt | L et

Welcome to CMS Enterprise Portal

-_— GITED GTED

Fiwers U 1)
Foted s B0 T CA0H P - i T RO

roms | ot ot | veewarsm | siven | vk ran | £ et | Pt

4. Enter your Password and

select Log In. CMS.QO'\I |Emerprise Portal

Centers for Medicana & Madicaid Senaces
Healh Cave Croalify Improvement Srdem  Prowider Resosioey

Welcome to CMS Enterprise Portal

Pasgword —

oot PanawersT

5. Select your username at the @rosnopsracn  Gron
top right corner and then CMS
. -gov

select My Profile from the i
drop-down menu to begin the | | cere . wews

process of registering for T —

M F‘ \. Use the irk below 10 request access 10 Systems/Appic asons
The Enterprise Portal combines and displays content and forms from muitiple applications, supports users with navigation and
cross-entarpise search tooks. support simpified sign-on, and uses ole-based access and personaization o present each user

with only relevant content and applications. The vision of the Enterprise Portal is 1o provide "one-stop shopping” capabilities to

improve customer expenence and satisfaction
Application Access Contact Help Desk

Enterprise Portal

There ways. t the CMS Master Data Management Help Desk For MOM suppor. piease contact MOM
4 Support by email st MDMSupoon emarkom com
Enterprise Portal ' B The hours of operation are 6:00 AM - 6,00 PM Eastem Standard Time Monday fo
Frasy
1 Toget sccess 1o apphcations supported by EUA 0o to e Enterprise User ’
Agministration ste
4 / Advanced Provider Screening (APS) Help Desk Fox issues with the APS
2 Toget access to sppications supported by EIDM and IACS, ¢hck the Request Access. A y appheation
o' e om e e, - /4 ‘Contact the CITIC Help Desk at: (410) 786-2580,3
3. Toreview appication access you have siresdy been granted, cick the My Access' link w—-—— Send emsd 1o: CMS IT SERVICE DESKfhcms bihs gov

90 the Wekome ment n the 199 right comer of the pege __—_ﬂl{-

If you have questions or need assistance regarding MFA, please contact your Application Help Desk.
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6. Select the Register Your
Phone, Computer, or E-mail
link to register an MFA device
to your profile.

Screen reader mode Off | Accessibiity Setbings
~

> Change My Profile
View My Profile

Ch ) View My Profile
» Your Phon i
ve Y Ii! -mail

First Name : VC-Test

Last Name : At-SixtyTwo
Date of Birth - 11/11/1955

E-mail Address : veollin@gssinc.com

U.S Home Address

Phone Number : 4105551212

Home Address Line 1 12 Maple Ave
Home Address Line 2 : SSN 011-21-0062
City : Columbia

State - MD

Zip Code : 21044

Country: USA

7. Select an MFA device from
the MFA Device Type drop-
down and select Next.

Note: You can select the arrows
on the left of each MFA Device
Type for additional information.

Register Your Phone, Computer, or E.mall

Adding a Secunity Code % your logn also known as Mulb-Factor Authentcation (MFA) can make your login more secure by prowding an exdra
layer of protoction 10 your user name and passeord

You can assocate the Secunty Code 10 your profile by regstering your phone, computer or E-madl Seloct the links below 10 find out more
nformation about e optons

7 Phone/TabletPCLapeop
To use e Vahdation and 1D Protecton (VIP) access software on your phone, you must downioad the VIP Access software 10 your phone, &
you do not afready have & Select the following ink Hilps 'm v symantes combome ¥
To use VIP access soRware on your compater, you must download the VIP Access software, if you do not already have t Select e
Sollowing Ink - Mdpeotect v symantec comidesidonidowriond v

7 Text Message Short Message Service (SMS)
The SMS option will send your Securty Code deectly 10 your moble dvice via text message. Ths opbion requires you 8 provide a ten (10)
dgts US. phone number for a mobde device that = capable of recening text messages. Camer service charges may apply for thes option

7 Interactive Voice Response (IVR)
The IVR opton wil comemunicate your Secunty Code Trough a vorce messags that will be sect deectly 10 your phone. The 0pton requires
you 10 prowde a valkd ten (10) dogts US. phong number and (Optional) axdension that wil be usad dunng fogn 1o cbtan the Secunty Code
The extension may begn with any one of the followng astensks™ | penod ' comma *"; pound W followed by numenc 010 9. For example
4535554444 1112
To atcess the 3pphcation you must entir the pronded Securty Code on the logn page. Camer sanace charges may apply for ths opboa

7 E-maill
The E-mad address on your profle will be used when regrstenng for Mulb-Factor Authentcaton (MFA) using E-mad opton When logpng
nio 3 secure appication, your Secunty Code Bt is requared at he login page will be e-maded 1 the e-mad address on the profile

Ploase notn that you arg only alowed Mo atiempts 10 egsder your MFA device i you are Lnadie 10 regester your device within two aBlempts
ploase log out. then log back n 1o ¥y agan
ot

Select P MFA Devon Type Bf you mast 10 wse b lagoeg mhe
' 19 appicatca

P
“ MFA Devce Type |Ten

7. (a) If selecting
Phone/Tablet/PC/Laptop as
the MFA Device Type, enter
the alphanumeric code that
displays under the field
labeled Credential ID (on the
VIP Access software) in the
Credential ID field. Enter a
brief description (example:
Laptop) in the field labeled
MFA Device Description.

MFA Option (a) Screenshots

If you have questions or need assistance regarding MFA, please contact your Application Help Desk.
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Then Select Next Register Your Phone, Computer, or E.mall

our logn also knoen as Mult
X user namg and password

acior Authenticaton (MFA) can make your

g more secure by prowding an extra

¢ peofile by regetenng your phone, computer or E-mad. Select the links delow %0 fir

1ate the Securty Code 10
nformation about the options.

7 Phone/TabletPC/Laptop
Touse n and 10 Pr

on (VIP) access softea
folowng nk

downioad the VIP Access sof

re 80 your phone,

To use VIP ac
following link

faaro

f you do not already have 2 Select the

2. Sdpeot
7 Text Message Short Message

The SM: ton will send

rOQuares you 1o prowy
ges may apply for th

ton {10)

$ opbon

e message that will be sent drectly 10 your phone. The option requires
wil be usex
pound '

g astensks

the provded Security Code on the login page. Camer secv

Mad 33dress on your p
cure appication, yo

Factor Authent
n page wil be &-mad

0 (MFA) using E-+
0 the &-mad addres:

ot your MFA devce i you are unable 10 register your device withs) two atleenpts

10 SeCure appications from the dropdown menu bedow

* MFA Device Type

or the Aphanumeric code that desplays under the Label Credentiad D on your device.
* Credential ID VISTEI534857

+ MFA Device Descoption ' PC Opton —

¥ VIP Access

Credential ID
VSHMA4958692

security Code ~ @22| |

0330 1| -

Symantec.
Validation &
1D Protection

If you have questions or need assistance regarding MFA, please contact your Application Help Desk.
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(b) If selecting Text Message
— Short Message Service
(SMS) as the MFA Device
Type, enter the Phone
Number that will be used to
obtain the Security Code.
Enter a brief description
(example: Text) in the field
labeled MFA Device
Description and select Next.

OR
MFA Option (b) Screenshot

Register Your Phone, Computer, or E-mail

Adding a Security Code 10 your logn also known as Mulh-Factor Authentbicaton (MFA) can make your login more secure by prowdng an extra
I3yer of protection 1o your user name and password

You can associate the Security Code 1o your profile by regastering your phone, computer or E-mail Select the Snks below 1o find out more
information about the options.

V Phone/Tablet/PC/Laptop
To use the Validation and 1D Protecton (VIP) access software on your phane, you must download the VIP Access softaare to your phone, if
you 00 not aiready have it Select the foliowing lnk -ittps i'm. vip Symantec conyhome v

To use VIP access software on your computer, you must download the VIP Access software, ff you do not already have it Select the
foliowing link -hits. fidprotect D symantes comvdesitop/doanioad.
v Text Message Short Message Service (SMS)
The SMS option will send your Security Code directly 10 your modde davice via text message. This opton requires you to provide a ten (10)
digas U'S phone number for a mobie device that is capable of recening text messages Camer senice charges may apply for this option
7 Interactive Voice Response (IVR)
The IVR option will communcate your Security Code through a vosce message that will be sent drectly 10 your phona. The cpton requires
you 10 provide a vakd ten (10) dgts US phone number and (Optional) extension that will be used dunng logn 10 cblain the Secunty Code

f::%mmimmw‘manfwdm'w»m astensks™ | period " comma "’ ; pound ‘¥ followed by numenc 0109 For example
4835554444 111

To access the apphe 3ton you must enter the provided Securty Code on the logn page. Carmer service charges may apply for this opton
7 E-mail

The E-mad addeess on your profie will be used when regrstenng for Muib-Factor Authentcason (MFA) using E-mad opbon. When logging

"0 a secure apphication, your Security Code that is requred at the login page 'will be e-masded 1o the o-mail address on the profle

Please note that you are only allowed two aftemnpts 10 regater your MFA dovce. If you are unable 10 register your dence withn two attempts
please log out, then log back in 1o try agan

Select the MFA Device Type that you want to use to login to secure applications from the dropdown muay below.
« MFA Device Type  Ten Vasssge-Snot Message Servce 505, (V)

Enter the phone number that will be used to obtain the Securty Code.

W 227 (39 _
G

[~ R

* Phone Numbar
* MFA Device Description:  Teat

(c) If selecting Voice
Message — Interactive Voice
Response (IVR) as the MFA
Device Type, enter the Phone
Number and corresponding
Extension that will be used to
obtain the Security Code as
Phone Number and
Extension. Enter a brief
description (example: IVR) in
the field labeled MFA Device
Description and select Next.

Note: Extension is optional. You
may choose to provide a 10-digit
phone number or phone number
with an extension.

OR
MFA Option (c) Screenshot

Register Your Phone, Computer, o Eamall

Adding a Secunty Code % your logn also known as Multi-Factor Authentication (MFA) can make your Jogin more secwre by prowding an extra
Layer of protecton 1o your user name and password

You can associate the Secunty Code to your profile by regatenng your phone, computer o E-mail. Select the inks below to find out more
AormMaton about the cpaons.

7 Phone/Tablet/PCLaptop
To use the Vahdation and ID Protecton (VIP) access software on your phone, you must download the VIP Access software 10 your phone. if
you 6o not aiready have #. Select the following knk -https./im vip symantec comhoma v
To use VIP access software on your computer, you must download the VIP Access soltware, if you do not alveady have it Select the
foliowng link -hitips idpeotect vip symantec conydeskson/dosniond v

7 Text Message Short Message Service (SMS)
The SMS option wal send your Secunty Code directly 1o your mobde dewvice via text message This opSion requires you 1o peovide a ten (10)
digits U'S. phone number for a mobde device that 1s capable of recening text messages. Carner service charges may apply for ths option

7 Interactive Voice Response (IVR)
The IVR option will communicate your Secunty Code through a voice message that will be sent deoctly 10 your phone. The option requres
you to provide a vald ten (10) digts US phone number and (Opbonal) extension that wil be used dunng logn 1o obtan the Security Code
The extension may begn with any one of the following: astensks'™ | penod *'
4335554444 1112
To access e appicabon you must enter the prownded Secunty Code on the logn page. Camer service charges may apply for #us option
¥ E-mail
The E-maid address on your peofile will be used when regestenng for Multi-Facior Authenticabon (MFA) using E-mal option. When loggng
o a secieo apphcation, your Secunty Code that 5 required at the login page will be e-maded 10 the 0-mail address on the profile

comma ', pound W followed by numenc 010 9 For example

Ploase ncte that you are only allowed two attempts to regester your MFA device. if you are unable 10 regester your dowvce within two atlempts
please log out, then log back in %0 try again

Select the MFA Device Type that you want to use to login 1o secure applications from the dropdown menu below:
- MFA Device Type: |mwacive Voce Rascorse (VR] ~]

Enter the phone rumber that will be used to obtain the Security Code.
87 345 2423 Extension 242

]

* Phone Number:

« MFA Device Descngtion: IVR

N B - Lo

If you have questions or need assistance regarding MFA, please contact your Application Help Desk.
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7. (d) If selecting E-mail as the
MFA Device Type, the E-mail
address on your profile will
be automatically used to
obtain the Security Code.
Enter a brief description
(example: E-mail) in the field
labeled MFA Device
Description and select Next.

Note: The E-mail address cannot
be changed at the time of MFA
device registration. It can only be
changed using the 'Change E-
Mail Address' option from the
‘Change My Profile’ menu.

OR
MFA Option (d) Screenshot

Register Your Phone, Computer, or E-mail

Addng a Security Code 1o your logn ai50 known as Mult-Factor Authentication (MFA) can make your logn more secure by providng an extra
tayer of protechon 10 your user name and passwoed

You can associate the Secunty Code 10 your profile by regestenng your phone. computer or E-mad. Select the lnks balow 1 find out more
mfoemabon about the apbons

7 Phone/Tablet/PCAL
To use the Validation and ID Protaction (VIP) access software on your phone, you must download the VIP Access softaare to your phooe, d
you do not alveady have it Select the followng ek -hifips /m vip symantec comhome v

To use VIP access software on your computer, you must downioad the VIP Access software,  you do not already have 2. Select the
following ink -hitps Mdorotect vip symanies ccaydeskiopidownioad v

7 Toxt Message Short Message Service (SMS)
The SMS opbon will send your Securty Code diractly 10 your mobde device via 10Xt mes5age. This opbon roquires you to provide a ten (10)
digits US. phone number for a mobde device that i capable of recerving text messages. Camor service charges may apply for s option

7 Interactive Voice Response (IVR)
The IVR option will communicate your Secunty Code through a voice message that will be sent directly 1o your phona. The option requires
you % provide a valid ten (10) dgits U S. phone number and (Optional) exdensson that will be used dunng login to obtain the Securty Code
The extenson rvu_; begin with any cne of the following: astensks™ | period '* . comma "' ; pound 'W followed by numeric 0 1o 9. For example
4885554444 1112
To access the apphcation you must enter the provided Secunty Code on the login page. Camer senice charges may apply for this option

7 E-mall
The E-mad address on your profile will be used when regrstenng for Multh-Factor Authentication (MFA) using E-maid option. \When loggng
Into 3 secure appiicabon, your Secunty Code that & requred 3t the logn page will be e-maded to the e-mad address on the profile
Please note that you are only allowed two atlempts 10 register your MFA device If you are unable %0 regester your device withn two atlernpts
please log out. then log back in 10 try agan

Select the MFA Device Type that you want to uze 1o login to secure applications from the dropdown menu below.
« MFA Dovico Type  E-ow ~]

E-mal Address.  laluru@gssinc.com =
The E-mad 2ddress on your profile will actomatically be used for the E-mall option.Your e-mall address cannct be changed at
the time of MFA registration. Yo change your E-madl please select 'Change E-Mal Address’ from the 'Change My Profile’ menu.
* MFA Device E-mall _
Descnpton

I G =

8. Your registration for the MFA
is now complete. Select OK to
be directed to your My Profile

page.

Note: You will receive an E-mail
notification for successfully
registering the MFA device type.

ngﬁ Enterprise Portal

My Portal

CMS Portal > EIDM user menu page > My Profile

creen reader mode OFf | Accessibility Settings

7 Change My Profile

Change E-mail Address

Change Phane number

Change Challenge Questions and Answers
Change Address

View My Profila

Change Password

Reqister Your Phone, Computer. or E-mail
Remave Your Phone or Computer

Register Your Phone, Computer, or E-mail

You have successfully registered your Phene/Computer/E-mail to your user profile

D 6=

If you have questions or need assistance regarding MFA, please contact your Application Help Desk.
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