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1. Introduction 

The Centers for Medicare & Medicaid Services (CMS) Enterprise Portal project supports the 
implementation of a viable and effective portal program. The essence of the CMS Enterprise 
Portal strategy is the user interface (UI) presented by a portal as an ñIntegration Glass,ò a single 
window through which users may see and access information and applications from multiple 
sources, based on each individual userôs roles and permissions. A portal combines and displays 
content and forms from multiple applications and information sources, supports users with 
navigation and cross-enterprise search tools, supports simplified sign-on, and uses role-based 
access and personalization to present each user with only relevant content and applications. 
Portal benefits include enhanced productivity, efficiency, workflows, communication, and the 
exchange of ideas among CMS user communities.  

The CMS Enterprise Portal UI was originally designed in 2011. CMS Enterprise Portal has 
grown significantly since that time, adding content and features. The CMS Enterprise Portal UI 
is currently being redesigned to address the following goals: 

¶ Simplify logon process 

¶ Improve user experience 

¶ Improve responsiveness 

¶ Upgrade the CMS Enterprise Portalôs authentication mechanism, Enterprise Identity 
Management (EIDM)  

This User Manual provides the information necessary for users to effectively use CMS 
Enterprise Portal. This document will be updated as new features and functionality are added to 
CMS Enterprise Portal. 

There are no privacy or security concerns for this document because it does not contain any 
Personal Health Information (PHI) or Personally Identifiable Information (PII). 
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2. Overview 

CMS Enterprise Portal is the common user presentation layer providing a secure, browser-
based, centralized point of entry for users to access the underlying data. CMS Enterprise Portal 
logically consolidates information and business functions, helping to ensure consistent delivery 
and presentation of information across the user base. Users can collaborate; share queries and 
reports; use browser-based reporting applications; manipulate data and information; and save 
that data and information in the Portal layer, all without having to exit the Portal to use other 
applications. CMS Enterprise Portal allows for a common gateway for applications, data query, 
analysis, and reporting needs for a variety of users. This flexible, convenient, and 
comprehensive access to data promotes activities across the CMS enterprise, and increases 
the overall return on investment in the modern CMS data environment. 

2.1 Conventions 

This document provides figures and corresponding narrative to describe how to use CMS 
Enterprise Portal. There are no specific stylistic commands or syntax used within this document. 
Typically, a direction or step is described, followed by a screen print that shows the 
corresponding action or result. 

2.2 Cautions & Warnings 

The following items should be considered prior to accessing CMS Enterprise Portal: 

¶ CMS Enterprise Portal users are provisioned by the Enterprise User Administration 
(EUA) process and the Enterprise Identity Management (EIDM) process. Users must 
have their CMS identifier (ID) added to the relevant Portal job code or role (additional 
information is in Section 3.2 - User Access Considerations). 

¶ CMS screens are designed to be viewed at a minimum screen resolution of 1024 x 768.  
For optimal performance, screen resolution should be set to 1920 x 1080. 

¶ Pop-up blockers must be disabled prior to attempting access to CMS Enterprise Portal. 

¶ JavaScript must be enabled. 
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3. Getting Started 

This section provides information about setting up, accessing, navigating, and exiting CMS 
Enterprise Portal. 

3.1 Set-up Considerations 

CMS screens are designed to be viewed at a minimum screen resolution of 1024 x 768. For 
optimal performance, screen resolution should be set to 1920 x 1080. The following additional 
considerations optimize access to CMS Enterprise Portal: 

¶ Disable pop-up blockers prior to accessing CMS Enterprise Portal. 

¶ Use one of the following browsers with JavaScript enabled: 

ï Internet Explorer (IE), version 11.0 or higher  
ï Chrome (recommended for optimal performance) 
ï Firefox 
ï Safari 

The only computer input device needed to access CMS Enterprise Portal is a keyboard; a 
mouse is not required, although it is recommended. For output devices, a monitor is required. A 
computer printer is also a required output device if a user wishes to print any portion of CMS 
Enterprise Portal.  

3.2 User Access Considerations 

CMS Enterprise Portal users are provisioned by the EUA process or the EIDM process, 
depending on the application(s) they will be accessing.  These provisioning processes are 
described in Section 3.2.1 - EUA Process and Section 3.2.2 - EIDM Process. CMS Enterprise 
Portal users can only view the applications to which they have been granted access through the 
respective job code(s). 

3.2.1 EUA Process 

For applications provisioned via EUA, if a user does not have a CMS user ID or the proper 
Portal job code, they must file a EUA workflow request by completing an application for access 
to CMS computer systems. An online version of that application can be found at the following 
URL: http://www.cms.gov/InformationSecurity/Downloads/EUAaccessform.pdf 

This application is used to request access to any of the job codes that will relate to CMS 
Enterprise Portal and the applications it hosts. If access is granted, the user will be notified by e-
mail with the appropriate job code and/or CMS user ID. 

Note: CMS user IDs created using the EUA process are exactly four characters in length. 

If the user already has a CMS user ID and password provisioned via EUA and wishes to change 
the password, click the link below, follow the log-in procedures, and click on the Change My 
Password link after signing in: 

¶ https://eua.cms.gov/iam/im/pri/   

The EUA process is described at:  

http://www.cms.gov/Research-Statistics-Data-and-Systems/CMS-Information-
Technology/InformationSecurity/EUA.html.  

http://www.cms.gov/InformationSecurity/Downloads/EUAaccessform.pdf
https://eua.cms.gov/iam/im/pri/
http://www.cms.gov/Research-Statistics-Data-and-Systems/CMS-Information-Technology/InformationSecurity/EUA.html
http://www.cms.gov/Research-Statistics-Data-and-Systems/CMS-Information-Technology/InformationSecurity/EUA.html
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3.2.2 EIDM Process 

For applications provisioned via EIDM, if a user does not have a CMS user ID, they must 
register for a CMS account from the landing page of CMS Enterprise Portal by clicking on the 
New User Registration link. Detailed steps are in Section 4 - Registering for CMS Enterprise 
Portal. 

Note: CMS user IDs created using the EIDM process are a minimum of six and maximum of 74 
characters in length. 

Once an EIDM user is registered and logged into CMS Enterprise Portal, they can view and 
change profile information and request access to applications by clicking the My Profile and My 
Access links, respectively, in the Welcome drop-down menu displayed in the top navigation bar. 

3.3 Accessing the System 

To access CMS Enterprise Portal, open a browser window (refer to the list of approved 
browsers in Section 3.1 - Set-up Considerations) and type the following URL into the address 
bar: https://portal.cms.gov (Internet) or https://portal.cms.cmsnet (CMS VPN or CMS network). 

The system displays the CMS Enterprise Portal public landing page, as shown in Figure 1: CMS 
Enterprise Portal Public Landing Page. 

https://portal.cms.gov/
https://portal.cms.cmsnet/
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Figure 1: CMS Enterprise Portal Public Landing Page 
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3.4 Public Landing Page 

The first page users will see when accessing CMS Enterprise Portal is the public landing page 
as shown in Figure 1: CMS Enterprise Portal Public Landing Page.  

The header is designed to contain the following navigation elements: 

¶ CMS.gov|Enterprise Portal link: Clicking this link performs a page refresh of the 
landing page. 

¶ Applications: Clicking this link allows users to select their application from a drop-down 
menu and view their application's helpdesk and support information. 

¶ Help link: Clicking this link redirects users to a help page containing general help 
information. 

¶ About link: Clicking this link displays information about CMS. 

¶ E-Mail Alerts link: CMS Enterprise Portal email alerts is a communication tool that 
allows Portal users to subscribe to notification lists which deliver important and timely 
CMS information. Users can elect to receive CMS Enterprise Portal email alerts by 
clicking the E-Mail Alerts link. 

The footer contains the Department of Health and Human Services (HHS) logo along with 
following widgets for social media: CMS Twitter, CMS YouTube, and CMS RSS Feed. 

The public landing page also provides the registration functionality for new users and login 
functionality for users who have already been authenticated. 

3.5 Session Timeout 

Session timeout occurs if users do not perform any action on the CMS Enterprise Portal site and 
remain inactive for 30 minutes. When this happens, a session pop-up message is displayed to 
the users allowing them to either stay logged in or log out from the system.  

3.6 Exiting the System 

To exit CMS Enterprise Portal, click the Log Out link located at the top-right of the page, as 
shown in Figure 2: Logging Out of CMS Enterprise Portal. The system logs the user out and 
returns to the CMS Enterprise Portal public landing page. 
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Figure 2: Logging Out of CMS Enterprise Portal 
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4. Registering for CMS Enterprise Portal 

This section provides information on how to register and create a user ID and password through 
the EIDM process. The following are the step-by-step instructions. 

1. On the CMS Enterprise Portal landing page, click the New User Registration button, as 
shown in Figure 3: New User Registration Button on Landing Page. 

 

Figure 3: New User Registration Button on Landing Page 

2. On Step #1: Choose Your Application page, select your application from the Choose 
Your Application drop-down list, as shown in Figure 4: Step 1 of New User Registration ï 
Choose Your Application. 

 

Figure 4: Step 1 of New User Registration ð Choose Your Application 

The Terms & Conditions information displays, as shown in Figure 5: Terms & Conditions 
Information Displayed on Selecting EIDM-Provisioned Application. 
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Figure 5: Terms & Conditions Information Displayed on Selecting EIDM-Provisioned Application 

Note: Terms & Conditions are displayed only when an EIDM-provisioned application is selected 
from the Choose Your Application drop-down list. Selecting an EUA-provisioned application 
displays information, as shown in Figure 6: Help Message Displayed on Selecting EUA-
Provisioned Application. 

 

Figure 6: Help Message Displayed on Selecting EUA-Provisioned Application 

3. Read the Terms & Conditions, select I agree to the terms and conditions, and then click 
Next to continue with the registration process, as shown in Figure 7: Agreeing to Terms and 
Conditions. 



CMS XLC Registering for CMS Enterprise Portal 

 

CMS Enterprise Portal User Manual  
Document Version 6.0  

10  

   
 

 

Figure 7: Agreeing to Terms and Conditions 

The Step #2: Register Your Information page displays, as shown in Figure 8: Step 2 of New 
User Registration - Register Your Information (Blank). 
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Figure 8: Step 2 of New User Registration - Register Your Information (Blank)  

4. Provide the information requested on the Step #2: Register Your Information page, as 
shown in Figure 9: Step 2 of New User Registration - Register Your Information 
(Completed). All fields are required and must be completed unless marked ñOptionalò. After 
all required information has been provided, click Next to continue.  

Note: You may click Cancel at any time to exit out of the registration process. Changes entered 
will not be saved. To go to the previous step, click the Back button. 
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Figure 9: Step 2 of New User Registration - Register Your Information (Completed) 

The Step #3: Create User ID, Password & Challenge Questions page displays, as shown in 
Figure 10: Step 3 of New User Registration ï Create User ID, Password & Challenge Questions 
(Blank). 
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Figure 10: Step 3 of New User Registration ð Create User ID, Password & Challenge Questions 
(Blank) 

5. Create and enter a user ID in the Enter User ID field based on the requirements for creating 
a user ID, as shown in Figure 11: Step 3 of New User Registration ï User ID Entered. 

Note: Instructions are displayed, in the form of tool tip, on what you are required to include in 
your user ID. 
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Figure 11: Step 3 of New User Registration ð User ID Entered 

6. Create and enter a password in the Enter Password field based on the requirements for 
creating a password, as shown in Figure 12: Step 3 of New User Registration ï Password 
Entered. Enter the same password in the Enter Confirm Password field 

Note: Instructions are displayed, in the form of tool tip, on what you are required to include in 
your password. 
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Figure 12: Step 3 of New User Registration ð Password Entered 

7. After entering the user ID and password, select a question in the Select Challenge 
Question #1 drop-down list and enter the answer you want to be saved with the question, 
as shown in Figure 13: Step 3 of New User Registration ï Create User ID, Password & 
Challenge Questions (Completed). Continue to select a question and enter an answer for 
Question #2 and Question #3. Click Next to complete the registration process. 
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Figure 13: Step 3 of New User Registration ð Create User ID, Password & Challenge Questions 
(Completed) 

The Registration Summary page displays, as shown in Figure 14: New User Registration ï 
Registration Summary. 
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Figure 14: New User Registration ð Registration Summary 

8. Review the information you entered, make any necessary changes and then click the 
Submit User button. 












































































































