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CMS Enterprise Portal QRG for Help Desk MFA Support

1. Introduction

This guide provides step-by-step instructions on how Application Help Desks can support their users for the following Multi-
Factor Authentication (MFA) related services:

e Unlock MFA device(s)
¢ Remove MFA device(s)
o Generate a One-Time Security Code

Note: This document assumes that the application user has an active CMS Enterprise Portal account, a role in <Application
Name>, and has registered for MFA in order for the Application Help Desk to provide support.

Multi-Factor Authentication (MFA)
Multi-Factor Authentication (MFA) is a security mechanism that is implemented to verify the legitimacy of a person or
transaction.

MFA requires you to provide more than one form of verification in order to prove your identity. MFA registration is
required only once when you are requesting a role, but will be verified every time you log into the CMS Enterprise
Portal.

During the MFA registration process, the CMS Enterprise Portal requires registration of a phone, computer, or e-mail to
add an additional level of security to a user’s account.

You may select from the following options to complete the registration process:

e Smart Phone: Download Validation and Identity Protection (VIP) access software on your smart phone/tablet.
You must enter the alphanumeric credential ID that is generated by the VIP access client. You will then enter the
Security Code generated by the VIP client.

o Computer: Download VIP access software on your computer. You must enter the alphanumeric credential 1D
generated by the VIP access client. You will enter the Security Code generated by the VIP client.

o E-mail: Select the e-mail option to receive an e-mail containing a Security Code required at login. You must
provide a valid, accessible e-mail address.

e Short Message Service (SMS): Use the SMS option to have your Security Code texted to your phone. You must
enter a valid phone number. The phone must be capable of receiving text messages. Carrier charges may apply.

o Interactive Voice Response (IVR): Select the IVR option to receive a voice message containing your Security
Code. You must provide a valid phone number and (optional) phone extension.

For registering MFA devices, refer to the following EIDM Quick Reference Guides:

o EIDM QRG — Users Adding MFA to Application Role
o EIDM QRG — User Login

For accessing the ‘User Details’ page, refer to the following EIDM Quick Reference Guides:

o EIDM QRG — Help Desk Manual LOA Updates

If you have questions or need assistance regarding MFA, please contact your Application Help Desk
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2. Step-by-Step Instructions to Unlock a Registered MFA Device

This section outlines the steps Application Help Desk Users, Application Approvers, and EIDM Help Desk Users take to

unlock a registered phone, computer, or e-mail address. Please follow each step listed below unless otherwise noted.

Steps

Screenshots

1. Go to https://portal.cms.gov/ and
select Login to CMS Secure Portal
on the CMS Enterprise Portal.

Note: The CMS Enterprise Portal
supports the following browsers:
Internet Explorer 8, 9, 10, and 11,
Firefox, Chrome, and Safari.

Home | AboutCMS | Newsroom | Archive | @ Help & FAQs | /. Email | . Print

CMS,gOV Enterprise Portal

Centers for Medicare & Medicaid Services Leam sbout your hesthoare ootions | sexencusg

Health Care Quality System

CMS Portal > Welcome to CMS Portal

‘Welcome to CMS Enterprise Portal _, CMS Secure Portal
/ - To log into the CMS Portal a CMS user
- sccount is required.
Portal
Eorgot User 1ID?

Forgot Password?
New User Registration

The CMS Enterprise Portal is a gateway
being offered to allow the public to access a
number of systems related to Medicare J

Advantage, Prescription Drug, and other : /\(/ b
CMS programs. o

y/
/|
e et e e o
innovation Canter | s | Mcu | PECO'S | Guasy Reporting | cac

2. Read the ‘Terms and Conditions’
page and select I Accept to continue.

Healn Care Qualty Inpeovement System  PTovicer Resowrces

Terms and Conditions

OMB No 09328123 | Expwation Date: 04502017 | Pagersork Reaucton Act

You 2% 20essng 3 U S Govermment nioomancn syatem. which iInCludes (1) s computer, (2) T computer metwork, (1) 3l COMPUINTS CONNCING 10 IS neteon:
300 (4) 30 OrVCes 00 2308 MG BRCANG 15 Tl HATRONK O 10 B COMOUTNC 0N 1N M. Thel FIDImaton fysiems & rowoRt K U S Covernment-aumoree
e ONYy

UNSUENOrDed o sngro0er ute Of I S0 Mdly feSull 1 O OAnary SC00N. B8 Wil 3% OV ANd CAmnal (eratien

By g T Moemuton Stem pou UOeriand Ind Consent 10 Pe Biowny

You Rave 7O 'eanonatie e tation of DOvacy Mgarang 2%y COMMUNKINON of St Taratng or $5ored on B riormaton yyiem

AL any Seme, and 100 30y WA GOVemment SUPOSE, 1H6 JOVOITant My MONRDE, IMINCeRt, 3nd S037UN 300 S6T0 30y COMMUNK 00N Of Gata TANSENg of 51000 00
vy NAOTREON Yystem

ATy COMMUNCITON OF Gatd YANSONG Of SI0Ned 0N T8 NEMNON Sy5em May Do 0SC0sed O Ules Kr 31y IWis GOvernment Dupose.

TO ConBNUe, yOU MUSt CCEEt The M 30d CONGRONS I pOU SOCIND. pOUr OO Wl SUADMaNG 8 e LN oied

-— @D GT5D

If you have questions or need assistance regarding MFA, please contact your Application Help Desk
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Steps

Screenshots

3. Enter your User ID and select Next.

o | ot it | bewnrnom | i | ) viede & Pt | L Bt | L Pt

CMS_QDV | Enterprise Portal

Centers for Madicare & Medicaid Sensces

Haalmh Cacw Craality Impwcwmand Syutem  Provider Hescurcen

Welcome to CMS Enterprise Portal

-_—) GITED G

4- i - AL durd
e 3 K COUNET S0 T W - N LT PR

Enter your Password, select an MFA
Device Type from the drop-down,
enter the Security Code, and select
Log In.

Note: The ‘Security Code’ for the ‘E-
mail” and ‘One-Time Security Code’
options expires in 30 minutes. The
‘Security Code’ for the other MFA
device types expires in 10 minutes. If
you are unable to enter the code
within the period, you will need to
request a new one.

If you do not have access to your
registered MFA device, please refer
to the ‘User Login’ ORG for step-by-
step instructions on how to register
an MFA Device.

~ Welcome to CMS Enterprise Portal

Enter Secernty Code
As ty code is ¢

5 your Mult-Factor Authenbcation (MFA) dewce

When enterin Code oy s “pire in 4 of time

Unable 10 Access Securnity Code?

tf you are unable to sccess & Secur

o will be directed sway

Need 10 Reginter an MFA Device?

I you have not reguatered an MFA device and would like 2o 40 30 now, you may use the Reguater MFA Devce’ bnk. For securdty purposes you
will be procpted 1o 1ogin Soan and answer your cAalnge auestions before registenng an MFA devce
#v-z;:'.- e Type: Select MFA Devee Tpe v

If you have questions or need assistance regarding MFA, please contact your Application Help Desk
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Steps

Screenshots

4a. If you select Phone/Tablet/PC/
Laptop as the ‘MFA Device Type’,
enter the VIP Access software’s
‘Security Code’ as the MFA Security
Code and select Log In.

¥ VIP Access

"Credential ID

VSHM49586924 c

SecurityCode ~ @22|

|
533515 ¢ i
U=

Pasaword: sssssssses

MFA Device Type: Phone/TablevPC/Laptop v
The Security Code for the Phone/T ablet/PC/Laptop willl expire in 10 minutes

- Security Code: 31082

Log In

Eorgot Password?

Unable to Access Security Code™

Register MEA Device

4b. If you select Text Message — Short
Message Service (SMS), Interactive
Voice Response (IVR), or E-mail as
the ‘MFA Device Type’, select Send
to receive the code on the selected
MFA device type.

Enter the code in the Security Code
field and select Log In.

MFA Device Type: | Interactive \oice Response (IVR) r

The Security Code for the Interactive Voice Response (IVR) will expire in 10 minutes.

B ccurity Code: 312455
= [ cancel

Forgol Password?
Unable to Access Security Code?

Register MF A Device

If you have questions or need assistance regarding MFA, please contact your Application Help Desk
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Steps

Screenshots

4c. If you select One-Time Security

Code as the ‘MFA Device Type’,
enter the code you receive either in
the e-mail sent to your registered e-
mail address via the ‘Unable to
Access Security Code?’ link or from
your Application Help Desk in the
Security Code field and select Log
In.

Password: sssesseses

MFA Device Type: One- Time Security Code v
The Security Code for the One- Time Security Code will expire in 30 minutes.

‘ Security Code: 234211

- GEETED GE==ND

Forgot Password?

Unable to Access Security Code?

Reqgister MFA Device

Locate the ‘Welcome <First> <Last>’
drop-down list in the top-right corner
of the page and select My Helpdesk.

(U rrogmme
gov|

=

Wy P

CS P+ My Porst

Request Access

Uit Tt S Bt 50 Aguedl ACOrs %0 SyilemaiAson Ao

Contact Help Desk

[Welcome to CMS Enterprise Portal
5

The Enterprisve Portat combines and duplrys content and fomms rom muligle agoicatons,

SUPPOMS WS WEN RSN and CAsS Search G008, SUDDOTES SATOMES SGN-0n.

AN uses 10M-Dased BCCSS AN PArSONARZAton 10 present each User Wit Only relevant coment
ant sppieations The veucn of B Entarpene Poral i 30 peovide “one-410p Ihappng”

CAPADAt 10 IMErove CUMMAr BXpINeNce and satalacton

Application Access

There are several ways 1o manage sccess o
b s the CMS Enterprise Portal -

Toget %2 agpe Advinces Provider Seresneng (AP S) g Dusd f or mioes

@ oy LA 90 % 7

Enter the wuser’s details on the
‘Application Search’ page and select
Search.

Note: Use this to search and manage
user accounts under your authority.
You must select at least the
Application to perform a search.
Only the first 1,000 results will
display.

Enterprise Search

Application Search £

User 1D E-mail Address
First Name Last Name
Date of Birth Last 4 digits of 55N

Account Status User Status
State
Application®

Role

If you have questions or need assistance regarding MFA, please contact your Application Help Desk
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Note: The option to select ‘Manage
MFA Device’ is also available on the
‘User Details’ page.

Steps Screenshots

6a. If you are unable to locate a user in e

‘Application Search’, you can select Application Search “

‘Enterprise Search’, enter the user’s _

details, and select Search. - e

Note: Use this to search and manage S

user accounts in the CMS Enterprise

Portal. This search option is intended

for helping users who may have

called the wrong Help Desk or may

not have an application role, etc. You

must enter at least the User ID (or)

E-mail Address (or) a combination of

First Name (and) Last Name to

perform a search. The results will

only display if 10 or fewer results

match the criteria.

[ scorch [
—— | o
) B3 -

7. Select Manage MFA Device from EnterprizeSearch

the ‘Actions’ drop-down list. Application Search -

rocket13
Showing 1 of 1 matching records in Eligibility and Enrollment Medicare Online (ELMO)

SortBy  UseriD

j In | Ascending j sort

UserID User Details Status. Role Actions

Export Results

ROCKET13 Name: sally smith Account: Unlocked ELMO Systems Users Administrator e

Email: chiohnson@assinc com User: Active Reset Password
State: MD Disable User

W | Vansee VA Devce

Resu\[s?gr?agej First Previous Next Last Showing Page 1j of1

If you have questions or need assistance regarding MFA, please contact your Application Help Desk
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Steps

Screenshots

7a. Select the User ID to go to the ‘User

Details’ page.

Showing 1 of 1 matching records in Eligibility and Enrollment Medicare Online (ELMO)

M o ascencing [v] sort

UserID User Details Status. Role Actions

ROCKET13 4l S j

SortBy | UserID Export Results

Account: Unlocked
User: Active

Name: sally smith ELMO Systems Users Administrator
Email: chichnson@gssinc.com

State: MD

Resu\(s?zr?agsj First Previous Next Last Showing Page wj of1

7b. Select Manage MFA Device.

Update LOA Disable User ResetPassword Manage MFADevice Remove Role/Attribute Back To Search

USER DETAILS: ROCKET13

SALLY SMITH

wBASIG INFORMATION

First Name: sally Last Name: smith

Middle Name: Display Name: sally smith

Suffx E-mail Address. chiohnson(@qssinc com
User ID: ROCKET13 Last 4 digits of SSN. 5555

Date of Birth 02/02/1950 Professional Credentials

Title

«|PERSONAL CONTACT INFORMATION

U.S. Home Address

Home Address 1 321 sandy road Home Address 2

City: gaithersburg State: MD

Zip Code: 20879 Zip Code Extension

Country Primary Phone Number 2406669999

Select the checkbox corresponding to
the locked MFA device and select
Unlock MFA Devices.

Note: The option to Unlock MFA
Devices is enabled only if there is an
MFA device for the user with the
locked status.

Manage MFA Device: PVPQRSUSER2

MFAID: pupgrsvser
Select Al Credential IDiPhone MFA Device Description MFA Device Type MEA Device Stats Registered On
NumbedE-mail
12032501169 Mabile SMS_OTP LOCKED 06/0172016 1:00 PM
VSST38826952 045137 STANDARD_OTP ENABLED 051252016 2:43 PM

‘ Unlock MFA Devices  Remove MFADevices  Generate Security Code  Cancel

Select OK to confirm unlocking the
registered MFA device.

OR

Select Cancel to return to the

‘Manage MFA Device’ page.

Note: If the selected device(s) is
already in Enabled status, an error
message will be displayed.

Manage MFA Device: PVPQRSUSER2

‘A you sure you wan! o unlock the following MFA Device(sy
Cradental ID- 12034501169

’ 0K Cancel

If you have questions or need assistance regarding MFA, please contact your Application Help Desk
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Steps Screenshots

10. A success message displays. Select ETT—
MFA deiced]s) has been uniocked suctesshully
= .

If you have questions or need assistance regarding MFA, please contact your Application Help Desk
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3. Step-by-Step Instructions to Remove a Registered MFA Device

This section outlines the steps Application Help Desk Users, Application Approvers, and EIDM Help Desk Users take to
unlock a registered phone, computer, or e-mail. Please follow each step listed below unless otherwise noted.

Steps Screenshots
1. Go to https://portal.cms.gov/ and e e e e e
select Login to CMS Secure Portal CMSQOV |E”'e'p”se Portal = e ———
on the CMS Enterprise Portal. Centers for Medicare & Medicaid Services Leam sbout your hestheare optons | | swrencasgr
Health Care Quality Improvement System  Provider Resources

Note: The CMS Enterprise Portal CMS Portsl > Welcome to CMS Portal

supports the following browsers: i

Internet Explorer 8, 9, 10, and 11, Welcome to CMS Enterprise Portal

Fi refox, Ch rome, and Safari. The CMS Enterprise Portal is a gateway / - Tolog into the CMS Portal a CMS user

account is required.
being offered to allow the public to access a -
number of systems related to Medicare ‘ 8 Login to CMS Secure
Advantage, Prescription Drug, and other : /{ { Poria
CMS programs. \ 4
/
innovaion Caner | MLMs | Mou | PECO'S | Guasity Reporing | caxc
2. Read the ‘Terms and Conditions’ P Care Conity oevement Sysiom| | Provide: Rasosmcas

page and select I Accept to continue.

OMB No 0933920 | Expwation Date 04502017 | Pagensork Reaucton Act

Forgot User 1D0?
Forgot Password?
New User Registration

YOou e a0tessan 3 U S Oovernmont ndoamancn Systim. which incluces (1) T computer, (2) T computer metwork, (3) 3 COMOURETS CONNSCING 1D IS Neteon:
B0 (4) 30 ORVCes 500 32308 MGl BRACRNC 15 Tl HRTRONK OF 19 B COMOUTNE ON 1N Mtacr. Thi FDrmaton fystems & rowoRd Xr U S Oovermanent-authored
e oMYy

LSUINADNG &F I0rooer Lo of IS S0 May HSUR I GCCnary SCICN. B8 Wil 35 CIVE 0 LImnNl (enates
By cang T Moematon Stem. pou LOeiand Ind CoNMent 10 Pe iownyg
You have 10 *ean0nabie 33 0N of DOVaCY TeGINING 37y COMMUNKINON o Sata Tamatng or §4ored on B rormaton yysem

AL any S, 3nd ¢ 20y Wi GOVMment U0, 196 JOVOYIant My MONROe, MRt 30 SXIUN 300 S6T0 ANy COMMUNK BN Of Gata Tanstng O $100ed 00
ey Nformason yystem

ANy COMMUNCITON OF CaGS YaNSONg Of SI0red 0N T8 INKEMAton Sysiem may De 0<0sed O Usesd Kr 3y GWis Govermment DUTOse

To Contnue. yOu MUst 2000t The TTs 30 CONSRIONS. I FOU COCND. pOUr 0N Wk SUADMat: a0y De Landeied

-— @D @G5S

If you have questions or need assistance regarding MFA, please contact your Application Help Desk
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Steps

Screenshots

3. Enter your User ID and select Next.

v | Aocus it | e | i | ) viete & P | L B | L Pt

CMS_QDV | Enterprise Portal

Centers for Madicare & Medicad Sendces

Haalmh Cace Craality impecwimand Syuiem Providar Hescurcen

Welcome to CMS Enterprise Portal

-_—) GLTED GETED

4- i - ANl
F 3 B OUNET CACE P W - S LT PRI

Enter your Password, select an MFA
Device Type from the drop-down
list, enter the Security Code, and
select Log In.

Note: The ‘Security Code’ for the ‘E-
mail” and ‘One-Time Security Code’
options expires in 30 minutes. The
‘Security Code’ for the other MFA
device types expires in 10 minutes. If
you are unable to enter the code
within the period, you will need to
request a new one.

If you do not have access to your
registered MFA device, please refer
to the ‘User Login’ QRG for step-by-
step instructions on how to register
an MFA Device.

~ Welcome to CMS Enterprise Portal

Enter Secerity Code
As ty code is ¢

tor Authenbcaton (MFA) dewce

Unable 10 Access Secunty Code?

tf you are unable to sccess & Security Code, you may use the ‘Unable To A

Neod 10 Register an MFA Device?

I you have not regutered an MFA device and would like to 40 30 now, you may use the ‘Reguter MFA Dewce’ bnk. For securdty purposes you
will be procegted to 15gin agan and answer your cANlnge Sueshons before registenng an NFA devce
q MFA Device Type: Select MFA Devie Tige v

If you have questions or need assistance regarding MFA, please contact your Application Help Desk
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Steps Screenshots

4a. If you select Phone/Tablet/PC/
Laptop as the ‘MFA Device Type’,
enter the VIP Access software’s :
‘Security Code” as the MFA Security Credentisl 0

Code and select Log In. VSHM49586924

¥ VIP Access

C

SecurityCode ~ @22] |

533515 ¢ i

Symantec.
Validation &

1D Protection

MFA Device Type: Phone/TabletvPC/Laptop v
The Security Code for the Phone/T ablet/PC/Laptop will expire in 10 minutes

- Security Code: 31082
i e

Eorgot Password?

Unabile to Access Security Code™

Register MEA Device

4b. If you select Text l\_/Iessage — Short Password: eessiees
Message Service (SMS),

Type’, select Send to receive the The Security Code for the Interactive \Voice Response (IVR) will expire in 10 minutes.
code on the selected MFA device
type. W Security Code: 312455

Enter the code in the Security Code — m
field and select Log In.

Forgot Password?
Unable to Access Security Code?

Register MFA Device

If you have questions or need assistance regarding MFA, please contact your Application Help Desk
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Steps Screenshots
4c. If you select One-Time Security
Code as the ‘MFA Device Type’, Password: [ssessesses
enter the code you receive either in
the e-mail sent to your registered e- MFA Device Type: One- Time Security Code L4

mail address via the ‘Unable t0| |The Security Code for the One- Time Security Code will expire in 20 minutes.
Access Security Code?’ link or from
your Application Help Desk in the T
. . = ty Code: 234211
Security Code field and select Log M

- GHETED G0

Forgot Password?

Unable to Access Security Code?

Reqister MFA Device

@rewimparas Brw

5. Locate the ‘“Welcome <First> <Last>’

drop-down list in the top-right corner CMS| cveprse o —
of the page and select My Helpdesk. e

M Pon My Porl

'Welcome to CMS Enterprise Portal
N

Uit Tt Sk Bt 5 Auedl ACOrsd S0 SyilemaiAon atons

The Enterprive Portat combines and daplys content and forms from muligle aspicatons,
50 sech ook, supparts seroMed sgnon GECTTITTIOED

10 present each User Wi only relevant coment

PEOMS WAATS WEN VOSSO nd (A0S nte

AN usas 10M-DAsed BCCeSS AN DOrsona

et appieabom The vesn of B £ rtnpene Por 1 provide “ore-Al0p WAOENy”
CADADABS 10 IMErOVe CUBMIC KXININCe 8nd Setalecton Contact Help Desk
Application Access Master Dats Massgement Hedp Desh s
comtaet MCA Supgon By el & MO8
There are several ways 1o manage sccess (o o
spplications in the CMS Enterprise Portal — Teme Aicncy e Frnday
2% e y AGvanced Provider Bioasnng (APS) Wil Onsa f o miues
: s e AP socm e
. CITIC e Desh Bt (4101 1963520

6. Enter the wuser’s details on the Enverpeise Search
‘Application Search’ page and select
Search. - [

Note: Use this to search and manage

user accounts under your authority.

You must select at least the
Application to perform a search.

Only the first 1,000 results will
display. S S

Role

If you have questions or need assistance regarding MFA, please contact your Application Help Desk
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Note: The option to select ‘Manage
MFA Device’ is also available on the
‘User Details’ page.

Steps Screenshots
6a. If you are unable to locate a user in T
‘Application Search’, you can select Application Search “
‘Enterprise Search’, enter the user’s _
details, and select Search. - e
Note: Use this to search and manage S
user accounts in the CMS Enterprise
Portal. This search option is intended
for helping users who may have
called the wrong Help Desk or may
not have an application role, etc. You
must enter at least the User ID (or)
E-mail Address (or) a combination of
First Name (and) Last Name to
perform a search. The results will
only display if 10 or fewer results
match the criteria.
[ scorcn [0
) B3 o
7. Select Manage MFA Device from Encerprizesearch
the ‘Actions’ drop-down list. Application Search “

rocker13

Showing 1 of 1 matching records in Eligibility and Enrollment Medicare Online (ELMO)

SortBy | UserID

j in —\stendmgj Sort

Export Results

User ID User Details Status. Role Actions
ROCKET13 Name: sally smith Account: Unlocked ELMO Systems Users Administrator =
Email: chiohnson@gssinc. com User: Active Reset Password
State: MD. Disable User

W | Vanage WA Device

Resu\(s?gr?agej First Previous Next Last Showing Page wj of1

If you have questions or need assistance regarding MFA, please contact your Application Help Desk
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Steps

Screenshots

7a. Select the User ID to go to the ‘User
Details’ page.

Showing 1 of 1 matching records in Eligibility and Enrollment Medicare Online (ELMO)

SortBy | UserID

Mo

ascending [v] sort

User ID

ROCKET13 il

User Details

Name: sally smith
Email: chiohnson@gssine.com
State: MD

Results Per Pagzj First

Export Results

Status. Role Actions
Account: Unlocked ELMO Systems Users Administrator

Select j
User: Active

Previous Next Last Showing Page 1j of1

7b. Select Manage MFA Device.

Update LOA

USER DETAILS: ROCKET13

SALLY SMITH

VBASIC INFORMATION

First Name: sally

Widdle Name:

Suffx

User ID: ROCKET13
Date of Birth 0210211990
Title

“/PERSONAL CONTACT INFORMATION

U.S. Home Address

Home Address 1 321 sandy road
City: gaithersburg
2Zip Code: 20879

Country:

Disable User Reset Password

Manage MFA Device Remove Role/Attribute  Back To Search

Last Name: smith
Display Name sally smith
E-mail Address: chiohnson@gssine com

Last 4 digits of SSN: 5555

Professional Gredentials

Home Address 2.
State: MD
2ip Code Extension

Primary Phone Number: 2406669999

8. Select the checkbox corresponding to
the MFA device that needs to be
removed and select Remove MFA
Devices.

Manage MFA Device: ROCKET13

MFA ID: ROCKET13

[ SelectAll  Credential ID/Phone MFA Device Description MFA Device Type MFA Device Status Registered On
Number/E-mail

=4 ‘ VSST85364434 0a1851 STANDARD_OTP ENABLED 0510212016 4:24 PM

[m} chjohnson@qssinc.com Email Email ENABLED 02/25/2016 1:40 PM

Unlock MFA Devices ~ Remove MFA Devices ~ Generate Security Code  Cancel

9. Select OK to confirm removing the
registered MFA device.

OR

Select Cancel to return to the

‘Manage MFA Device’ page.

Manage MFA Device: ROCKET13

MFA ID: ROCKET13

Credential ID; VSST85364434

Are you sure you want to remove the following MFA Device(s)? Once removed, the devices(s) will no longer be able to receive the Security Code. ‘
e

OK Cancel

10. A success message displays. Select
OK to return to the search results.

Manage MFA Device: ROCKET13

MFA ID: ROCKET13

MFA devices(s) has been removed successfully.

If you have questions or need assistance regarding MFA, please contact your Application Help Desk
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4. Step-by-Step Instructions to Generate One-Time Security Code

This section outlines the steps Application Help Desk Users, Application Approvers, and EIDM Help Desk Users take to

generate a one-time MFA security code. Please follow each step listed below unless otherwise noted.

Steps

Screenshots

1. Go to https://portal.cms.gov/ and
select Login to CMS Secure Portal
on the CMS Enterprise Portal.

Note: The CMS Enterprise Portal
supports the following browsers:
Internet Explorer 8, 9, 10, and 11,
Firefox, Chrome, and Safari.

Home | AboutCMS | Newsroom | Archive | € Help 8 FAQs | /) Emad | ) Print

CMs,gOV | Enterprise Portal

Centers for Medicare & Medicaid Services Learm sbout your heatheare options |
Health Care Quality Improvement System  Provider Resources

CMS Portal > Welcome to CMS Portal

Welcome to CMS Enterprise Portal

Saarch CMS gV
CMS Secure Portal

To log into the CMS Portal a CMS user
sccount is required.

The CMS Enterprise Portal is a gateway / -
being offered to allow the public to access a

number of systems related to Medicare ‘ 8 Login to CMS Secure
Advantage, Prescription Drug, and other : /{ Porta
CMS programs. \ 4

Forgot User 1D0?
Forgot Password?
New User Registration

/
e e T e T
innovaton Canter | MLMs | Moy | PECO'S | Guasiy Reporing | caxc

2. Read the ‘Terms and Conditions’
page and select I Accept to continue.

Healn Care Qualty Impeovement System  Povicer Resowces

Terms and Conditions

OMB No 0933920 | Expwation Date 04502017 | Pagensork Reaucton Act

YOou e a0tessan 3 U S Oovernmont ndoamancn Systim. which incluces (1) T computer, (2) T computer metwork, (3) 3 COMOURETS CONNSCING 1D IS Neteon:
B0 (4) 30 ORVCes 500 32308 MGl BRACRNC 15 Tl HRTRONK OF 19 B COMOUTNE ON 1N Mtacr. Thi FDrmaton fystems & rowoRd Xr U S Oovermanent-authored
e oMYy

LSUINADNG &F I0rooer Lo of IS S0 May HSUR I GCCnary SCICN. B8 Wil 35 CIVE 0 LImnNl (enates
By cang T Moematon Stem. pou LOeiand Ind CoNMent 10 Pe iownyg
You have 10 *ean0nabie 33 0N of DOVaCY TeGINING 37y COMMUNKINON o Sata Tamatng or §4ored on B rormaton yysem

AL any S, 3nd ¢ 20y Wi GOVMment U0, 196 JOVOYIant My MONROe, MRt 30 SXIUN 300 S6T0 ANy COMMUNK BN Of Gata Tanstng O $100ed 00
ey Nformason yystem

ANy COMMUNCITON OF CaGS YaNSONg Of SI0red 0N T8 INKEMAton Sysiem may De 0<0sed O Usesd Kr 3y GWis Govermment DUTOse

To Contnue. yOu MUst 2000t The TTs 30 CONSRIONS. I FOU COCND. pOUr 0N Wk SUADMat: a0y De Landeied

-— @D @G5S

If you have questions or need assistance regarding MFA, please contact your Application Help Desk

16



https://portal.cms.gov/

CMS Enterprise Portal QRG for Help Desk MFA Support

Steps

Screenshots

3. Enter your User ID and select Next.

v | Aocus it | e | i | ) viete & P | L B | L Pt

CMS_QDV | Enterprise Portal

Centers for Madicare & Medicad Sendces

Haalmh Cace Craality impecwimand Syuiem Providar Hescurcen

Welcome to CMS Enterprise Portal

o 4=
-~ AL Sl

F 3 B OUNET CACE P W - S LT PRI

Enter your Password, select an MFA
Device Type from the drop-down
list, enter the Security Code, and
select Log In.

Note: The ‘Security Code’ for the ‘E-
mail” and ‘One-Time Security Code’
options expires in 30 minutes. The
‘Security Code’ for the other MFA
device types expires in 10 minutes. If
you are unable to enter the code
within the period, you will need to
request a new one.

If you do not have access to your
registered MFA device, please refer
to the ‘User Login’ ORG for step-by-
step instructions on how to register
an MFA Device.

~ Welcome to CMS Enterprise Portal

Enter Secerity Code
As ty code is ¢

tor Authenbcaton (MFA) dewce

Unable 10 Access Secunty Code?

tf you are unable to sccess & Security Code, you may use the ‘Unable To A

Neod 10 Register an MFA Device?

I you have not regutered an MFA device and would like to 40 30 now, you may use the ‘Reguter MFA Dewce’ bnk. For securdty purposes you
will be procegted to 15gin agan and answer your cANlnge Sueshons before registenng an NFA devce
q MFA Device Type: Select MFA Devie Tige v

If you have questions or need assistance regarding MFA, please contact your Application Help Desk

17




CMS Enterprise Portal QRG for Help Desk MFA Support

Steps Screenshots

4a. If you select Phone/Tablet/PC/
Laptop as the ‘MFA Device Type’,
enter the VIP Access software’s :
‘Security Code” as the MFA Security Credentisl 0
Code and select Log In. VSHM49586924

¥ VIP Access

C

SecurityCode ~ @22] |

533515 ¢ i

Symantec.
Validation &

1D Protection

MFA Device Type: Phone/TabletvPC/Laptop v
The Security Code for the Phone/T ablet/PC/Laptop will expire in 10 minutes

- Security Code: 31082
i e

Eorgot Password?

Unabile to Access Security Code™

Register MEA Device

4b. If you select Text Message — Short Password: eessiees
Message Service (SMS),

Interactive Voice Response (IVR), _ — _
or E-mail as the ‘MFA Device MFA Device Type: | Interactive Voice Response (IVR) Y @
Type’, select Send to receive the The Security Code for the Interactive \Voice Response (IVR) will expire in 10 minutes.

code on the selected MFA device

type. W Security Code: 312455
Enter the Security Code and select — m
Log In.

Forgot Password?
Unable to Access Security Code?

Register MFA Device

If you have questions or need assistance regarding MFA, please contact your Application Help Desk

18



CMS Enterprise Portal QRG for Help Desk MFA Support

Steps Screenshots
4c. If you select One-Time Security
Code as the ‘MFA Device Type’, Password: [ssessesses
enter the code you receive either in
the e-mail sent to your registered e- MFA Device Type: One- Time Security Code L4

mail address via the ‘Unable t0| |The Security Code for the One- Time Security Code will expire in 20 minutes.
Access Security Code?’ link or from
your Application Help Desk in the T
. . = ty Code: 234211
Security Code field and select Log M

- GHETED G0

Forgot Password?

Unable to Access Security Code?

Reqister MFA Device

@rewimparas Brw

5. Locate the ‘Welcome <First> <Last>’

drop-down list in the top-right corner CMS| cveprse o —
of the page and select My Helpdesk. e

M Pon My Porl

'Welcome to CMS Enterprise Portal
N

Uit Tt Sk Bt 5 Auedl ACOrsd S0 SyilemaiAon atons

The Enterprive Portat combines and daplys content and forms from muligle aspicatons,
50 sech ook, supparts seroMed sgnon GECTTITTIOED

10 present each User Wi only relevant coment

PEOMS WAATS WEN VOSSO nd (A0S nte

AN usas 10M-DAsed BCCeSS AN DOrsona

et appieabom The vesn of B £ rtnpene Por 1 provide “ore-Al0p WAOENy”
CADADABS 10 IMErOVe CUBMIC KXININCe 8nd Setalecton Contact Help Desk
Application Access Master Dats Massgement Hedp Desh s
comtaet MCA Supgon By el & MO8
There are several ways 1o manage sccess (o o
spplications in the CMS Enterprise Portal — Teme Aicncy e Frnday
2% e y AGvanced Provider Bioasnng (APS) Wil Onsa f o miues
: s e AP socm e
. CITIC e Desh Bt (4101 1963520

6. Enter the wuser’s details on the Enverpeise Search
‘Application Search’ page and select
Search. - [

Note: Use this to search and manage

user accounts under your authority.

You must select at least the
Application to perform a search.

Only the first 1,000 results will
display. S S

Role

If you have questions or need assistance regarding MFA, please contact your Application Help Desk
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Note: The option to select ‘Manage
MFA Device’ is also available on the
‘User Details’ page.

Steps Screenshots
6a. If you are unable to locate a user in T
‘Application Search’, you can select Application Search “
‘Enterprise Search’, enter the user’s _
details, and select Search. - e
Note: Use this to search and manage S
user accounts in the CMS Enterprise
Portal. This search option is intended
for helping users who may have
called the wrong Help Desk or may
not have an application role, etc. You
must enter at least the User ID (or)
E-mail Address (or) a combination of
First Name (and) Last Name to
perform a search. The results will
only display if 10 or fewer results
match the criteria.
[ scorcn [0
) B3 o
7. Select Manage MFA Device from Encerprizesearch
the ‘Actions’ drop-down list. Application Search “

rocker13

Showing 1 of 1 matching records in Eligibility and Enrollment Medicare Online (ELMO)

SortBy | UserID

j in —\stendmgj Sort

Export Results

User ID User Details Status. Role Actions
ROCKET13 Name: sally smith Account: Unlocked ELMO Systems Users Administrator =
Email: chiohnson@gssinc. com User: Active Reset Password
State: MD. Disable User

W | Vanage WA Device

Resu\(s?gr?agej First Previous Next Last Showing Page wj of1

If you have questions or need assistance regarding MFA, please contact your Application Help Desk
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Steps

Screenshots

7a. Select the User ID to go to the ‘User
Details’ page.

Showing 1 of 1 matching records in Eligibility and Enrollment Medicare Online (ELMO)

M i ascendng [v] st

User ID User Details Status. Role Actions

ROCKET13 il et j

SortBy | UseriD Export Results

Account: Unlocked
User: Active

Name: sally smith ELMO Systems Users Administrator
Email: chiohnson@gssine.com

State: MD

Resu\[s?erl’agzj First Previous Next Last  ShowingPage 1lv| Off

7b. Select Manage MFA Device.

Update LOA Disable User Reset Password Manage MFA Device Remove Role/Attribute  Back To Search
USER DETAILS: ROCKET13

SALLY SMITH

VBASIC INFORMATION

First Name: sally Last Name: smith
Widdle Name: Display Name sally smith

Suffx E-mail Address: chiohnson@gssine com
User ID: ROCKET13 Last 4 digits of SSN: 5555

Date of Birth 0210211990 Professional Credentials

Title

“/PERSONAL CONTACT INFORMATION

U.S. Home Address

Home Address 1 321 sandy road Home Address 2.
City: gaithersburg State: MD

2Zip Code: 20879 2ip Code Extension

Country Primary Phone Number. 2406669999

8. Select Generate Security Code.

Note: The Generate Security Code
button will be displayed only if the
user has an MFA ID. It is not
required to select the checkbox
corresponding to an MFA device in
order to generate a Security Code.

Manage MFA Device: ROCKET13

MFA ID: ROCKET13

[0 SelectAll  Credential ID/Phone MFA Device Description MFA Device Type MFA Device Status Registered On
Number/E-mail

[m] VSST85364434 091851 STANDARD_OTP ENABLED 05/02/2016 4:24 PM

[m} chjohnson{@gssinc.com Email Email ENABLED 02/25/2016 1:40 PM

4

Unlock MFA Devices  Remove MFA Devices  Generate Security Code  Cancel

9. Select a Justification from the drop-
down list and select OK.

Notes: The Justification values are:

e Unable to access device(s) -

Use when the user is unable to
access their MFA device.

o No device registered -

Use when user does not have any
registered MFA devices.

e Issue retrieving Security Code -
Use when the user is unable to
retrieve the Security Code via any
of the registered MFA devices.

Manage MFA Device: ROCKET13

MFA ID: ROCKET13

Are you sure you want to generate a Security Code for this user?
User ID: ROCKET13

Justification®

Select j ‘
* oK Cancel

If you have questions or need assistance regarding MFA, please contact your Application Help Desk
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Steps Screenshots

10. Select the Security Code Provided

to User by Phone checkbox if you

gave the user the code over the phone

and Select OK to return to the Search An e-mail with the above Security Code has been sent to the user’s registered e-mail address.
results page.

O security Code Provided to User by Phone

If you have questions or need assistance regarding MFA, please contact your Application Help Desk
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