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EIDM User Guide

1. Introduction

The Centers for Medicare & Medicaid Services (CMS) is a federal agency that ensures health care
coverage for more than 100 million Americans. CMS administers Medicare and provides funds and
guidance for all of the 50 states in the nation, for their Medicaid programs and Children’s Health
Insurance Program (CHIP). CMS works together with the CMS community and organizations in delivering
improved and better coordinated care.

What is EIDM?

CMS has established the Enterprise Identity Management (EIDM) system to provide our Business
Partners with a means to apply for, obtain approval, and receive a single User ID they can use to access
one or more CMS applications.

What is the EIDM User Guide?

This EIDM User Guide provides step-by-step instructions on how to register in EIDM, how to obtain
access to an application and request a role, and how to manage your user profile.
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2. Before You Begin

Setup Considerations

The following steps are recommended to optimize computer settings and ensure proper access to the
CMS system:

1. Screen Resolution: CMS screens are designed to be viewed at a minimum resolution of 800 x
600. Your resolution is the number of pixels your monitor displays horizontally and vertically and
is generally expressed as width times height (e.g., 800 pixels wide x 600 pixels high or 800 x
600). The more pixels that display, the better your on-screen text and images will look.

2. Plug-Ins: Verify that your computer has the latest version of JAVA and ActiveX installed.

You should verify the latest versions of JAVA or ActiveX by going to the JAVA website
(www.java.com) and Adobe website (www.adobe.com), or by contacting your internal IT

Help Desk.

3. Pop-up Blockers: Verify that your browser’s pop-up blockers are disabled.
4. Supported Browsers: EIDM supports Internet Explorer versions 8-11, Firefox, Google Chrome,
and Safari.

Verify Your Computer Settings

This section outlines the steps to verify your computer settings.

Action

ST MMl Verify your screen resolution.
Windows Vista:

Select the Start button, select Control Panel, find Appearance and Personalization, and
select Display Settings.

Ensure the correct monitor is currently selected. Note your settings below the horizontal
Resolution slider and select Cancel to leave your settings as they are.

Windows 7 and 8:

Select the Start button, select Control Panel, find Appearance and Personalization, and
select Adjust Screen Resolution.

Ensure the correct monitor is selected in the Display drop-down list. Below that list, the
Resolution drop-down list displays your setting. Note this setting and select Cancel to
leave your settings as they are.

m Install the latest version of JAVA and ActiveX.
JAVA:

Open your browser, navigate to java.com, select Free Java Download, select Agree and
Start Free Download, open the download, accept the terms, and select Install, select
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Before You Begin

Next, wait for the program to install, and select Close.

ActiveX:

Open your browser, navigate to get.adobe.com/flashplayer, select Adobe® Flash® Player
system plug-in, select Install Now, open the download, select Run, accept the terms,
and select Next, wait for the program to install, and select Finish.

m Disable you browser’s pop-up blockers.

Internet Explorer 8:

Open your browser, select the Tools button, point to Pop-up Blocker, and select Turn
Off Pop-up blocker.

Internet Explorer 9, 10, and 11:

Open your browser, select the Tools icon, select Internet options, open the Privacy tab,
uncheck the Turn on Pop-up blocker checkbox, and select OK.

Firefox:

Open your browser, select the Menu icon, select Content in the navigation pane, find
the Pop-ups section, and uncheck the Block Pop-up windows checkbox.

Chrome:

Open your browser, select the Menu icon, select Settings, select Show Advanced
Settings, find the Privacy section, select Content Settings, find the Pop-Ups section,
select Allow all sites to show pop-ups, and select Done.

Safari:

Open your browser, select the Safari button, select Preferences, open the Security tab,
find the Web content section, and uncheck the Block pop-up windows checkbox.

What you may need before you begin

Prior to requesting access, you should have received instructions from your organization or CMS
contact. The instructions should include application specific information you may need to complete the
request, such as:

e Social Security Number (SSN) / Taxpayer Identification Number (TIN)

e Legal Business Name (LBN) or Organization

e Application Name

e Application Role

e Other information specific to your application, for example, Contract Number, Gentran Mailbox,
National Provider Identifier (NPI), Organization number.

e You will have to create a user ID and password of your choosing if you do not already have a
user ID and password. EIDM allows you to create a User ID up to 74 characters; however, some
applications have restrictions on the number of characters, and special characters, you can have
in the User ID you create. Check with your CMS point of contact to identify restrictions for your
application.
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e Not every CMS application requires the same information, so it is important to get the specifics
directly from your organization or CMS contact.
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3. User Instructions

How to Register and Create a User ID and Password

This section provides information on how to register and create a user ID and password. The following
are the basic step-by-step instructions.

Action
Navigate to https://portal.cms.gov. The CMS Enterprise Portal page is displayed, as
illustrated below.

Step 1

CMs_gOV |Emerprlse Portal st | Aot G | M | D s A0y | ) Bl | Bt

Centers for Medicare & Medicald Services Lo ateet g brpkteare gptom

S A g

Sy

% Portl = Welcome 1o CMS Portal

CMS Secure Portal

Tolog i e CME Prrial s CMS user pecount i

- 8 Login to CMS Secure Portal
- TR

Earaet Uner 107
Ergst Pagpworg?
e Uses Rctigticn

Welcome to CMS Enterprise Portal

The CMS Enterprise Portal s 2 gateway being offered 1o allow
the public 1o access a number of systems related to Madicare
Advantage, Prescription Drug. and other CMS programs

Get E-Mail Alerts Non-Production

¥/

&
A e ) T e £ B e
WCU | PECOS | Quuisty Reporiing [ CHIC

CMS Provides Health Coverage for 100 Million People... E ats c0en a0y

Environments

Areacy n subscribert

Uanage iy Syl igrery
Ermy Poley
ekt bor shidren ye 10 2 s of
througn Medicare. Medicald, and the Children's Health insurance Program Ana '”rl_' |  12mnee of heokh caee ovemoe
Lot % You 2y

m Select the New User Registration link.

CMS Secure Portal

To log into the CMS Portal a CMS user account
1S required

8 Login to CMS Secure Portal

Forgot User ID?

» New User Registration
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Action

SEJEI Read the Terms and Conditions, select | agree to the terms and conditions, and then
select Next to continue with the registration process.

Terms and Conditions

Consent To Monitoring

By logging onto this website, you consent to be monitored. Unauthorized attempts to upload information and/or
change information on this web site are strictly prohibited and are subject to prosecution under the Computer
Fraud and Abuse Act of 1985 and Title 18 U.S.C. Sec.1001 and 1030. We encourage you to read the HHS
Rules of Behavior for more details.

Protecting Your Privacy

Protecting your Privacy is a top priority at CMS. We are committed to ensuring the security and confidentiality of
the user registering to EIDM. Please read the CMS Privacy Act Statement which describes how we use the
information you provide.

Collection Of Personal Identifiable Information (PII)

"Personal” information is described as data that is unique to an individual, such as a name, address, telephone
number, social security number and date of birth (DOB).

CMS is very aware of the privacy concemns around Pll data. In fact, we share your concerns. We will only collect
personal data to uniquely identify the user registering with the system. We may also use your answers to the
challenge questions and other Pl to later identify you in case you forget or misplace your User |D /Password.

| have read the HHS Rules of Behavior (HHS RoB), version 2010-0002.001S, dated August 26 2010 and
understand and agree to comply with its provisions. | understand that violations of the HHS RoB or information
security policies and standards may lead to disciplinary action, up to and including termination of employment;
removal or debarmment from work on Federal contracts or projects; and/or revocation of access to Federal
information, information systems, and/or facilities; and may also include criminal penalties and/or imprisonment.
I understand that exceptions to the HHS RoB must be authorized in advance in writing by the OPDIV Chief
Information Officer or his/her designee. | also understand that violation of laws, such as the Privacy Act of 1974,
copyright law, and 18 USC 2071, which the HHS RoB draw upon, can result in monetary fines and/or criminal
charges that may result in imprisonment.

» ‘ 1 agree to the terms and conditions [v]

=T C =)
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Action

X8 The Your Information page is displayed.

Provide the information requested on the Your Information page. The fields with an
asterisk (*) are required fields and have to be completed.

After all required information has been provided, select Next to continue.

You may select Cancel at any time to exit out of the registration process. New
information or changes entered will not be saved.

»

rYour Information

Enter your legal first name and last name, as it may be required for
identity verification.

* First Name:

Middle Name:

= Last Name: Suffix:

=

Enter your email address, as it will be used for account related communications.
* E-mail Address:

Re-enter your email address.
= Confirm E-mail Address:

Enter your full 9 digit social security number, as it may be required for identity verification
Social Security Number:

Enter your date of birth, as it may be required for identity verification
* Date of Birth:
MM DD YYYY

Enter your current or most recent home address, as it may be required for identity verification.

- Home Address Line 1:

Home Address Line 2

- City: - State: e Zip Code

Code: Extension:

Enter your primary phone number, as it may be required for identity verification.
* Primary Phone Number:

! —LIC=]

~

Country:
USA
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Action
ST After providing the required information on the Your Information page, the Choose User
ID and Password page is displayed.

Create and enter a user ID of your choice, based on the requirements for creating a user ID.

EIDM will display instructions on what you are required to include in your user ID.

Choose User ID And Password

. - User ID esmith1

* Password

* Confirm Password

Select your Challenge Questions and Answers:

Your challenge questions and answers will be required for password and account
management functions

* Question:1 * Answer:1
ol

* Question:2 * Answer.2
A I

* Question:3 * Answer.3

l¢

m Create and enter a password of your choice.

EIDM will display instructions on what you are required to include in your password.

Enter the same password in the Confirm Password field.

Note: The passwords must match before you can continue.

Choose User ID And Password

* User ID esmith1

I * Password ssssssses

* Confirm Password sssssssss

Select your Challenge Questions and Answers:

Your challenge questions and answers will be required for password and account
management functions.

* Question:1 * Answer:1
[v]

* Question:2 * Answer.2
[v]

* Question:3 * Answer.3
[v]
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Action
ST WAl After entering the user ID and password you have created, select a question of your choice
in the Select your Challenge Questions and Answers section and enter the answer you
want to be saved with the question.

Continue to select a question and enter an answer for Question 2 and Question 3.

Select Next to complete the registration process.

You may select Cancel to exit out of the registration process. New information or
changes entered will not be saved.

Choose User ID And Password

+ User ID esmith1
* Password sesenenee

* Confirm Password eeessesee

Select your Challenge Questions and Answers:

Your challenge guestions and answers will be required for password and account
management functions.

* Question:1 * Answer:1
What is your favorite radio station? l] ktes

. * Question:2 * Answer:2
What was your favorite toy when you were a child? L] ball
* Question:3 * Answer:3
What is your favorite cuisine? l] pizza

—— T C_=

TR After selecting Next, the Registration Complete page is displayed and informs you that you
will receive an E-mail acknowledging your successful registration and will include your user
ID.

Select OK to close the Registration Complete page.

Registration Complete

You have now successfully completed your registration to CMS Enterprise Identity
Management (EIDM). You will receive an E-mail acknowledging your successful
registration to EIDM and the E-mail will include your User ID.

Please wait 5 minutes before logging in. Selecting the ‘OK’ button will direct you to the
CMS Portal Landing page.

NC_ -
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How to Login

This section provides information on how to Login using your user ID and password. The following are

the basic step-by-step instructions.

Step 1

illustrated below.

CMS . gOV Enterprise Portal

Centers for Medicare & Medicaid Services

Health Care Quality Improvement System  Provider Resources

CMS Pertal > Welcome to CMS Portal

Learn about your healthcare options |

Welcome to CMS Enterprise Portal

The CMS Enterprise Portal is a gateway being offered to allow
the public to access a number of systems related to Medicare
Aavantage, Prescription Drug, and other CMS programs.

P [ FUS—p——— e i PUSe—" e P R——
MCU J PECOS | Quality Reporting ] CBIC

Information for pecple with Medicare,
CMS Provides Health Coverage for 100 Million People... : Medizare open enroliment, and beneff,
re
-gov

Information for children up to the age of
'rmﬂ.'

_..through Medicare, Medicaid, and the Children's Health Insurance Program. And 18 in need of heafth care coverage.

InsureKids|

Navigate to https://portal.cms.gov. The CMS Enterprise Portal page is displayed, as

Home | About CMS | Newsroom | @M Help & FAQs | /O Email | [, Print

\' ‘Search CMS gov )

CMS Secure Portal

To log into the CMS Portal a GMS user account is
required.

8 Login to CMS Secure Portal

FEorgot User ID?

Forgot Password?

MNew User Reqistration

Get E-Mail Alerts Non-Production

Environments
Get Email Updates
Already a subscriber?
Manage Your Subscriptions
Privaty Policy
POy You

m Select Login to CMS Secure Portal.

CMS Secure Portal

To log into the CMS Portal a CMS user account is
required.

@ Login to CMS Secure Portal

Forgot User ID?

Forgot Password?
New User Registration
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Action
Tl Read the Terms and Conditions and select | Accept to continue.

Terms and Conditions

OMB N0.0938-1236 | Expiration Date: 04/30/2017 | Paperwork Reduction Act

You are accessing a U.S. Government information system, which includes (1) this computer, (2) this computer network, (3) all computers connected to this network,
and (4) all devices and storage media attached to this network or to a computer on this network. This information system is provided for U.S. Government-authorized
use only.

Unauthorized or improper use of this system may result in disciplinary action, as well as civil and criminal penalties.

By using this information system, you understand and consent to the following

You have no reasonable expectation of privacy regarding any communication or data transiting or stored on this information system

At any time, and for any lawful Government purpose, the government may monitor, intercept, and search and seize any communication or data transiting or stored
on this information system.

Any communication or data transiting or stored on this information system may be disclosed or used for any lawful Government purpose

To continue, you must accept the terms and conditions. If you decline, your login will automatically be cancelled

=» e

m Enter your User ID and select Next to continue.

Welcome to CMS Enterprise Portal

‘ User ID
=) GEZED

Forgot User ID?
Need an account? Click the link - New user registration

CMS EIDM User Guide



User Instructions

Action

Step 5

Enter your Password and select Log In.

Welcome to CMS Enterprise Portal

- Password
- [ corca

Forgot Password?

After logging in, the Welcome to CMS Enterprise Portal page is displayed.

@romiieipaFacs & Print

My Accass
Enterprise Portal

CMS
.gov

My Proie
My Portsl  Opwn Paysments ¥
CME Portl = My Portal

TR ——

5

1 p e the lirk betow Lo requerst sccess bo SystermsdAgplications
The Enterprise Foal combines and deplays content and Forms from mullipie Applications, SUPROrtS LSArs With Navigation and Cross.

enferprise search books, supports simplfied sign-on, and uses mobe-based acoess and personalization o present each user wilth only W

refevanl conbent and applications. The vision of the Enterprise Portal s Lo provide "one-stop shopping” capabities 1o improve cuslomer

expenence and satistachion
Contact Help Desk
Application Access

FFE { HIDS | Agents & Hrokers Help Desk - Contact B

A Mirio & B
There are several ways to manage access to in the CMS e Enchange Opeations Suppor Center [XOSC] at
Portal . i ©M3 FEPSECMS hhs gov of 1-85-CME1515
1. Toget access 1o applicatons suppored by ELA oo 10 the Enterprise User Adminisiration site 4 Physician Vabue | PORS Help Desk - Contact the PVPORS
7 Togat accass 10 Appiicalions SUppOniad by FEIM 3nd LACS, chok the Requast ACcecs Now link on tha "l Irormation Center at 1-065-734-643)
3 Toreviow apphcabon access you have akready bien granted, cick the 'Ny Access’ Bk on e Wlcome ——— ACO Help Desk - Contact the ACO Infoemation Center at

e 7 the top ight comer of the papa B 1-068-724-5433 (select opion 2) f you have any questions
- bl ying the ACO Porbiel features, TTY users should call
18867345553

Dpen Pay Help Desk - Contact the Open Payments Help
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How to Request Access

This section provides basic step-by-step instructions and assistance on how to request access to an
application and a role.

If you do not have a user ID and password, you will have to register and create a
user ID and password. Please follow the steps under How to Register and Create

a User ID and Password.

Each application is different and may require you to enter or select information not indicated in the
basic step-by-step instructions in this User Guide.

What if my application requires me to provide additional information that’s not included in the basic
step-by-step instructions?

After following the instructions for How to Register and Create a User ID and Password, EIDM will
prompt you to enter or select any additional information needed, based on the application and role you
are requesting. In addition, EIDM will display help messages to assist you in completing your requests.

If you currently have a role in an application and you need to request access for
another role in the same application, please follow the step-by-step instructions
for How to Add a Role.

The Application Access Catalog

The application Access Catalog displays all the CMS applications that use EIDM services. Registered
users who are logged into EIDM can use the catalog to request access to applications, and select from a
number of additional options that are described in more detail below.

LYW @11 [i Y Qi Start typing to filter apps.. B REQUEST ADMIN ROLE SHOW ALL

ASETT is a ieb-based application that allows The Medicare Pann 8D
NGVIGUAIsS ang :’;3":!'.‘:"3 to file electro a5F AppaCcaton s 3

More Maore

Sundied Payments for Care Improvement Data
Fie Transfer

Help Desk Information

Help Desk Information ~dedSayment
703-051-8810

aseti@actionet com

Request Access Request Access Request Access
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The catalog is accessed by selecting the My Access option from the CMS My Portal home page drop-
down menu or by selecting the Request Access Now button as shown in the image below. Requesting
access is covered in more detail in the section titled How to Request a Role that follows.

@ Fortal Help & FAGs & Print [# Log Out

CMS |
"gov Enterprise Portal

My Portal

CMS Portal > My Portal

=
‘Welcome to CMS Enterprise Portal Request Access
£

. ) I Usa the link below 1o request access to
The Enterprise Portal combines and displays content and forms from multiple Systems/Applications

applications, supports users with navigation and cross-enterprise search tools, supports
Request Access Now

simplified sign-on, and uses role-based access and perscnalization to present each

user with only relevant content and applications. The vision of the Enterprise Portal is fo
pravide “one-stop shopping” capabilities to improve customer expenence and

g Contact Help Desk
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Access Catalog Features

The features listed below refer to the numbered image that follows.

1. Request Access — Request access to a particular application by selecting the Request Access
button on the application’s tile.

2. Search — Search for a particular application by typing the name of the application in the search
box on the Access Catalog title bar.

3. My Access — This panel displays information for each application for which the user has access
including:
a. Contact information for the application’s Help Desk.
b. The existing roles the user has been granted for the application.

4. Available Actions — This panel appears for each application for which the user has access. The
user can select from the following options:
a. Add a Role — Directs the user to the Request Additional Role screen to request an
additional role for the application.
b. Remove a Role — Directs the user to the View and Manage My Access screen to remove
a role from the application.
c. Other Actions — Directs the user to the View and Manage My Access screen to select
other options.

5. My Pending Requests — This section lists the pending requests for which the user has requested
access.

CQMO§ Enterprise Portal

My Portal  Markstpiace Change Utiity

CMS Portal > EIf

Start typing to filter apps. W REQUEST ADMIN ROLE My Access

MCU

Access Catalog

Help Desk Information

ASETT I 3 VWet-Dased apoication hat Siows The Medkare Parl B Drug Average Syie Price  Bundled Payments fr Care Improvement Data Flie 855-CMS-1515 (855-287-1515) Remo
mmmw,u-mm?umamxwa (ASR) appication 16 3 Gia oulection system . Transfer CMS_FEPS@CMS HHS gou e
Mare Otner Actions
Help Dask information Heip Desk Information Existing Roles
703-951-6510 S0T0Tay TErEQOTE INE Qo) MCU Tier-1 (Read Only)
l 2eeSac0e! Som

Request Accees Request Access Request £0ce8s

Aocess to s appilcation I restricted 1o Trading Connexion provides SUpplers With sacure oning
- EROE O
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User Instructions

How to Request a Role

The following are the basic step-by-step instructions on how to request access to an application and a
role, when you currently do not have a role in the application.

To request a role for one of the applications listed below, please BEGIN HERE.
e ASETT e MACPro
e ASP e MCU
e EPPE e MLMS
e ESD e Open Payments
e FFM/Training— Agents/Brokers/Assisters e SHIM
e |IC e T-MSIS
e IDHD e zONE

To request a role for all other applications, please FOLLOW THESE STEPS.

SN Navigate to https://portal.cms.gov. The CMS Enterprise Portal page is displayed, as

illustrated below.

CMS.QOV |En1erprlse Portal e | A O | Mo | 0 oAy | (0Bt | LBy

Centers for Medicare & Medicald Service: S L i
Health Care Cusbity improvement Syvimm  Provider Resous o

G Portal = Wiekcome 10 CMS Portal

Welcome to CMS Enterprise Portal F

/’ A To log Ietn e CMS Portal a CHS ver aecount s
The CIS Enterprise Portal s a galeway Deing otfered 1o allow / - requres
the public 10 access a number of systems related to Medicars - -_ 8
Login o CMS Secure Portal
Advantage, Prescription Drug. and other CMS programs ") s
4 % /
. ¥ f Erized Uer 107
Eprust Paamwarg?
e Uges Facntigtion
)
e o e £ o e
WCU | PECOS | Quality Reporting | CHIC Get E-Mail Alerts Non- Production

Environments

through Medicare. Medicald, and the Children's Health insurance Program And

m Select Login to CMS Secure Portal.

Fey Yoo
CMS Secure Portal

To log into the CMS Portal a CMS user account is
required.

-~ =)

Forgot User ID?

Forgot Password?

New User Registration

m Read the Terms and Conditions and select | Accept to continue.
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Terms and Conditions

OMB No0.0938-1236 | Expiration Date: 04/30/2017 | Paperwork Reduction Act

You are accessing a U.S. Government information system, which includes (1) this computer, (2) this computer network, (3) all computers connected to this network,
and (4) all devices and storage media attached to this network or to a computer on this network. This information system is provided for U.S. Government-authorized
use only.

Unauthorized or improper use of this system may result in disciplinary action, as well as civil and criminal penaities

By using this information system, you understand and consent to the following:

You have no reasonable expectation of privacy regarding any communication or data transiting or stored on this information system,

At any time, and for any lawful Government purpose, the government may monitor, intercept, and search and seize any communication or data transiting or stored
on this information system.

Any communication or data transiting or stored on this information system may be disclosed or used for any lawful Government purpose

To continue, you must accept the terms and conditions. If you decline, your login will automatically be cancelled

=

m Enter your User ID and select Next to continue.

Welcome to CMS Enterprise Portal

- User ID
= GEZED

Forgot User ID?
Need an account? Click the link - New user registration
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Action
S MM Enter your Password and select Log In.

Welcome to CMS Enterprise Portal

- Password ]
- [ cancar ]

Forgot Password?

m After logging in, the Welcome to CMS Enterprise Portal page is displayed.

Select the down arrow icon that appears next to your name at the top of page. Then, select
My Access from the drop-down menu to continue.

Alternately, you may select Request Access Now to continue.

@) Portal Help & FAGs

& Print

CMS$ ;
"gov Enterprise Portal

My Portal

CMS Portal > My Portal
| |

‘Welcome to CMS Enterprise Portal

Usa the link balow to request access to
Systems/Applications

Request Access Now ]

The Enterprise Portal combines and displays content and forms from multiple

applications, supperts users with navigation and cross-anterprise search tecls, supports
simplified sign-on, and uses role-based access and perscnalization to present each ‘
user with only relevant content and applications. The vision of the Enterprise Portal is to
provide “one-stop shopping” capabilities to improve customer expenence and
g Contact Help Desk

The application Access Catalog is displayed

YWt W e 11 (1] I Start typing to filter apps... B REQUEST ADMIN ROLE e/ RIS

TT is a Web-based apphcation that allons
dviduals and E'i!':)'.’.}'-i o file egstro
More

or Care Improvement Data

d Paymants for
Sie Tramster

Help Desk Information
P

Help Desk Information BundiecP symentyScms hivs gov
oy -

Request Access Request Access Request Arccess
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Action
WAl Scroll down to locate the application you need.

Alternatively, enter the first few letters of the application in the Search section and all of
the applications beginning with those letters will be displayed.

If you currently have access to one or more applications, those applications are
displayed in the My Access section. If you have pending requests, they are displayed
in the My Pending Requests section.

ccess Catalog mhl
| dmepos ETE |
DMEPOS Bidding MA/MA-PD/PDPICC PS&R/STAR ieks Desk Iformation Add Rk |
System (DBidS) e ; S E— 5 Fomow feie
Drace Vedes e P -] p - e Achom
it Existing Rokis
CHIC-Tar
v Rl s o nsi e
HESTASt e e
Bundled Payments EFT CSP -HSTP esMD ket =
taber of i Pt egmaten
EEEEeeee————
[—— R Rqorst Rsewss My Pending Requests
MDR State Exchange  The SPOT-FirstCoast  Electronic Yiow o nck b sy g sconets ol il e
(MDR) Service Options Correspondence
Referral System (ECRS)
N

After entering the first few letters of the application in Search, the applications beginning
with those letters are displayed.

offering consists of
er and includes an o

The CCIIO Enroliment Re:
System (

n and Reconc ikation
ts the CCIIO Enhan

Help Desk Information Help Desk Information

m Select Request Access for the application you need.

In the example below, we will select Request Access for the CSR (Community Based
Organization/Customer Service) application.

Access Catalog c QTS My Access
dmepos =
Help Desk Information =
The Hesth ysten Tracking Froject MSTR.  Community Based OrganizationCusiomes Sanvice Sr1-577-5331 -
Becresertat m 0
g o B e ~ el o
“atu:eﬁvﬂe-:‘::&.— s Existing Roles m . -
CBIC-Tier?

H EEE———— =
P » P R nsi e

Help Desk Information
B55-220-8424

AR bon faem
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Action
ST MO The Application Description and Select a role sections are displayed.

Select the role you need from the Select a role drop-down menu.

In the example below, we will select User.

Request New Application Access
v My Access
6 Modify Business Contact Information
’?s: View and Manage My Access Application Description: | CSR
(L) Request New Application Access Community Based Organization/Customer Service Representative.

v/Requests

4 My Pending Approvals » Select a role: |User l]

@ My Pending Requests

ST NN After selecting a role, the Request New Application Access page is displayed.

If all of your required business contact information is not on file, you will have to provide
this information before you can continue.

Required fields are marked with an asterisk (*) and an error message will be displayed, if
the information has not been entered or selected correctly, or is entered in the wrong
format.

If all of your business contact information is on file, the “Please update your
profile...” message will not be displayed and the Select a role drop-down menu will
be displayed for you to continue.

If the “Please update your profile...” message is displayed, enter the required information
and then select Next.

Request New Application Access

‘ Please update your profile to continue the request for an application access.
Name
Title: First Name: Middl

le Name: Last Name:
e L Al

Professional Credentials:

Social Security Number:

652

‘ (Business Contact Information

1 * Company Name:
ABC
* Address 1:
123 Main Street
Address 2:

* City: * State/Territory: * Zip Code Zip Code Extensior
Any Town Arkansas v] [33333
Phone
* Company Phone Number: Extension:
333-333-3333

* Office Phone Number: Extension:

333-333-3333

» Next | ] cancel |
ey
.

/
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Action
TVl After providing your business contact information, EIDM may ask you to provide some

additional information that is required for your application and the role you have selected.

Provide any additional information that is requested, enter a reason for the request in the

Reason for Request box and then select Submit.

What you may need before you begin

In the example below, we have selected the CSR application and the User role.
EIDM also needs to know the Call Center. We will select 22nd Avenue, Phoenix, AZ
from the list of Call Centers and then select the single right arrow icon. This will
move the 22nd Avenue, Phoenix, AZ Call Center to the Selected Call Center(s) box.

We will then enter the reason for the request in the Reason for Request box and select
Submit to continue the process.

Request New Application Access

Applcation Description:

CSR

Community Based Organization/Customer Service Representative.

&: | User —V-]

The user with this role is a customer service representative or staff member who

organgzation.

r. | 28th Avenue, Phoenx, AZ

Black Canyon, Phoenix, AZ
Coralvile, 1A

Corbin, KY

Lawrence, KS

Palmetto, Lawrence, KS
Palmetto, Richmond, VA
Richmond, VA

Senture, Monticello, KY
Tampa, FL

Needed for the role.

»

22nd Avenue, Phoenx, AZ

P
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Action

Stepils After selecting Submit, the Request New Application Access Review page is displayed.

Review the information displayed. Select Edit to modify the information.

Select Submit to submit the request for approval.

You may select Cancel to exit out of the Request New Application Access process.
New information or changes entered will not be saved.

In the example below, the information is correct. We will select Submit to submit the
request for approval.

» Request New Application Access Review

Community Based Organizabon /Customer Service Representative.

Business Contact Information

¥ Mame

<
‘Phone

Role Selected: User
Role Description The user with this role 5 & Customer service representative or staff member wi
Cal Center: 28th Avenue, Phoenix, AT 22nd Avenue, Phoenix, AZ

Black Canyon, Phoerix, AZ

Coralvile, 1A

Corbin, KY

Lawrence, KS 22
Palmetto, Lawrence, K5

Palmetto, Richmond, VA

Richmond, VA

Senture, Monticello, KY

Tampa, FL

Reason for Reauest Moo dad for the rok.

ancel
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Action
Step 14 . . N .
After selecting Submit, the Request New Application Access Acknowledgement page is

displayed.

The acknowledgement page displays the tracking number for the request and informs
you that you will receive an E-mail when the request has been processed.

1. If you have submitted a request for a role in an application where a CMS 4-
character Resource Access Control Facility (RACF) is used for identification and
verification, you may have to change your password and create and enter an 8-
character password the next time you log in, after your request has been
approved. An 8-character password may be required for applications that use
RACF IDs.

Select OK to close the acknowledgment page.

Request New Application Access Acknowledgement

Your EIDM request has been successfully submitted.
The tracking number for your requests is:
» 16928 - Call Center - 22nd Avenue, Phoenix, AZ

Please use this number in all correspondence concerning this request.
You will receive an email once your request has been processed.

|

To request a role for one of the applications listed below:

Applications

e ASETT e MACPro

e ASP e MCU

e EPPE e MLMS

e ESD e Open Payments
e FFM/Training— Agents/Brokers/Assisters e SHIM

e |C e T-MSIS

e IDHD e zONE

Please FOLLOW THESE STEPS:

Action

SN Navigate to https://portal.cms.gov. The CMS Enterprise Portal page is displayed, as
illustrated below.
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CMS.QOV | Enterprise Portal

hrrar | Mgt SN | Mo | D B EAD, |
Canters for Medicare & Madicald Services

el | LB
Lear abeut o beolteare cption S A g
Sy

% Portl = Welcome 1o CMS Portal

.!,—
E‘Velmme to CMS Enterprise Portal

CMS Secure Portal

To log rin e S Portal & M5 vaer secount i
requres

8 Login to CMS Secure Portal
Eosat oo 107

Eoragt Pammmoeg

The CMS Enterprise Portal 5 3 gateway being offered 1o allow / -
the public 1o access a number of systems related to Medicars

Advantage, Prescription Drug. and oiher ChS programs.

Mo Upes Rctration

Get E-Mail Alerts Non - Production
Environments

CMS Provides Health Coverage for 100 Million People... o =T e =
Uanpee vinr Sutmeigmory
informgtion dr chicesn 1 10 e pot of s
through Medicare, Medicaid, and the Children's Health insurance Program Ana m |:' rl‘f;; m;‘{;n;.{ﬂ’; Iﬂ.hﬂﬂ:ﬂ
s manin i e e e i o e S I urekids| ey You 3N
m Select Login to CMS Secure Portal.

CMS Secure Portal

To log into the CMS Portal a CMS user account is
required.

» © Login to CMS Secure Portal

Forgot User ID?

Forgot Password?

New User Registration

w Read the Terms and Conditions and select | Accept to continue.
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User Instructions

Terms and Condi

(0) 15

OMB N0.0938-1236 | Expiration Date: 04/30/2017 | Paperwork Reduction Act

You are accessing a U.S. Government information system, which includes (1) this computer, (2) this computer network, (3) all computers connected to this network,
and (4) all devices and storage media attached to this network or to a computer on this network. This information system is provided for U.S. Government-authorized
use only.

Unauthorized or improper use of this system may resultin disciplinary action, as well as civil and criminal penalties.

By using this information system, you understand and consent to the following:

You have no reasonable expectation of privacy regarding any communication or data transiting or stored on this information system.

At any time, and for any lawful Government purpose, the government may monitor, intercept, and search and seize any communication or data transiting or stored
on this information system.

Any communication or data transiting or stored on this information system may be disclosed or used for any lawful Government purpose.

To continue, you must accept the terms and conditions. If you decline, your login will automatically be cancelled

m Enter your User ID and select Next to continue.
me to CMS Enterprise Portal

‘ User ID
- GEZED

Forgot User ID?
Need an account? Click the link - New user registration

Enter your Password and select Log In.
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Welcome to CMS Enterprise Portal

- Password ]
= [ e

Forgot Password?

After logging in, the Welcome to CMS Enterprise Portal page is displayed.

Select the down arrow icon that appears next to your name at the top of page.
Then, select My Access from the drop-down menu to continue.

Alternately, you may select Request Access Now to continue.

@ Portal Help 2 FAQs

&5 Print
CMS |cnterr
"gov Enterprise Portal

My Portal

CMS Pordal > My Portal
i |

‘Welcome to CMS Enterprise Portal

Usa the link below to request access to
Systems/Applications

The Enterprise Portal combines and displays content and forms from multiple

applications, supports users with navigation and cross-enterprise search tocls, supports
B o ;. iy Request Access Now
simpiified sign-on, and uses role-based access and perscnalization to present each

user with only relevant content and applications. The vision of the Enterprise Portal is to

provide “one-stop shopping” capabilities to improve customer expenence and
o Contact Help Desk

The application Access Catalog is displayed.
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AT e =1 [ QS tart typing to filter apps. . ® REQUEST ADMIN ROLE |[EGEUFIRE

Request Access Request Access Request Access

access to ther M

Request Access Request Access Request Access

Scroll down to locate the application you need.

Alternatively, enter the first few letters of the application in the Search section and
all of the applications beginning with those letters will be displayed.

The applications are listed by their acronym not their full name. You must use the
acronym of the application to search.

If you currently have access to one or more applications, those applications are displayed
in the My Access section. If you have pending requests, they are displayed in the My
Pending Requests section.

Select the Request Access button on the application tile.

Access Catalog mﬁcpml‘ BT My Access

OPENPAYMENT S

formation
"

Raquast cosss

My Pending Requests
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Action

ST You will be directed to the Request New System Access page for that application. Select a
Role from the drop-down list.

My Access

Request New System Access

Request New System

Acces
2iizEe Select a System and then a role to request access
Vi ‘

iew and Manage M
Access ending on your Levs -\ss.u ance (LOA) and the role that you request access to, to satisfy system security reqmeme nts you may '\e‘al: or lDwE\é Ide"lr Verification,
e ml i aNge YOur passw a“tnsr\e-ttm-‘nulmntume: na aditional

€ note that your request cannot be fulfilied until identit f; verifica d MUl 'F'* tor Authentic ation

(MRSt

» * System Description:

Role:

There may also be additional information that you will need to provide to request a
role, such as State, Region, Authorization Code, User Type, or other user
information.

My Access
Request New System Access

Reguest New System

Acces

Zeeisd Select a System and then a role to request access.

Depending on your Level of Assurance (LOA) and the rolelhal ou request access 1o, to satisfy system security requirements you may need to complete Idﬂnm V e-n fication

establish credentials f ti-Factor Authentication (MFA) change your pass next time y ou Im nto the system. This may requir

dthe
information as part of the role request process. If applicable, tamé note that your request cannot be fulfilled until Identity Verification is complete
(MFA) is established

View and Manage h:
Access

vide adk
and Muiti nmr Al:thc-r‘l ation

» * System Description:

Role MACFro State User v
Region ch FarcecoCA v
States and Territories

Please enter any comments you want your Approver to see in the ‘Notes to the Approver” field
Notes to the Approver:

ST MO Select the Submit button to submit the request. To terminate the request, select the
Cancel button and the system will return you to the View and Manage My Access page.

Depending on the application selected, you may have the option of entering a message in
the Notes to the Approver field shown below.
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My A
WENDERAD Request New System Access

Request New Svstem

Access i
Select a System and then a role to request access

View and Manage M

ACCess

0, to satisfy syste

rd the next time y
equest cannot be fi

gin tc
e until Identity Verif

» * System Description

Role:
Region

States and Territories Calforna v

Please enter any comments you want your Approver to see in the "Notes to the Approver’ field
Notes to the Approver: h

EEID GTID é=

ST EEEN After submitting the request, a Request Acknowledgement message will be
displayed. Select the OK button to exit the screen and return to the View and

Manage My Access page.

If you have selected an application that does NOT have ‘automatic’ online approval, the
request will be evaluated by the application approver. You will receive an E-mail once the
approver takes an action on the role request.

You will receive a message similar to the one shown below.

Request Acknowledgement

Your request to access FFE Application using the FFE Application Approver role has been successfully submitted
Your requestid is : 1367
Please use this number in all correspondence conceming this request

You will be contacted via E-mail after your request has been processed

—h

ST VA |f you have selected an application that has ‘automatic’ online approval and you
have entered valid information, you will receive a message similar to the one below

for the application that you have chosen.

Select the OK button to exit the screen and return to the View and Manage My
Access page.

Note: To access the requested application, you will need to logout and log back in.
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CMS Portal > My Access

Screen reader mode Off | Accessibility Settings

My Request Acknowledgement
Access

Your request has successfully completed. You will need to logout and then log in to access the Health Insurance
Oversight System Application. Select ‘OK' to continue

R New m
Access
View and Manage My
Access

You may return to the Access Catalog at any time by selecting the My Access option from
the drop-down menu.

@ Portal eip & FaGs

& Print
CQMO§ Enterprise Portal

My Portal  Marketplace Change Utility

CMS Portal > EIDM user menu page > My Access

Screen reader mode Off | Accessibility Settings

My Access
Request New System Access
Request New System
Access "
Select a System and then a role to request access.

View and M M . e
T » * System Description VACFAC Miedeai 303 € =
Role:
Region

States and Territories:

Notes to the Approver
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How to Cancel a Pending Role Request

The following are the basic step-by-step instructions on how to cancel a pending role request.

To cancel a pending role request for one of the applications listed below, please
BEGIN HERE.

e ASETT e MACPro

o ASP e MCU

e EPPE e MLMS

e ESD e Open Payments

e FFM/Training— Agents/Brokers/Assisters e SHIM

e |IC e T-MSIS

e IDHD e zONE

To cancel a pending role request for all other applications, please FOLLOW THESE STEPS.

Action

SN After navigating to the CMS Enterprise Portal (https://portal.cms.gov), accepting the
Terms and Conditions, and logging in with your user ID and password, the Welcome to
CMS Enterprise Portal page is displayed.

Select the down arrow icon that appears next to your name at the top of page. Then, select
My Access from the drop-down menu to continue.

Alternately, you may select Request Access Now to continue.

@) Portal Help & FAQs

2 Print

CMS |enterprise Portal
"goV Enterprise Porta

My Portal

CMS Portal > My Portal
|

Welcome to CMS Enterprise Portal

-

. ) _ ; Use the link below to request access to
The Enterprise Portal combines and displays content and forms from multiple Systems/Applications

applications, supports users with navigation and cross-enterprise search tools, supports
S ; T Request Access Now
simplified sign-on, and uses role-based access and personalization te present each

user with only relevant content and applications. The vision of the Enterprise Portal is to

provide "one-stop shopping” capabilities to improve customer expenence and
satisfaction Contact Help Desk
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Action
The application Access Catalog is displayed.

Step 2

In the My Pending Requests section of the Access catalog, select the Request ID link for
the pending request.

Access Catalog Start typing to filter apps... M REQUEST ADMIN ROLE My Access

You currently 4o not harve SCCess 10 any appicatons. Piease use the
test

BCCESS Catalog 10 FeqUEst BCCESS 10 the appications
ASETT 13 a Webbated appicaticn that aliows  The Medicare Part B Onug Average Sale Price
racisals and organuatons to ble siectro (ASP) appication 13 » data collection system
Help Dosh Informaton Meee More
1211201202
teat@gmad com Help Desk Intormation
344876 5
magheipdesi@deca com
Request Access Roquent Access Request Access
Bundied Paymants for Care Improvemant Dt Comnamon

Competenn Buddng Implamantstion
Wed Portal Connexon proade

Fie Tramider

Help Desh Information
BundedPaymena@rs M g

My Pending Requests

1 Result Found
Requast Accens Request Access Requent Access RequestID “":“‘““"" Role Name
ame
p— ° ton Wrovation Center Busaness
Accans 10 thes ool aon 1§ 143UCted 1o Tem o The Heath System Tracking Progsct. HSTP el
Pavtnars that exchange 6ata wih the B More Aggheaton 15 3 web portsl for trackong and mon
- Moee
Help Desk Information
"o

L teslrai@vahos Com

m The Pending Requests panel is displayed on the View and Manage My Access page.

In the Cancel Request column, select the Cancel link for the role request you wish
cancel.

to

¥ My Access
@ Modéfy Busness Contact
Information

Qe View and Manage My Request Number
Access

My Pending Request
The folowng & a Ist of pendng requests submitted for approval

Appication
@ Request New Appication 278169 CSR
N -
«

Access

~ Requests

§ My Pendng Approvals

B Avual Centficaton

B My Pendng Requests
¥ Administration

& Vew and Manage Users
0 Lookup User's Help Desk

m A pop-up confirmation is displayed. Select OK to submit the request.

Confirmation

Are you sure you want to cancel this
pending role request? Once the
request is canceled, you may need to
request access for the role agan.
Select 'OK' to continue. Otherwise,
select 'Cancel.

= O CD
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Action
NI The pending role request is removed from the Pending Requests queue and a confirmation
message is displayed.

« My Access My Pending Request

‘ Modify Busaness Contact

Inf . Your pending role réquest has been canceled
NTOMMaboN

. View and Manage My

Do There are no pending requests
Access

(J Request New Apphcation
* Requests

B8 My Pending Requests

m You will receive an E-mail notification that the role request has been cancelled.

Your request 277759 has been canceled.
You requested:

Application Name: IC Application

Role Name: IC_ BO

If you did not initiate this action, please contact your Application Help Desk.

Thank you,
CMS.gov

Please do not reply to this system generated E-mail.

An E-mail notification of the role request cancellation is sent to both the user and
the approver of the application.

To cancel a role for one of the applications listed below:

Applications

e ASETT e MACPro

e ASP e NMCU

e EPPE e MLMS

e ESD e Open Payments
e FFM/Training— Agents/Brokers/Assisters e SHIM

e |IC e T-MSIS

e |[DHD e zONE

Please FOLLOW THESE STEPS:

Action
S After navigating to the CMS Enterprise Portal (https://portal.cms.gov), accepting the
Terms and Conditions, and logging in with your user ID and password, the Welcome to
CMS Enterprise Portal page is displayed.

Select the down arrow icon that appears next to your name at the top of page. Then, select
My Access from the drop-down menu to continue.
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Alternately, you may select Request Access Now to continue.

Q) Portal Help & FAQs

CMS
.gov

& Print

Enterprise Portal

My Portal

CMS Portal > My Portal
|

Welcome to CMS Enterprise Portal

. ) ) . Use the link below to request access to
The Enterprise Portal combines and displays content and forms from multiple Syslems/Applications

applications, supports users with navigation and cross-enterprise search tools, supports

A z s Request Access Now
simplified sign-on, and uses role-based access and personalization to present each
uear with anlv ralevant rantent and annlicatinne Tha vicinn nf the Fnternries Partal ic tn

m The application Access Catalog is displayed.

In the My Pending Requests section of the Access catalog, select the Request ID link for
the pending request.

Access Catalog Start typing 1o filter apps M REQUEST ADMIN ROLE My Access

80 not have acce: appicatons. Please use the
cataiog 1o request ace appic stons

Help Dok Information

Request Access

Bundied Pryments ke Care bmgrvaement Data Conman
Fie Transter

Halp Dosh Intorrmatim
EBuetedPayenta@x m M gy

My Pending Requests

1 Result Found

Request Accoss Request 10 Application Role Name
— C Aviicaien Irnovation Certer Busness
CONE 18 Ieg BOPRC BN i ARG ang "
Parons It axchange Gata wih th

Heip Desh Information

Help Desa Indormation Pielp Desh Information

m The Pending Requests panel is displayed on the My Access page.

In the Cancel Request column, select the Cancel link for the role request you wish to
cancel.

" [rer— ooy Magposind 1)
My Access Pending Requests

Regust New System o le e o yins pesning ropotits
ey

Sratems Roie Requested Request Sutus  Regquest © Date R ancel Requent

Vhew ard Manage My

Access < o e e . ] ] azmae o

U Thes ik 10 Canced D pencting Fole recuest

m A pop-up confirmation is displayed. Select Submit to submit the request.
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Are you sure you want to cancel this role request?

Are you sure you want to cancel this pending role request? Once the request is canceled, you may need to request access for the role again
Select "Submit’ to continue. Otherwise, select ‘Cancel’

D GEZID =

PSTS

m The pending role request is removed from the Pending Requests queue and a confirmation
message is displayed.

My Access Ponding Requests

w 803 Manazs My

Systems Role Requested Request St Request © Date Requested  Cancel Request

m You will receive an E-mail notification that the role request has been cancelled.

Your request 277759 has been canceled.
You requested:

Application Name: IC Application

Role Name: IC BO

If you did not initiate this action, please contact your Application Help Desk.

Thank you,
CMS.gov

Please do not reply to this system generated E-mail.

An E-mail notification of the role request cancellation is sent to both the user and the
approver of the application.
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Identity Verification

Depending on the role and the information you provide, the system may take you to the ldentity
Verification page. The Identity Verification process, also known as Remote Identity Proofing (RIDP), is
necessary for roles that require a higher level of security to access. Identity Verification is done by asking
you questions based on your personal information.

CMS uses credit reporting agencies like Experian to verify identity information.
This is only an inquiry and will not affect your credit score.

To begin the Identity Verification process, FOLLOW THESE STEPS:

Action
SNl If you select a role that requires identity verification, you will first be directed to the
Identity Verification page.

Select Next, to begin the Identity Verification process.

Identity Verification

To protect your privacy, you will need to complete Identity Verification successfully, before requesting access to the selected role. Below
are a few items to keep in mind.

1. Ensure that you have entered your legal name, current home address, primary phone number, date of birth and E-mail address
correctly. We will only collect personal information to verify your identity with Experian, an external Identity Verification provider.

2. |dentity Verification involves Experian using information from your credit report to help confirm your identity. As a result, you may see
an entry called a “soft inquiry” on your Experian credit report. Soft inquiries do not affect your credit score and you do not incur any
charges related to them.

3. You may need to have access to your personal and credit report information, as the Experian application will pose questions to you,
based on data in their files. For additional information, please see the Experian Consumer Assistance website
-http://www.experian.com/help/

If you elect to proceed now, you will be prompted with a Terms and Conditions statement that explains how your Personal Identifiable
Information (PIl) is used to confirm your identity. To continue this process, select ‘Next'.

» (e ex=me
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Action
S{J WAl Read the important Terms and Conditions information on this screen and indicate your
agreement by selecting the | agree to the terms and conditions checkbox. Select the Next
button to continue.

Terms and Conditions

OMB No. 0938-1236 | Expiration Date: 04/30/2017 | Paperwork Reduction Act

Protecting Your Privacy

Protecting your Privacy is a top priority at CMS. We are committed to ensuring the security and confidentiality of the user registering
to EIDM. Please read the CMS Privacy Act Statement , which describes how we use the information you provide.

Personal information is described as data that is unique to an individual, such as a name, address, telephone number, Social
Security Number, and date of birth (DOB). CMS is very aware of the privacy concerns around Pll data. In fact, we share your
concerns. We will only collect personal information to verify your identity. Your information will be disclosed to Experian, an external
authentication service provider, to help us verify your identity. If collected, we will validate your Social Security Number with Experian
only for the purposes of verifying your identity. Experian verifies the information you give us against their records. We may also use
your answers to the challenge questions and other Pl to later identify you in case you forget or misplace your User ID /Password

HHS Rules Of Behavior

We encourage you to read the HHS Rules of Behavior , which provides the appropriate use of all HHS information technology
resources for Department users, including Federal employees, contractors, and other system users.

| have read the HHS Rules of Behavior (HHS RoB), version 2010-0002.001S, dated August 26 2010 and understand and agree to
comply with its provisions. | understand that violations of the HHS RoB or information security policies and standards may lead to
disciplinary action, up to and including termination of employment; removal or debarment from work on Federal contracts or projects,
and/or revocation of access to Federal information, information systems, and/or facilities, and may also include criminal penalties
and/or imprisonment. | understand that exceptions to the HHS RoB must be authorized in advance in writing by the OPDIV Chief
Information Officer or his/her designee. | also understand that violation of laws, such as the Privacy Act of 1974, copyrnight law, and
18 USC 2071, which the HHS RoB draw upon, can result in monetary fines and/or criminal charges that may result in imprisonment.

Identity Verification

I understand that the identity proofing services being requested are regulated by the Fair Credit Reporting Act and that my explicit
consent is required to use these services. | understand that any special procedures established by CMS for identity proofing using
Experian have been met and the services requested by CMS to Experian will be used solely to confirm the applicant’s identity to
avoid fraudulent transactions in the applicant’'s name.

| agree to the terms and conditions @«

») GIZED G0
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Action
I Enter your information into the required fields of the Your Information page.

Select Next to continue the Identity Verification process.

Your Information

Enter your legal first name and last name, as it may be required for Identity Verification.

Middle Name:
* First Name: J
MARY
* Last Name Suffix:
SCHULTZ (=]

Enter your E-mail address, as it will be used for account related communications.
* E-mail Address
laluru@qssinc.com

Re-enter your E-mail address.
* Confirm E-mail Address:
ﬂ laluru@gssinc.com

Enter your full 9 digit Social Security Number, as it may be required for Identity Verification

* Social Security Number:
Ll L] LL] LL Ll

Enter your date of birth in MM/DD/YYYY format, as it may be required for Identity Verification

« Date of Birth:
01 o1 1964

@ U.S. Home Address©) Foreign address
Enter your current or most recent home address, as it may be required for Identity Verification.

* Home Address Line 1

7416 GRAHAM
Home Address Line 2:
* City: * State: *Zip Code:  Zip Code Extension
Country: USA
ST LOUIS Missouri [=] 63100

Enter your primary phone number, as it may be required for Identity Verification.

* Primary Phone Number:
856 445 7786|

» (e
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Action

N XM Depending on the information you p

rovided, the Verify Identity page may be displayed.

You will be required to answer several questions about information that may be in your

personal records. Please answer the q

Select the Next button to submit the
Cancel to return to the View and Man

uestions to the best of your ability.

request. If you wish to terminate the request, select
age My Access page.

| My Access Request New Application Access
& View and Manage My
s 4 5 dér | ; ity Setti
Access Screen reader mode O | Accessibiity Settings
) Request New Applcation —
Access Verity Your identity

> Requests

Verify Identity

B My Pending Requests

You may have opened a student loan in or a

round Seplember 2013 Please select the lender thal you have previously or you are currently

making payments to. If you have not received student Ioans with any of these lenders now of in the past. please select 'NONE OF THE

ABOVE/DOES NOT APPLY"

BANK ONE

US DEPT OF EDUCATION

GLHEC STUDENT LOAN

FIRST SECURITY BK

NONE OF THE ABOVEDOES NOT APPLY
You may have opened a (HOME SAVING OF

2009

201

2013

05

MNONE OF THE ABOVEDOES NOT APPLY
Which one of the following retad credit cards

AMERICAN CREW

HRAGEN

SELFRIDGE S

SARAY

NONE OF THE ABOVEDOE S NOT APPLY
Which of the following i5 a current of préeviou

SECOMND CHANCE COMSIGMNE

USC SCHOF MED

ROYAL TIRE AND AUTO

FAITH CONSTUCTION

MONE OF THE ABOVEDOES NOT APPLY

AMERICA) credit card. Please sedect the year in which your account was opened

do you have? If there is not a matched retail credit card, please select 'NONE OF THE ABOVE'

5 employer? If there is not a matched employer name, please select ‘NONE OF THE ABOVE'

Flgase select the county for the address you provided

KOHALA
HONOLULL
MAI

FAUAY

ul
MONE OF THE ABOVEDOES NOT aPPI.i I

ol -

m After submitting the request, the Iden

tity Verification confirmation will be displayed. Select

the Next button to continue with the role request process.

If the role auto-approves, the rol

e is granted; log out and log back in to access it.

CMS Portal > EIDM user menu page = My Access

Request New Application Access

Serven reader mode Of | Actessibdity Settings

Complete Step Up

ted the Remote |dentity

=

Proafing process
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Identity Cannot be Verified

If you receive an error message that your identity cannot not be verified, it may simply mean that the
information you provided could not be matched with the information available in the electronic records
used for verification. You may need to take some additional steps to verify your identity.

Please follow the steps below.

ST Check your personal information before trying again to register with the system.

m If you have entered the correct information and still cannot be verified, you will be
instructed to call the Experian Help Desk and provide the Review Reference Number
displayed on the screen so the help desk representative can help you verify your
identity. Experian is the contractor CMS uses to complete the Identity Verification
process.

Identity Verification

* wratés b0 verd, Pe rArmaton you roaded Check pour persord eforratur before ey aomn 10 regrber o T woalern 1 o Berd o0 Pa e erfered e

rraton pledee LOrEact The Eaenan Vet ston Supoon Saraces 3 1 MEETLII0S s proate T Reses Relwarce Number . L5

After you have contacted Experian login to CMS Enterprise Portal and proceed again
through Role Request process (see How to Request a Role for the steps).

On the Your Information screen, select the check box if you have contacted Experian
and completed the identity verification process over the phone with the Experian
Support personnel.

Selecting this checkbox will instruct the system to retrieve your identity verification
results from Experian based on the phone verification process. You do have the
option of not selecting the checkbox and continuing as you did in your original
attempt of Identity Verification, prior to contacting Experian.

Enter your information in the required fields.

Ploase select B chachbon if you have comacied the Faperian Verificsticn Support Services.  #

Your Information &

L Sm Narre

m If your identity cannot not be verified by Experian, please contact your Application Help
Desk for the next steps.

Depending on the type of role you requested, you may not be granted the role you
I —
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requested until you have successfully undergone ID proofing.
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Multi-Factor Authentication (MFA) Registration

Multi-Factor Authentication (MFA) is a security mechanism that is implemented to provide an extra
layer of security such as a security code, when logging in with your User ID and Password..

Registered CMS portal users who wish to access a CMS MFA protected application will be directed
through the MFA registration process.

During the MFA registration process, the CMS EIDM system requires registration of a phone or
computer to add an additional level of security to a user’s account. The user is given five options from
which to select, to complete the registration process:

e Smart Phone: Users can download VIP access software on their smart phone/tablet. The user
must enter the alphanumeric Credential ID that is generated by the VIP access client. The user
will then enter the Security Code generated by the VIP client.

e Computer: Users can download VIP access software on their computer. The user must enter the
alphanumeric Credential ID generated by the VIP access client. The user will enter the Security
Code generated by the VIP client.

o Short Message Service (SMS): Users can use the SMS option to have their Security Code texted
to their phone. The user must enter a valid phone number. The phone must be capable of
receiving text messages. Carrier charges may apply.

e Interactive Voice Response (IVR): The user can select the IVR option to receive a voice message
containing their Security Code. The user must provide a valid phone number and (optional)
phone extension.

e E-mail: Users can select the E-mail option to receive an E-mail containing the Security Code
required at login. The E-mail address on the user’s profile will be used.

Delays in E-mail transmission, spam filters, and other issues outside the user’ control can make
this the least desirable option to receive a security code.

To gain access to a CMS MFA protected application, FOLLOW THESE STEPS:

Action
SN If you select a CMS MFA Protected application, you will first be directed to the Multi-
Factor Authentication Information page.

Select Next, to begin the MFA Registration process.

¥ My Access Request New Application Access
&. View and Manage My
Access
[ Reguest New Applcation 5 - I’ .
Access Multi-Factor Authentication Information
v Requests
& My Pendng Requests

Screen reader mode Off | Accessibility Settings

To protect your privacy, you will need to add an additional level of security to your account. This will entail successfully registering your
Phone, Computer or E-mail, before continuing the role request process.

To continue this process, please select 'Next'

- ) e

m To make your account more secure, you will be directed to the Register Your Phone,
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Computer, or E-Mail page.

Select the MFA Device Type you wish to register from the drop-down menu.

Register Your Phone, Computer, or E-mail

Adding a Secunty Code to your login also known as Multi-Factor Authentication (MFA) can make your login more secure by providing an extra layer of protection to your
user name and password

You can associate the Security Code to your profile by registering your phone, computer or E-mail. Select the links below to find out more information about the options.
7 PhonelTablet/PC/Laptop

To use the Validation and ID Protection (VIP) access software on your phone, you must download the VIP Access scftware to your phone, if you do not already have it
Select the following link -https://m vip symantec com/home. v

To use VIP access software on your computer, you must download the VIP Access software, if you do not already have it. Select the following link
-https:/fidprotect. vip.symantec . com/desktop/download.v

7 Text Message Short Message Service (SMS)
The SMS option will send your Security Code directly to your mobile device via text message. This option requires you to provide a ten (10) digits U.S. phone number
for a mobile device that is capable of receiving text messages. Carrier service charges may apply for this option

7 Interactive Voice Response (IVR)
The VR option will communicate your Security Code through a voice message that will be sent directly to your phone. The option requires you to provide a valid ten
(10) digits U.S. phone number and (Optional) extension that will be used duning login to obtain the Security Code. The extension may begin with any one of the
following: asterisks™ ; period '." ; comma "," ; pound ‘# followed by numernic 0 to 9. For example: 4885554444, 1112
To access the application you must enter the provided Security Code on the login page. Carrier service charges may apply for this option

7 E-mail
The E-mail address on your profile will be used when registering for Multi-Factor Authentication (MFA) using E-mail opticn. When logging into a secure application
your Security Code that is required at the login page will be e-mailed to the e-mail address on the profile.

Please note that you are only allowed two attempts to register your MFA device. If you are unable to register your device within two attempts please log out, then log back
in to try again.

Select the MFA Device Type that you want to use for logging into

| he MFA Device T W: Q/  your application ‘Luberow.
- MFA Device Typq: EEETENTE ST I - |

D G

For VIP Client: Enter the Credential ID generated by the VIP Access client.

For Text: You will be asked to enter a valid phone number to receive your Security
Code.

For Interactive Voice Response (IVR): Enter the phone number and (optional)
extension that will be used during login to obtain the Security Code. The extension
may begin with any one of the following: asterisks’*’; period ‘.’; comma ‘,’; pound
‘#, followed by numeric 0 to 9. For example: 4885554444, 1112.

, (comma) Creates a short delay of approximately 2 seconds;

. (period) Creates a longer delay of approximately 5 seconds;

*(asterisks) Used by some phone systems to access an extension;

# (pound/hash) Used by some phone systems to access an extension; and

You may use a comma if you are not sure of the special character supported by your
company’s phone system.

For E-mail: The E-mail on your profile will be used to send the Security Code
required at login.

Using the VIP Client

Follow these steps to use the VIP Access Client:
1. Depending on the registration option you select, download the VIP Access
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software from the URL provided on the Register Your Phone or Computer
page.

2. Once downloaded, select the VIP Access Icon on your desktop to activate the
VIP Access window.

3. Select the Icon next to the Credential ID to copy the alphanumeric code.

= VIP Access

"Credential ID

Symantec.
Validation &
1D Protection

4. Place your curser on the Credential ID field of the Register Phone or Computer
page and right click to insert the Credential ID.

m Enter the credentials of the device (VIP Client shown) and a short description in of the

device in the MFA Device Description field. Then select Next to submit your
registration.

Register Your Phone, Computer, or E-mail

Adding a Security Code to your login also known as Multi-Factor Authentication (MFA) can make your login more secure by providing an extra
layer of protection to your user name and password

You can associate the Security Code to your profile by registering your phone, computer or E-mail. Select the links below to find out more
information about the options.

&> Phone/Tablet/PCiLaptop

> Text Message Short Message Service (SMS)

.- Interactive Voice Response (IVR)

& E-mail

Please note that you are only allowed two attemplts to register your MFA device. If you are unable to register your device within two attempts
please log out, then log back in to try again

Select the MFA Device Type that you want to use to login to secure applications from the dropdown menu below.
+ MFA Device Type: |Phone/TsbievPC/Laptop [~]

Enter the alphanumeric code that -, peyice Description is s nick-name thst can help you identty

* Credential ID: VSHM87282813 your You are sllowed to use siphanumeric characters and

special charscters, such as spostrophe, dash, and period

- MFA Device Description: My Laptop| x

= ([C=] 4

m After submitting the registration, a message will be displayed that you have
successfully registered your device. Select Next to continue the role request process.

aton

Register Your Phone, Computer, or E-mail

You have successfully registered your Phone/Computer/E-mail to your user profile. Please select "Next' to continue with your role request
sts

)
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Optional Multi-Factor Authentication (MFA)

Some roles have a reduced level of security requirements and offer MFA as an option to add to their
profile.

A user who selects a role that offers MFA as an option will be directed to the Multi-Factor
Authentication Information Page. The user can select Add MFA, to begin the MFA process described in
the Multi-Factor Authentication (MFA) Registration section, or Skip MFA, to skip MFA authentication
altogether.

Multi-Factor Authentication Information

Adding a security code to your login also known as Multi-Factor Authentication (MFA) can make your login more secure by providing an
extra layer of protection to your user name and password. You may choose to add this additional level of security to prevent
unauthorized access to your account

To access a CMS application which requires a security code to be input at the time of login, select "Add MFA" and follow the on-screen
instructions to add the additional level of security.

Select "Skip MFA™ to skip adding the additional level of security and to continue with the role request. If you choose to skip MFA now,
you can always add it later to your account by accessing the "My Profile’ link from the Welcome menu on the top right corner of the

page

Select '‘Cancel’ to end the role request.

While registering an MFA device, if a user wishes to continue without MFA, he can select Proceed
without MFA. The user will be directed to the next step of the role request process.

Select theMFA Device Typethat you want to use to login to secure
applications from the dropdown menu below.

* MFA Device Type | Phone/Tablet/PC/Laptop v |

Enter the alphanumeric code that displays under the label Credential ID
on your device.

* Credential ID

* MFA Device Description :

Proceed without MFA
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How to Check the Status of a Pending Request

The following are the basic step-by-step instructions on how to use the My Pending Requests feature to
check the status of a pending request.

Action
S NE After navigating to the CMS Enterprise Portal (https://portal.cms.gov), accepting the

Terms and Conditions, and logging in with your user ID and password, the Welcome to
CMS Enterprise Portal page is displayed.

Select the down arrow icon that appears next to your name at the top of page. Then,
select My Access from the drop-down menu to continue.

Alternately, you may select Request Access Now to continue.

@ rortalHelp & FAQs  f= Print [% Logout

CMS$ ;
“gov Enterprise Portal

My Portal

CMS Portal > My Portal
|

Welcome to CMS Enterprise Portal

Request Access

. ) ) . Use the link below to request access to
The Enterprise Portal combines and displays content and forms from multiple Systems/Applications

applications, supports users with navigation and cross-enterprise search tools, supports
S ; 5 Request Access Now
simplified sign-on, and uses role-based access and personalization to present each

m The Access Catalog, My Access and My Pending Requests sections are displayed.
Scroll down to My Pending Requests.
All of your pending requests are displayed in the My Pending Requests section.
Select the Request ID number of a pending request to view the details.

In the example below, we will select pending Request ID number 16928.

Access Catalog Start typing 1o fiter apps SeRALL My Access &
ad | e [ st cion ]
DMEPOS Bidding MA/MA-PD/PDPICC PS&R/STAR
System (DBidS) — i ek Aainete
iy Panton Tracarg Aot pnd Betuiemet I esralahos om Bpmcve Roke
Exateng Roks Cthe Actions
CBaC-Tr2
gy w1
R Aneess = Fem—— nsi m
el Dk Informaton A Rode
esMD e
il = i ol on Faren Boly
AP S— o) o

Provder Ofice Aggrover

My Pending Requests

Haprt Acceas Brawst Aacers [TeT—

1 Result Found

MDR State Exchange  The SPOT-First Coast Electronic Regueat 1D Application Name Role
(MDR) Service Options Correspondence ” 16928 csR User
Vstand g maten Bsmaem sm e INEEINEL pOTtal (FCSO)  Referral System (ECRS) !
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Action
ST After selecting the Request ID number, additional information is displayed about the
pending request.

You will not be able to open or view a pending request. You will receive an E-mail
when a pending request has been approved, rejected or has expired.

Select Close to close the My Pending Request information.

~| My Access My Pending Request
@ Modify Business Contact
Information The following is a list of pending requests submitted for approval.
'}- View and Manage My Submission Date | Request Number Application Role Request Expiration
ress PPYIET ' | - | BEETTTT, '
@ Request New 08/15/2014 150010 - 22nd A C5R User 10/14/2014
Access
>
~|Requests

4 My Pending Approvals
B My Pending Requests
| Administration
& View and Manage Users
@ Lookup User's Help Desk i
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How to View and Change Your Access

How to View/Modify Your Business Contact Information

The following are the basic step-by-step instructions on how to use the Modify Business Contact
Information feature to modify your business contact information.

Action

SN After navigating to the CMS Enterprise Portal (https://portal.cms.gov), accepting the
Terms and Conditions, and logging in with your user ID and password, the Welcome to
CMS Enterprise Portal page is displayed.

Select the down arrow icon that appears next to your name at the top of page. Then,
select My Access from the drop-down menu to continue.

Alternately, you may select Request Access Now to continue.

@) Portal Help & FAQs

& Print
CQMO§ Enterprise Portal

My Portal

CMS Portal > My Portal

|
Welcome to CMS Enterprise Portal

Use the link below to request access to

The Enterprise Portal combines and displays content and forms from multiple Systems/Applications
applications, supports users with navigation and cross-enterprise search teols, supports

A : s Request Access Now
simplified sign-on, and uses role-based access and personalization to present each

daimm afiln Cmbmomcine Pladial i de

stmami il sk calacimml cnmieit smd mm el e T

m The Access Catalog, My Access and My Pending Requests sections are displayed.

Select Other Actions in the My Access section to continue. If there are multiple Other
Actions options displayed, you may select any “Other Actions” option to continue.

If you currently do not have access to at least one application, the Available Actions
in the My Access section will not be displayed. You will not be able to modify your
business contact information until you have been approved for access to at least
one application.

In the example below, we will select Other Actions for the MyCGS application.

My Access

Access Catalog

DMEPOS Bidding MA/MA-PD/PDPICC
System (DBidS) b ssovain utcan

" GO Ml
.tow
Cae - |
— — — _
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Action
ST After selecting Other Actions, the View and Manage My Access page is displayed.

Select Modify Business Contact Information.

v View And Manage My Access ]
- @ Modify Business Contact Information
G VIEW 3 E1%Te Yy ACC

() Request New Application Access

You are currently registered for the following application(s).

Application

The Modify Business Contact Information page is displayed. The fields in gray on the
Modify Business Contact Information page cannot be changed or deleted.

Modify or enter the appropriate information on the Modify Business Contact Information
page to update your business contact information.

Select Next to complete the Modify Business Contact Information process.

You may select Cancel at any time to exit out of the Modify Business Contact
Information process. New information or changes entered will not be saved.

In the example below, we will add the Office Phone Number.

Modify Business Contact Information * Required Field
Please update your profile to continue the request for an application access.
Name
Title: First Name: Middle Name: Last Name: Suffoc:
vl Clair vober w ]

Professional Credentials:

Social Security Number:

£31-3-1900

Business Contact Information

* Company Name:

{ Lg Company

" Address 1
234 Main St
Address 2:
* City: * State/Territory: * Zip Code: Zip Code Extension:
Westminster Maryland v]| 21187
Phone
* Company Phone Number: Extension:

290-222- 22

* Office Phone Number- Extension:

» 202000

W e o
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Action
ST The Modify Business Contact Information - Review page is displayed.

Review the information displayed. Select Edit to modify the information.

Select Submit to submit the request for approval.

You may select Cancel to exit out of the Modify Business Contact Information
process. New information or changes entered will not be saved.

In the example below, the information is correct and we will select Submit to submit the
request.

Modify Business Contact Information - Review

Name

Ha: ok B Middle Nam: Last Nam Suffor:
te: First Name: ddie Name Last Name: Suftoc:

[<]

m After selecting Submit, the Modify Business Contact Information — Acknowledgement
page is displayed. The acknowledgement page displays the tracking number, for future
correspondence, and informs you that you will receive an E-mail when the request has
been processed.

Select OK to close the acknowledgement page.
Modify Business Contact Information- Acknowledgement

Your EIDM request has been successfully submitted.

The tracking number for your requests is:

13397

Please use this number in all correspondence concerning this request.
You will receive an email once your request has been processed.

»
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How to View/Modify Your Existing Role Information

The following are the basic step-by-step instructions on how to use the View/Modify a Role feature to
view/modify your existing role information and add/remove a role attribute, if your application allows
you to add/remove an attribute.

e When you registered for a role, you may have also registered for additional features, reports, or other
details needed for your role. These are called role “attributes”.To view role information: follow Steps 1-
5.

e To add an Attribute to your role: continue with Steps 6-8.
e To remove an Attribute from your role: continue with Steps 9-13.

Action
S NE After navigating to the CMS Enterprise Portal (https://portal.cms.gov), accepting the
Terms and Conditions, and logging in with your user ID and password, the Welcome to
CMS Enterprise Portal page is displayed.

Select the down arrow icon that appears next to your name at the top of page. Then,
select My Access from the drop-down menu to continue.

Alternately, you may select Request Access Now to continue.

@) Portal Help & FAGs

& Print
c{;éﬁ Enterprise Portal

My Portal

CMS Portal > My Portal
|

Welcome to CMS Enterprise Portal

Request Access

_ ) i } Use the link below to request access 1o
The Enterprise Portal combines and displays content and forms from multiple Syslems/Applications

applications, supports users with navigation and cross-enterprise search tecls, supports
i : T Request Access Now
simplified sign-on, and uses role-based access and personalization to present each

snmmm il amb: malesimml ammbant amad el alieme Tho dnins af i Colesesies Padal in be

m The Access Catalog, My Access, and My Pending Requests sections are displayed.

Any existing roles you have are displayed in the My Access section.

Select Other Actions in the My Access section to continue. If there are multiple Other
Actions options displayed, you may select any “Other Actions” option to continue.

In the example below, we will select Other Actions to modify and add a role attribute in
the MA/MA-PD/PDP/CC application.
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Access Catalog San My Access

MAMAPDPOPICC  ET=H
MA/MA-PDIPDPICC QID Test CSR -

Haelp Desi Informataon
sy Anartage Wesery Aaaros £S5 o Zomurey Laset ariaten osore Seveca h-A3AAS
8 vor- » hiptute-4

!Ir\W H:In

‘[ MA Submitter

Bppurt ocr Rrgurt Aot Earit Mt MCO Representative Ul Update I

Pscrper rigPmorpaee Drg Panent Lermere
Corrany Undcas e ey

m The View and Manage My Access page is displayed.

Select View/Modify a Role to continue. If there are multiple applications displayed, select
View/Modify a Role for the application you want to view.

In the example below, we will select View/Modify a Role to add a role attribute in the
MA/MA-PD/PDP/CC application.
View And Manage My Access

You are currently registered for the following application(s).

Application | Take an Action
Add a Role

MA/MA-PD/PDP/CC
» View/Modify a Role

m The View/Modify Role Information page is displayed.

All of your roles are displayed in the My Roles section. All of your existing role information
is displayed in the Existing Role Details section.

Select Modify Attributes to continue. If there are multiple roles displayed, select Modify
Attributes for the role you want to add a role attribute to.

In the example below, we will select Modify Attributes for the MA Submitter role to add a
role attribute to.

View/Modify MA/MA-PD/PDP/CC Role Information

Select the link in the Take an Action column to modify the role information in your profile.

( My Roles \ ( Existing Role Details \ Take an Action

RACF ID:

Report Access Type: . .
MA Submitter Access to Financial Report Modify Attributes

Plan Contract Number:
H1234

RACF ID:

MCO Representative Ul Update Plan Contract Number: Modify Attnbutes

L . =

m After selecting Modify Attributes, the View/Modify Role Attributes page is displayed.
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All of your existing role details are also displayed.

View/Modify MA/MA-PD/PDP/CC Role Attributes

Selected Apphcation: MA/MA-PD/PDP/CC

Role: MA Submitter

B
* Report A(c.‘ - [V Access to Financial Report] ] Access to Non-Financial Report

Plan Contract - H1234

Roles without attributes can select Cancel to close the page.

How to Add an “Attribute” to Your Role

To add an Attribute to your role: continue with Steps 6-8.

—m Provide the additional attributes needed for your role and enter the reason for the
request in the Reason for Request box.

Select Next to complete the Add a Role Attribute process.

You may select Cancel at any time to exit out of the Add a Role Attribute process.
New information or changes entered will not be saved.

In the example below, we will add the Access to Non-Financial Report and Plan Contract
Number H1111, enter the reason for the request in the Reason for Request box, and
select Next to continue.

View/Modify MA/MA-PD/PDP/CC Role Attributes

Selected Apphcation: MA/MA-PD/PDP/CC

Role: MA Submitter

Select ot least of it et
: /] &ccess to Fina " &) Access to Non-Financial Report

H1111|

lI RAPS Maidlbox Number:
J

- Meeded forthe role.
Reason for Reque X
N Next Cancel |
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Action

After selecting Next, the View/Modify Role Attributes - Review page is displayed.

Review the information displayed. Select Edit to modify the information.

Select Submit to submit the request for approval.

You may select Cancel to exit out of the Add a Role Attribute process. New
information or changes entered will not be saved.

In the example below, the information is correct. We will select Submit to submit the
request.

View/Modify MA/MA-PD/PDP/CC Role Attributes- Review

Selected Application: MA/MA-PD/PDPR/CC
Role: MA Submitter
Select at least one Report Access Type
Report Access Type: ¥ Access to Financial Report ) Access to Ne

Plan Contract Number: | H

*r{ Submit | | Cancel |

After selecting Submit, the View/Modify Role Attributes - Acknowledgement page is
displayed.

The acknowledgement page displays the tracking number for the request, the role, and
the role attributes to be added.

Select OK to close the acknowledgment page.
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View/Modify MA/MA-PD/PDP/CC Role Attributes- Acknowledgement

Your EIDM requests have been successfully submitted.
The tracking numbers for your requests are:
12844 - ADD - MA Submitter - Plan Contract Number - H1111

Please use these numbers in all correspondences concemning these requests,
You will receive an email after each of your requests has been processed by an Approver.

Modifications that do not require an approval are automatically updated to you profile. ‘ OK]

How to Remove an “Attribute” from Your Role
To Remove an Attribute from your role: continue with Steps 9-13.

Action
S The View/Modify Role Information page is displayed.

All of your roles are displayed in the My Roles section. All of your existing role details are
displayed in the Existing Role Details section.

Select Modify Attributes to continue. If there are multiple roles displayed, select Modify
Attributes for the role you want to modify and remove a role attribute.

You may select Cancel at any time to exit out of the Remove a Role Attribute
process. New information or changes entered will not be saved.

In the example below, we will select Modify Attributes for the MA Submitter role. There is
an arrow pointing to the Modify Attributes link.

View/Modify MA/MA-PD/PDP/CC Role Information

Select the link in the Take an Action column to modify the role information in your profile.

My Roles Biting Role Detas “Take an Acton
RACF ID:
. Report Access Type:
» MA Submitter Access to Finandal Report » Modify Attributes
Plan Contract Number:

H1234,H1111

SN After selecting Modify Attributes, the View/Modify Role Attributes page is displayed.

All of your existing role details are also displayed.
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Action

Because this screen shows the existing role details, it is imperative that users not
remove any of the existing details if access is still needed. Any information deleted
from this screen will result in a loss of access to the deleted attribute. For this
reason, users who wish to add new access should add the additional information
while keeping the original details intact.

Vi Modi A/MA-PD/PDP | i
Selected Application: MA/MA-PD/PDP/CC
Role: MA Submitter

__Select at least one Report Access Type
* Report Access Type: ¥ Access to Financial Report [] Access to Non-Financial Report

Plan Contract I'i* H1234, H1111

PDE Mailbox Number:

S MEM Remove the attribute or attributes you are required to remove, enter the reason for the
request in the Reason for Request box, and then select Next to continue.

In the example below, we will remove Plan Contract Number H1111, enter the reason for
the request in the Reason for Request box, and select Next to continue.

View/Modify MA/MA-PD/PDP/CC Role Attributes

Selected Application: MA/MA-PD/PDP/CC
Role: MA Submitter

Select at least one Report Access Type
* Report Access Type:M Access - act [ Access to Non-Finandial Report

Plan Contract Number: | H1234

PDE Mailbox Number:

ﬂ RAPS Mailbox Number:
“H1111” has been
removed.

RACF ID:

Not needed for the role.

» Reason for Request

M Cancel |

SNV After selecting Next, the View/Modify Role Attributes - Review page is displayed.

Review the information displayed. Select Edit to modify the information.

Select Submit to submit the request for approval.
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Action

You may select Cancel to exit out of the Remove a Role Attribute process. New
information or changes entered will not be saved.

In the example below, the information is correct. We will select Submit to submit the
request.

View/Modify MA/MA-PD/PDP/CC Role Attributes- Review

Selected Application: MA/MA-PD/PDP/CC
Role: MA Submitter
Select at least one Report Access Type
Report Access Type: & Access to Financial Report Access to Non-Financial Report
Plan Contract Number: | H1234
PDE Mailbox Number:

RAPS Mailbox Number:

RACF 1D:

Reason for Request

Submit J ncel J

SEHAEEN After selecting Submit, the View/Modify Role Attributes - Acknowledgement page is
displayed.

The acknowledgement page displays the tracking number for the request, the role, and
the role attributes to be removed.

Select OK to close the acknowledgement page.

View/Modify MA/MA-PD/PDP/CC Role Attributes- Acknowledgement

Your EIDM requests have been successfully submitted.
The tracking numbers for your requests are:
14930 - REMOVE - MA Submitter - Plan Contract Number - H1111

Please use these numbers in all correspondences conceming these requests.
You will receive an email after each of your requests has been processed by an Approver.
Modifications that do not require an approval are automatically updated to you profile. » %
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How to Replace an Existing Role with Another Role

The following is a quick overview on how to replace an existing role in an application with another role.

When you have an existing role (such as an end user role, back-up security official, back-up authorized
official, back-up approver, etc.) and you need to replace your role with another role, for example, a
higher-level role, you will have to:

1. Remove your existing role first, and replace it with another role.
2. Submit a request for access for the new role.
To remove an existing role, follow the step-by-step instructions on How to Remove a Role below.

To request access for a new role, or another role, follow the How to Request a Role.
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How to Remove a Role

The following are the basic step-by-step instructions on how to use the Remove Role feature to remove
arole, when you are required to remove a role, and your application allows you to remove a role.

If you are a DMEPOS Authorized Official and you have no people in your organization, you may use
the Remove a Role feature to remove your role from the organization. Since you have no persons
in your organization, your organization will also be removed when EIDM completes the remove a
role process.

However, if you have persons that have been approved to access your DMEPOS organization, or
you have pending requests for access for your organization, you will not be able to remove your
Authorized Official role. The reason: The persons in your organization, or applying for access, must
have an Authorized Official in the organization.

To remove a DMEPOS Authorized Official role or any other role, please FOLLOW THESE STEPS:

Action
SN After navigating to the CMS Enterprise Portal (https://portal.cms.gov), accepting the
Terms and Conditions, and logging in with your user ID and password, the Welcome to
CMS Enterprise Portal page is displayed.

Select the down arrow icon that appears next to your name at the top of page. Then, select
My Access from the drop-down menu to continue.

Alternately, you may select Request Access Now to continue.

@) Portal Help & FAGs

& Print
CMS |enterpr
"gov Enterprise Portal

My Portal

CMS Portal > My Portal
|

Welcome to CMS Enterprise Portal

Request Access

. ) ) } Use the link below to request access to
The Enterprise Portal combines and displays content and forms from multiple Systems/Applications

applications, supports users with navigation and cross-enterprise search tools, supporis
T X T Request Access Now
simplified sign-on, and uses role-based access and personalization to present each

smar bl mmbe palasinmd snnkan and snalisabinne Tha cisins af tha Cotsrmeiss Dasial in ts
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Action

Step 2

The Access Catalog, My Access, and My Pending Requests sections are displayed.

Any existing roles you have are displayed in the My Access section.
Select Remove Role for the application for which you are required to remove a role.

In the example below, we will select Remove Role to modify and remove a role in the
PS&R/STAR application.

Start typing to filter apps.

Access Catalog

W REQUEST ADMIN ROLE

My Access

MA/MA-PD/PDPICC

Help Desk Information
800-927-8069
imiesting@yahoo.com

Existing Roles
MA Representative

Avallable Actions.

Add Role

W

Other Actions.

ASETT is 8 Web-besed spplication that sliows

The Medicere Pert 8 Drug Average Sale Price  Bundled Payments for Care Improvement Dats File
individusls and organizat More

(ASF) application is a dst More Transer.

Help Desk Information
TO3-951-6810
sseti@ectionet com

Help Desk Information
£44-876-0765
asphelpdesk@deca.com

Help Desk Information

BundledPayments @cms hhs.gov

»

Request Access Request Access Request Access

The Request to Remove Role page is displayed.

All of your roles in the application are displayed in the My Roles section. All of your existing
role details are displayed in the Existing Role Details section.

Select Remove for the role (backup security official, authorized official, service rep, end
user, etc.) you wish to remove.

In the example below, we will select Remove to remove the PS&R Backup Security Official
role.

Request to Remove MA/MA-PD/PDP/CC Role

To remove a role from an application, click the Remove a Role link. You can only remove one role at a time. Once a role
is removed from an application, you will need to request access again to have it restored.

My Role Information:

My Roles | Existing Rele Details | Remove a Role
RACF ID:
MA Representative Plan Cont}s;lg Number: ’
H1111
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Action

(T F:8 A confirmation message is displayed. The confirmation message asks “Are you sure you
want to remove this role?”

Review the confirmation message.
Select OK to continue to remove the role. Select Cancel to stop the removal of the role.

Warning: When you select OK, the role will be removed at that time. You will not be able
to “undo” the removal.

In the example below, we want to remove the role, so we will select OK.

Confirmation [ ]

Are you sure you want to remove this role?

Once the role is removed, you will need to request access again to have it restored. Select 'OK' to continue, Otherwise, select
'Cancel’.

» G

m The Request to Remove Role Acknowledgement page is displayed.

The acknowledgement page displays the tracking number, for future correspondence, the
role, and the role attribute or attributes that were removed.

Select OK to close the acknowledgement page.

Request to Remove MA/MA-PD/PDP/CC Role Acknowledgement

Your EIDM request has been successfully processed.

The tracking number for your request is:

2174835 - MA Representative

has been removed.

Please use this number in all correspondence conceming this request.

Please allow a few minutes for processing before viewing the completed request.

=» (@]

To request access to a new role, or another role, follow the Step-by-Step instructions on
how to request access to an application and a role. Please allow a few minutes for
processing the submitted request before requesting access to another role.
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How to Add a Role

When you currently have a role in an application, and you are required to add another role in the same
application, follow the step-by-step instructions below.

If you currently do not have a role in the application, you have removed your role in the application,
or your role has been removed, you will need to request a role. Please see How to Request a Role.

The following are the basic step-by-step instructions on how to use the Add a Role feature to add a role,
when you already have a role in your application and your application allows you to add an additional
role.

Action

TN After navigating to the View and Manage My Access page, select Add a Role for the
application you are required to add a role.

In the example below, we will select Add a Role to add a role in the MA/MA-PD/PDP/CC
application.

View and Manage My Access

You are currently registered for the following application(s).

Application Take an Action
Add a Rols
MA/MA-PD/PDR/CC —— |

=ole
View/Modify a Role

m The Request Additional Role page is displayed.

All of your roles in the application are displayed in the My Roles section. All of your
existing role details are displayed in the Existing Role Details section.

Select a role (security official, backup security official, authorized official, service rep, end
user, etc.) from the Select a role drop-down menu.

In the example below, we will select the MCO Representative Ul Update role.
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Request Additional MA/MA-PD/PDP/CC Role

Application Description: | MA/MA-PD/PDP/CC i]
Medicare Advantage/Medicare Advantage - Prescription Drug/Prescription Drug Plan/Cost Contracts/ Medicaid

My Roles | Existing Role Details
RACF ID:

Report Access Type:
MA Submitter Access to Finandal Report
Plan Contract Number:
ﬁ H1234

» Select a role: | MCO Representative Ul Update | v

m The Request Additional Role page is displayed.

Provide the additional details needed for the role you are requesting, enter the reason for
the request in the Reason for Request box.

Select Next to continue.

You may select Cancel at any time to exit out of the Add a Role process. New
information or changes entered will not be saved.

In the example below, we will add Plan Contract Number H1234, enter the reason for the
request in the Reason for Request box, and select Next to continue.
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Request Additional MA/MA-PD/PDP/CC Role

Application Description: | MA/MA-PD/PDP/CC v

Medicare Advantage/Medicare Advantage - Prescription Drug/Prescription Drug Plan/Cost Contracts/ Medicaid <

My Roles Existing Role Details
RACF 1D:
MA Submitter Report Access Type:

Access to Financial Report
Plan Contract Number:
H1234

» Select a role: MCO Representative Ul UpdateL!

nter and correct plan-responsible beneficiary er

user interface MARx UL,

’ Plan Contract Number: | H1234

PDE Mailbox Number:

RAPS Mailbox Number:

RACF 1D:

‘ * Reason for Request: | Needed for the role.

. Qe::t‘ ncd‘

m After selecting Next, the Request Additional Role Review page is displayed.

Review the information displayed. Select Edit to modify the information.

Select Submit to submit the request for approval.

You may select Cancel to exit out of the Add a Role process. New information or
changes entered will not be saved.

In the example below, the information is correct. We will select Submit to submit the
request.
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Request Additional MA/MA-PD/PDP/CC Role Review

Application Description: |MA/MA-PD/PDP/CC ‘:‘i
Medicare Advantage/Medicare Advantage - Prescription Drug/Prescription Drug Plan/Cost Contracts/ Medicaid State Agency

My Roles _ Existing Role Detais
RACF 1D:

Report Access Type:
MA Submitter Access to Financial Report
Plan Contract Number:
H1234

Role Selected: MCO Representative Ul Update

Role Description: The user with this role will be able to enter and correct plan-responsible beneficiary liment related d:
interface MARx UL

Plan Contract Number: |H1234
PDE Mailbox Number:
RAPS Mailbox Number:

RACF ID:

Reason for Request: | Need to perform role.

édl_tl Submit __l:gnce] |

m After selecting Submit, the Request Additional Role Review Acknowledgement page is
displayed.

The acknowledgement page displays the tracking number for the request and the role
attributes requested.

Select OK to close the acknowledgement page.

Request Additional MA/MA-PD/PDP/CC Role Review Acknowledgement

The tracking number for your requests is:

I Your EIDM request has been successfully submitted.
12649 - Plan Contract Number - H1234

Please use this number in all correspondence concerning this request.
You will receive an email once your request has been processed.
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How to Unlock Your Account

For security purposes, the system will lock your account because of any of the following circumstances:

e The user has failed three consecutive login attempts.

e The user has failed three consecutive attempts at answering challenge questions.

e The user has not logged in for a specific number of days based on the security community to
which the application role has been assigned (e.g., Provider Security Community is 60 days).

e An EIDM Help Desk User has locked the account manually.

If your account is locked and you attempt to login, you will be redirected to the Unlock My Account
page.

To unlock your account, FOLLOW THESE STEPS:

Action
S Navigate to https://portal.cms.gov. The CMS Enterprise Portal page is displayed, as

illustrated below.

‘ Aﬂs 0 Enterprise Port Home | About CMS | Mewsroom | € Helo & FAQs | [T} Email | [, Pant
. g V P i al - i
enters for Medicare & Mex Learn about your healthcare options Sear
Centers f ic: dicaid Services IR T T | - Bchis s |

Health Care Quality Improvement System  Provider Resources

CMS Portal > Welcome to CMS Portal

Welcome to CMS Enterprise Portal ;

To log into the CMS Portal 8 CMS user account is
The CMS Enterprise Portal is a gateway being offered to allow required

the public to access a number of systems related to Medicare - - a Login to CMS S Portal
Advantage, Prescription Drug, and other CMS programs. o il

Forgot User ID?

Forget Password?
INew User Registration

Yy
I/
e T o U] Coter () e
MCU || PECOS | Quality Reporting ]| CBIC Get E-Mail Alerts Non-Preduction

Environments

== Information for people with Medizare. Get Email Updates

legicare open enrolment and benefits

CMS Provides Health Coverage for 100 Million People...

Reare Already a subscriber?
-gov IManage Your Subscriptions
Erivacy Poity
Informetion for children up to the age of
__through Medicare, Medicaid. and the Children's Health Insurance Program. And '" [| 18 need of health care coverage.
ssith hnbh fnmiransa o PR A bt s e hmmne siin aen immnrsing, . ety *h You =

m Select Login to CMS Secure Portal.
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. Adtion
CMS Secure Portal

To log into the CMS Portal a CMS user account is
required.

© Login to CMS Secure Portal

Forgot User ID?
Forgot Password?
New User Registration

m Read the Terms and Conditions and select | Accept to continue.

Terms and Condi

OMB N0.0938-1236 | Expiration Date: 04/30/2017 | Paperwork Reduction Act

You are accessing a U.S. Government information system, which includes (1) this computer, (2) this computer network, (3) all computers connected to this network,
and (4) all devices and storage media attached to this network or to a computer on this network. This information system is provided for U.S. Government-authorized
use only

Unauthorized or improper use of this system may resultin disciplinary action, as well as civil and criminal penalties.

By using this information system, you understand and consent to the following:

You have no reasonable expectation of privacy regarding any communication or data transiting or stored on this information system

Atany time, and for any lawful Government purpose, the government may monitor, intercept, and search and seize any communication or data transiting or stored
on this information system

Any communication or data transiting or stored on this information system may be disclosed or used for any lawful Government purpose.

To continue, you must accept the terms and conditions. If you decline, your login will automatically be cancelled

- R

m You will be directed to the Unlock My Account page.
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CMS .QOV Enterprise Portal

Centers for Medicare & Medicaid Services

Home | About CMS | Mewsroom | Archive | (ghHSicGFAQS | (.4 Email | (g Brint

Health Care Quality Improvement System Provider Resources

Unlock My Account

Your account has been locked, You could unlock your account and reset your password by providing your User 10 and answering your challenge questions.

* User ID

@B CMS.gov|Enterpise Porial

m Enter your User ID and select Next.

Unlock My Account

Your account has been locked. You could unlock your account and reset your password by providing your User ID and answering your challenge questions.

* User ID |\ mapia888

e

m Provide the answers to the challenge questions displayed. Enter a new password and
select Next.

CMS _gOV Enterprise Portal

Centers for Medicare & Medicaid Services

Home | About CMS | Newsroom | Archive | (g)Help&FAQs | (. Email | g Print

Health Care Quality Improvement System Provider Resources
Please answer the following challenge questions -
What is the name of your favorite pet?
nika

What was your favorite toy when you were a child?
ball

What is your favorite radio station?
955

Please enter a new password -
New Password -
Confirm Password: | seeees

e e @

m Then Unlock My Account acknowledgement page is displayed. The page displays that your
account has been unlocked successfully. Select Next.

You will be redirected to the CMS Enterprise Portal page to login to your account.
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Enterprise Portal

1 Servicos

CMS.gov

Centers for Madicare & Medica

Sy

% Portl = Welcome 1o CMS Portal

Learm bt you heptgare gotiony

Welcome to CMS Enterprise Portal

The CMS Enterprise Portal s 2 gateway being offered 1o allow
the public 1o access a number of systems related to Madicare
Advantage, Prescription Drug. and other CMS programs

through Medicare. Medicald, and the Children's Health insurance Program And

AT o 0 ot £ o e
WCU | PECOS | Quuisty Reporiing [ CHIC

v | Mcat OV | Mewpscer | 0 e R FADy | () Boed | L Boip

S A g

e GME Porisl 3 CMS user azcount i

8 Login to CMS Secure Portal

Eatgat Uner 107
Frgst Eagmwer
e Uses Rctigticn

Get E-Mail Alerts Non-Production
Environments

Gat Email Updates
Areacy 8 sutacriber?

Exvmry Polcy
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How to Change Your User Profile

This section provides assistance and basic step-by-step instructions for the following:

Forgot Your User ID?

Forgot Your Password?

How to View Your Profile.

How to Change Your Password.

How to Change Your E-mail Address.

How to Change Your Security Challenge Questions and Answers.

How to Change Your Phone Number.

How to Change Your Home Address.

Forgot Your User ID?

The following are the basic step-by-step instructions on how to use the Forgot User ID? feature.

S Navigate to https://portal.cms.gov. The CMS Enterprise Portal page is displayed, as
illustrated below.

CMS Portal > Welcome to CMS Portal

CMS Secure Portal

To log into the CMS Portal a CMS user
account is required

8 Login to CMS Secure Portal

Welcome to CMS Enterprise Portal

The CMS Enterprise Portal is a / -

gateway being offered to allow the -
public to access a number of systems

related to Medicare Advantage, : ’ D /

Prescription Drug, and other CMS 7 . Eoigat User 107
Forgot Password?
rograms. /
e q New [ Registration
)/ |

m Select the Forgot User ID? link.

CMS Secure Portal

To log into the CMS Portal a CMS user account
1S required.

8 Login to CMS Secure Portal

’ Forgot User ID?
0rqol Passworg?
New User Registration
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Action
ST M Provide the information requested and select Next to continue.

You may select Cancel at any time to exit out of the Forgot User ID process. New
information or changes entered will not be saved.

Please enter the following information

* First Name :
* Last Name :
* E-mail Address
= Zip code :
* Date of Birth:
MM DD YYYY

G- | GETED |

m After selecting Next, the Forgot User ID acknowledgement page is displayed. The page
displays that the information entered has been verified and an E-mail, with your User ID,
has been sent to the E-mail address on record.

Select OK to close the page.

Forgot Userld

Your information has been successfully verified. An E-mail containing your User ID has been sent to the E-mail Address on record

= ()
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Forgot Your Password?

The following are the basic step-by-step instructions on how to use the Forgot Password? feature to
create a new password.

Action
%Ml Navigate to https://portal.cms.gov. The CMS Enterprise Portal page is displayed, as
illustrated below.

CMS Portal > Welcome to CMS Portal

CMS Secure Portal

To log into the CMS Portal a CMS user
account is required

8 Login to CMS Secure Portal

Welcome to CMS Enterprise Portal

The CMS Enterprise Portal is a / -

gateway being offered to allow the -~
public to access a number of systems
-

related to Medicare Advantage, = D / ]

Prescription Drug, and other CMS P i
S Forgot Password?
prog . New User Reqistration

m Select the Forgot Password? link.

CMS Secure Portal

To log into the CMS Portal a CMS user account
is required.

8 Login to CMS Secure Portal

Forgot User ID?

Forgot Password?
ew User Reqistration

m Enter your User ID and select Next to continue.

Please enter your User ID

»[ *User ID

» (@
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User Instructions

m Provide the answers to the challenge questions displayed.

m Enter a new password.

Re-enter the same password for “Confirm Password” and select Next to complete the
Forgot Password process.

1. EIDM will display instructions on what you are required to include in your
password.

2. Some roles may require you to enter an 8-character password for your new
password. For example, if you have a role in an application where a CMS 4-
character Resource Access Control Facility (RACF) is used for identification and
verification, you may have to create and enter an 8-character password for your
new password. When you are required to enter an 8-character password, an
error message will be displayed when a password has been entered that is
longer than 8 characters.

Please answer the following challenge questions

» ( What is a relative’s telephone number that is not your own? )
What is the name of your favorite pet?

What is your favorite radio station?
\. y,
Please enter a new password

* New Password:

* Confirm Password

m After selecting Next, the Forgot Password acknowledgement page is displayed. The page
displays that the password has been changed and a confirmation E-mail has been sent to
the E-mail address on record.

Select OK to close the page.

You may select Cancel at any time to exit out of the Forgot Password process. New
information or changes entered will not be saved.
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Forgot Password

Your password has been successfully changed. A confirmation E-mail has been sent.

)
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How to View Your Profile

The following are the basic step-by-step instructions on how to use the View My Profile feature to view
your profile information.

Action
S After navigating to the CMS Enterprise Portal (https://portal.cms.gov), accepting the
Terms and Conditions, and logging in with your user ID and password, the Welcome to
CMS Enterprise Portal page is displayed.

Select the down arrow icon that appears next to your name at the top of page. Then,
select My Profile from the drop-down menu to continue.

CQMO§ Enterprise Portal

My Portal

CMS Poctal > My Portal
¥

Welcome to CMS Enterprise Portal Request Application

Access

The Enterprise Portal combines and displays content and forms from multiple
Use the link below 10 request access 1o
applications, supports users with navigation and cross-enterprise search lools more apphcations

m The View My Profile page is displayed.

After viewing your profile information, select Cancel to close the page.

Screen reader mode Off | Accessibility Settings
-

7 Change My Profile

Change E-mail Address Vlew r“y PrOﬁle
Change Challenge Questions and Answers

Change Phone number

C!‘Ianqe Home Address First Name : Ron
View My Profile Last Name : Kilmer
Change Password Date of Birth - 2/13/1965

Home Address Line 1: 1234 Main St
Home Address Line 2

Phone Number : 3333333333

E-mail Address : Kilmer@inc.com
City . Westminster

State : MD

Zip Code : 21156

»| €D
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User Instructions

How to Change Your Password

The following are the basic step-by-step instructions on how to use the Change Password feature to
change your password.

Action

SN After navigating to the CMS Enterprise Portal (https://portal.cms.gov), accepting the
Terms and Conditions, and logging in with your User ID and password, the Welcome to
CMS Enterprise Portal page is displayed.

Select the down arrow icon that appears next to your name at the top of page. Then, select
My Profile from the drop-down menu to continue.

CgMO§ Enterprise Portal

My Portal

CMS Pertal > My Portal
¥

Welcome to CMS Enterprise Portal
Access

The Enterpnise Portal combines and displays content and forms from multiple

Use the ink below 1o request acosss 10
applications, supports users with navigation and cross-enterprise search tools, maré applications

m The View My Profile page is displayed.

Select Change Password.

Screen reader mode Off | Accessibility Settings
-

7 Change My Profile

Change E-mail Address View My Profile
Change Challenge Questions and Answers

Change Phone number

Change Home Address First Name : Ron
it R G Last Name : Kilmer
» CHENE faswon Date of Birth - 2/13/1965

Home Address Line 1: 1234 Main St.
Home Address Line 2 :

Phone Number : 3333333333

E-mail Address : Kilmer @inc.com
City : Westminster

State : MD

Zip Code © 21156
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Action
NIl The Change Password page is displayed.

Enter your old password.

Create and enter a new password of your choice in the New Password field.

1. EIDM will display instructions on what you are required to include in your
password.

2. Some roles may require you to enter an 8-character password for your new
password. For example, if you have a role in an application where a CMS 4-
character Resource Access Control Facility (RACF) is used for identification and
verification, you may have to create and enter an 8-character password for your
new password. When you are required to enter an 8-character password, an
error message will be displayed when a password has been entered that is
longer than 8 characters.

Re-enter the same password in the Confirm Password field and select Next to continue.

You may select Cancel at any time to exit out of the Change Password process. New
information or changes entered will not be saved.

Change Password

* Old Password: ssessene
* New Password: sscssssse

* Confirm New Password: eeeeesscee

=D~ GEEED

m After selecting Next, the Change Password acknowledgement page is displayed.

The page displays that the password has been changed, a confirmation E-mail has been
sent to the E-mail address on record, and you will need to logout and login with your new
password.

Select OK to close the page.
Change Password

Your password has been successfully changed. A confirmation E-mail has been sent. You will need to logout and login with your new
password to access the system. Select 'Ok’ to login usi

» (D
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How to Change Your E-mail Address

The following are the basic step-by-step instructions on how to use the Change E-mail Address feature
to change your E-mail address.

Action

SN After navigating to the CMS Enterprise Portal (https://portal.cms.gov), accepting the
Terms and Conditions, and logging in with your user ID and password, the Welcome to
CMS Enterprise Portal page is displayed.

Select the down arrow icon that appears next to your name at the top of page. Then, select
My Profile from the drop-down menu to continue.

@rositielp 8FAGs ) Print

CMS
.gov

Enterprise Portal

My Portal

m The View My Profile page is displayed.
Select Change E-mail Address.
Provide the answers to the challenge questions displayed.

Enter your new E-mail address in the New E-mail Address field and then re-enter the E-
mail address in the Confirm New E-mail Address field.

You may select Cancel at any time to exit out of the Change Password process. New
information or changes entered will not be saved.

Select Next to complete the Change E-mail process.

Sereen neader mode O | Azcessdhdly Selbngs
-

“Change My Profile Changs E-mail Address
- Change E-mal Address
Change Phone number
Change Challengs Questons and Answers For security purposes, you need to answer all the challenge questions
Change Address before changing the E-mail Address.

View My Profla

Change Passeoed Queston 1. What i the name of your favonite pet?
* Answerl

Quesbon. What was your favorde oy when you were a chidd?
* Angwer2

Question: What s your Exvonte rado stabon?
* Angwerd

E.mail Address

O E-maid Address

* New E-mad Address —

« Conferm New E-mad Address

I acED @

CMS EIDM User Guide


https://portal.cms.gov/

User Instructions

Action
STl After selecting Next, the Change E-mail Address acknowledgement page is displayed.

Select OK to close the page.

Change E-mail Address

Your E-mail address has been updated successfully. Pleasa note that, f you have chosen E-mail as a means to get the Secunty Code for Multi-Factor Authenticabon (MFA), then you
will receive the Secunity Code in the updated E-mail address when selected during login

_— GECID
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How to Change Your Security Challenge Questions and Answers

The following are the basic step-by-step instructions on how to use the Change Challenge Questions
and Answers feature to change your security challenge questions and answers.

Action

SN After navigating to the CMS Enterprise Portal (https://portal.cms.gov), accepting the Terms
and Conditions, and logging in with your user ID and password, the Welcome to CMS
Enterprise Portal page is displayed.

Select the down arrow icon that appears next to your name at the top of page. Then, select
My Profile from the drop-down menu to continue.

@rositielp 5FAQs @ Print

CMS
.gov

Enterprise Portal

My Portal

m The View My Profile page is displayed.
Select Change Challenge Questions and Answers.

Enter your User ID and Password and select Next.

Screen reader mode Off | Accessibility Settings
-

7 Change My Profile Change Challenge Questions and Answers
Chan -mail Address

Change Phone number

-Cha” & Challenge Questions and Answers For security purposes, you need to enter your User ID and Password
Change Address before changing your challenge questions and answers.
View My Profile
;;hgnge Password - User ID
- Password

=) (D GEETTED

m The Change Challenge Questions and Answers page is displayed.

Select a question and then provide an answer of your choosing. Continue until all three
challenge questions have been selected and answered.

Select Next to complete the Change Challenge Questions and Answers process.

You may select Cancel at any time to exit out of the Change Challenge Questions
process. New information entered will not be saved.
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Change Challenge Questions and Answers

* Question1: | |

* Answer1:

* Question2: Flease choose one Question LJ
* Answer2:

* Question3:  Flease choose one Queston 2
* Answer3:

=) GETED GTED

m After selecting Next, the Change Challenge Questions and Answers acknowledgement
page is displayed.

The page displays that the challenge questions and answers have been changed and a
confirmation E-mail has been sent to the E-mail address on record.

Select OK to close the page.
Change Challenge Questions and Answers

Your challenge questions and answers have been successfully changed. A confirmation E-mail has
been sent.

» (@

CMS EIDM User Guide



User Instructions

How to Change Your Phone Number

The following are the basic step-by-step instructions on how to use the Change Phone number feature
to change your phone number.

Action
SN After navigating to the CMS Enterprise Portal (https://portal.cms.gov), accepting the

Terms and Conditions, and logging in with your user ID and password, the Welcome to
CMS Enterprise Portal page is displayed.

Select the down arrow icon that appears next to your name at the top of page. Then,
select My Profile from the drop-down menu to continue.

& Print

@ Portal Help & FAQs

CMS
.gov

Enterprise Portal

My Portal

m The View My Profile page is displayed.

Select Change Phone number.

CMS Portal > My Profile

Screen reader mode Off | Accessibility Settings

-

7 Change My Profile

Change E-mail Address View My Profile
—————————————— 5 and Answers
» Change Phone number
T T T First Name . Ron
View My Profile Last Name : Kilmer
Change Password Date of Bith - 2/13/1965

Home Address Line 1: 1234 Main St
Home Address Line 2

Phone Number : 3333333333

E-mail Address . Kilmer@inc.com
City : Westminster

State : MD

Zip Code : 21156
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Action
ST JEBl The Change Phone number page is displayed.

The current phone number on record for you is displayed in the Phone Number field.
Provide the answers to all of the challenge questions displayed.
Enter your new phone number in the Phone Number field.

Select Next to continue.

You may select Cancel at any time to exit out of the Change Phone number process.
New information or changes entered will not be saved.

Change Phone number

For security purposes, you need to answer all the challenge questions
before changing the Phone Number.

Question1: What is a relative's telephone number that is not your own?
- Answerl:

Question2: What is the name of your favorite pet?
- Answer2:

Question3: What is your favorite radio station?
- Answer3:

* Phone Number:
333 333 3333

G GETED

m After selecting Next, the Change Phone number acknowledgement page is displayed. The
page displays that the phone number has been updated.

Select OK to close the page.

Change Phone number

Your Phone number has been updated successfully.

» ( G
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How to Change Your Home Address

The following are the basic step-by-step instructions on how to use the Change Home Address feature
to change your home address.

Action

S B After navigating to the CMS Enterprise Portal (https://portal.cms.gov), accepting the
Terms and Conditions, and logging in with your user ID and password, the Welcome to
CMS Enterprise Portal page is displayed.

Select the down arrow icon that appears next to your name at the top of page. Then,
select My Profile from the drop-down menu to continue.

& Print

© Portal Help & FAQs

CMS
.gov

Enterprise Portal

My Portal

m The View My Profile page is displayed.
Select Change Home Address.

CMS Portal > My Profile

Screen reader mode Off | Accessibility Settings

-

v Change My Profile

Change E-mail Address View My Profile
Change Challenge Questions and Answers
A
’ Change Home Address First Name : Ron
View My Profile Last Name : Kilmer
Lhange Fassword
Change Password Date of Birth - 2/13/1965

Home Address Line 1: 1234 Main St
Home Address Line 2

Phone Number : 3333333333

E-mail Address : Kilmer@inc.com
City . Westminster

State - MD

Zip Code : 21156
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Action
STl The Change Home Address page is displayed.

The current home address on record is displayed in the Home Address field.
Provide the answers to all of the challenge questions displayed.
Enter your new home address information in the Home Address field.

Select Next to complete the Change Home Address process.

You may select Cancel at any time to exit out of the Change Home Address
process. New information or changes entered will not be saved.

Change Home Address

For security purposes, you need to answer all the challenge questions
before changing the Home Address.

Question1: What is a relative's telephone number that is not your own?
- Answerl: |

Question2: What is the name of your favorite pet?
- Answer2:

Question3: What is your favorite radio station?
- Answer3:
- Home Address 1: 1234 Main St
Home Address 2:
- City: | Westminster
- State: |Maryland v
- Zip Code: 21156

Zip Code Extension:

N GETED

m After selecting Next, the Change Home Address acknowledgement page is displayed.
The page displays that the home address has been updated.

Select OK to close the page.
Change Home Address

Your Home address has been updated successfully.

»|
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Application Help Desks
Application .

(Help Desk Name) AEDG 0iell
Agents and Brokers (FFM - A/B)
(XOSC) 855-267-1515 | cms_feps@cms.hhs.gov
ASETT .
(ASETT Help Desk) 703-951-6810 | asett@actionet.com
ASP 844-876-0765 | asphelpdesk@dcca.com
(ASP Help Desk) phelp )
Bundled Payments EFT
(Bundled Payments Help Desk) N/A BundledPayments@cms.hhs.gov
CERRS .
(Cognosante Help Desk) 703-206-6199 | servicedesk@cognosante.com
Cisco WebEx SaaS 410-786-3090
(WebEx Support) Opt 1 OTS_WebEx@cms.hhs.gov
CIR 844-711-266
(IBOSC Help Desk) (Option 1) CJRSupport@cms.hhs.gov
cos 800-927-8069 | mapdhelp@cms.hhs.gov
(MAPD Help Desk) panelp -ns-g
Connexion .
(CBIC Help Desk) 877-577-5331 | CBIC.admin@palmettogba.com
CPC (Innovation Center HD) . .
(Actionet Help Desk) N/A CICDIMServiceDesk@actionet.com
CPMS
(XOSC) 855-267-1515 | CMS_feps@cms.hhs.gov
CSR 800-927-8069 | mapdhelp@cms.hhs.gov
(MAPD Help Desk) panelp -ns-g
DBidS/DMEPOS .
(CBIC Help Desk) 877-577-5331 | CBIC.admin@palmettogba.com
ECRS 646-458-6740 | ECRSHelp@EHMedicare.com
(EDI Help Desk) P '
ELMO
(MAPD Help Desk) 800-927-8069 | mapdhelp@cms.hhs.gov
EPPE
(EPPE Help Desk) 844-377-3382 | eppe@cms.hhs.gov
e-RPT
(MAPD Help Desk) 800-927-8069 | mapdhelp@cms.hhs.gov

CMS EIDM User Guide



Help Desk Information

Application

Phone

(Help Desk Name)

ESD

(ESD Help Desk) TBD TBD

FCSO aka The Spot

(FCSO Help Desk) 855-416-4199 | FCSOSpotHelp@FCSO.com
Gentran

(Gentran Support) N/A Gentran-support@cms.hhs.gov
HHVBP ‘

(IBOSC Help Desk) 844-280-5628 | hhvbpquestion@cms.hhs.gov
HIOS

(XOSC) 855-267-1515 | cms_feps@cms.hhs.gov

HPG 866-440-3805 | mcare@cms.hhs.gov
(MCARE/ HPG Help Desk) -nns.g

IC (Innovation Center)

(Actionet Help Desk) N/A CICDIMServiceDesk@actionet.com
ot Server N/A ISV-Support@cms.hhs.gov

(ISV Help Desk)

?,/\Iz\c:;roo Help Desk) 301-547-4688 = MACPro_HelpDesk@cms.hhs.gov
;\IIIWAI\AITDXD T 800-927-8069 | mapdhelp@cms.hhs.gov

?)ﬂ(ggC) 855-267-1515 | CMS_feps@cms.hhs.gov

?//\IZSDD Help Desk) 800-927-8069 | mapdhelp@cms.hhs.gov

?25? Help Desk ) 866-484-8049 | eussupport@cgi.com

l(\/,\l/I/-LMMSS Help Desk) N/A MLMSHelpDesk@cms.hhs.gov

l(\l,\l)ll)/cCCiCESS Help Desk) 866-270-4909 ziz.qdme.mac.email.inquiries@cgsadmin.

Open Payments

(Open Payments Help Desk)

855-326-8366

OpenPayments@cms.hhs.gov

Physicians Value
(PV Help Desk)

866-288-8912

pvhelpdesk@cms.hhs.gov

PMDA
(PMDA Help Desk)

443-775-3226

pmdalll5 cvp help@cvpcorp.com
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Application
(Help Desk Name)

Phone

E-mail

I()CizvslityNet Help Desk) 866-288-8912 | gnet-hd-support-queue@hcgis.org
?:&R/{/iLADReSk ) 866-484-8049 | eussupport@cgi.com

%:Izll\i/:”yNet Help Desk) 866-288-8912 | gnet-hd-support-queue@hcqis.org
?Cl::—n(_f\,:e/p Desk) 888-734-6433 | ESRD-CMMI@cms.hhs.gov
?gll\;;f;;feesforce and Force.com) 88(%_;23;]62)33 CMMIForceSupport@cms.hhs.gov
?;g;g) 855-267-1515 | CMS_feps@cms.hhs.gov

?)I(EI&\SIS 855-267-1515 | CMS_feps@cms.hhs.gov

?:H%PP/ SC:;/NClenter/Support) 800-706-7893 | N/A

?;LSS Support) N/A sls@ffm2.org

-(r7-'“//\|ﬂssl/55 Help Desk) N/A T-MSIS_Helpdesk@cms.hhs.gov
vem 844-826-3375 | ucmsupport@cms.hhs.gov

(UCM Help Desk)

VMS Client Letter

443-275-6946

THD@gdit.com

(GDIT Technical Help Desk) (Option 2)
zONE
(XOSC) 855-267-1515 | CMS_feps@cms.hhs.gov

|
Table 1: Application Help Desks
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5. Acronyms

Acronym Literal Translation

ACO Accountable Care Organization

AIA Automated Intervention Application

AO Authorized Official

BAO Backup Authorized Official

BCRC Benefits Coordination & Recovery Center

CAHPS Consumer Assessment of Healthcare Providers and Systems

CBA Competitive Bidding Area

CBIC Competitive Bidding Implementation Contractor

CGS Celerian Group Administrators, LLC (collectively "CGS")

CHIP Children’s Health Insurance Program

CMS Centers for Medicare & Medicaid Services

coB Coordination of Benefits

CPC Comprehensive Primary Care

CSR Customer Service Representative

CWF Common Working File

DBidS DMEPOS Bidding System

DME Durable Medical Equipment

DMEPOS Durable Medical Equipment, Prosthetics, Orthotics & Supplies

ECRS Electronic Correspondence Referral System

EFT Electronic File transfer

EIDM Enterprise Identity Management

EP Eligible Professional

EPOC External Point of Contact (EPOC)

FCSO First Coast Service Options (The SPOT)

GPRO Group Practice Reporting Option

GUI Graphical User Interface

HETS HIPAA Eligibility Transaction System

HPG HIPAA Eligibility Transaction System (HETS) Provider Graphical User Interface
(GUI)

IDP Identity Proofing

IVR Interactive Voice Response
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LBN Legal Business Name

LOA Level of Assurance

LSA Local System Administrator

MA Medicare Advantage

MAC Medicare Administrative Contractor
MAPD Medicare Advantage - Prescription Drug
MARX Medicare Advantage and Prescription Drug System
MCO Medicaid Managed Care Organization
MDR Medicaid Drug Rebate

MED Medicare Exclusion Database

MFA Multi-Factor Authentication

MMP Medicare and Medicaid Plan

MSP Medicare Secondary Payer

NPI National Provider Identifier

oow Out-of-Wallet

OTP One-time Password

PDE Prescription Drug Event

PDP Prescription drug Plan

POS Point Of Service

POS Point of Sale

POSFE Point-of-Sale Facilitated Enrollment
PQIP Physician Quality Initiatives Portal
PQRS Physician Quality Reporting System
PS&R Provider Statistical and Reimbursement
PTAN Provider Transaction Access Number
PV Physician Value

PY Payment Year

QRUR Quality and Resource Use Report
RACF Resource Access Control Facility
RAPS Risk Adjustment Processing System
RIDP Remote Identity Proofing

SHIP State Health Insurance Plans
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Acronym Literal Translation

SMS Short Message Service

SPAP State Pharmacy Assistance Programs
SR Service Request

SSN Social Security Number

STAR System for Tracking Audit and Reimbursement
TIN Taxpayer Identification Number

T Trouble Ticket

ul User Interface

VMS ViPS Medicare System

XLC eXpedited Life Cycle

XLS Microsoft Excel Workbook

Table 2: Acronyms
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